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Abstract:-The ubiquitous nature of the Internet of Things (loT) has made it possible to gather and analyze vast
amounts of data, which has profound implications for our ability to make sound decisions. Critical smart-world
infrastructures are monitored and controlled by millions of sensors and devices that are constantly producing
data and exchanging essential information via sophisticated networks. Edge computing has evolved as a new
paradigm to address the loT and localized computing needs as a way to prevent the rise in resource
congestion. Edge computing, in contrast to the more widely recognized cloud computing, will move data
computation or storage closer to the network's "edge," where it will be closer to the end users. As a result, the
latency of message exchange can be greatly reduced by dispersing computing nodes around the network
rather than relying solely on a centralized data center. In addition, the decentralized architecture can smooth
out traffic spikes on Internet of Things networks, shorten response times for real-time loT applications, and
lower transmission latency between edge/cloudlet servers and end users. Additionally, the system can
increase the lifetime of individual nodes by shifting the burden of computation and communication from
nodes with limited battery supply to nodes with high power resources. In this research, we analyze the
possibility of combining loT with edge computing and the effect of edge computing on the efficiency of storage
and transmission in loT network. We group edge computing into its architectural components and compare
their relative effectiveness in terms of latency, bandwidth utilization, power consumption, and other
parameters. Taking into account edge computing's privacy, authenticity, and resilience concerns, we also
provide a paradigm for assessing loT network security using edge computing. We conclude by comparing and
contrasting edge computing with traditional cloud computing architectures for various loT use cases.
Keywords: loT, Edge computing, Cloud computing, Transmission, Storage.

Introduction:

The Internet of Things (loT) has become
increasingly significant as information technology
has advanced. Using the sophisticated
communication network infrastructure linked by
millions of loT nodes [1][2], interconnected
sensors/devices can gather and share various data
among themselves. Then, numerous Internet of
Things apps can supply users with more precise
and granular network offerings. As more and more
sensors and gadgets join the internet in this way,
the data they produce will be enormous and will
need to be processed further before it can be used
to benefit either service providers or end users.
Traditional cloud computing necessitates sending
data to remote servers for processing and then
returning the results to the sensors and devices.
The bandwidth and resource requirements for
transmitting data become extremely taxed as a
result of this process. In addition, the larger the

data set, the worse the network's performance
will become [3][4].

When it comes to time-sensitive 10T applications
like smart transportation[5], smart electricity grid,
smart city, etc. [6][7], the situation becomes more
dire because conventional cloud computing-based
services simply cannot keep up with the demand.
This is due to the distance between the cloud and
its end users and the fact that compute processes
must be uploaded there, using up precious
bandwidth and network resources. This, of course,
will cause significant network delay, which is
intolerable for time-sensitive Internet of Things
(loT) applications[8][9] [10]. The influence of these
functions on security and emergency response
makes this a crucial issue for the Internet of
Things.

Most loT devices (smart sensors, etc.) also have
limited power, therefore it's important to maintain
a healthy balance between power consumption
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and device longevity by allocating computation to
devices with more robust power and computing
resources. Additionally, transmission times can be
lowered by processing data in the closest
computation nodes to the user. Data transmission
speeds in cloud computing-based services are
impacted by network traffic, with high volumes of
traffic resulting in longer transmission times and
higher energy costs. As a result, it's important to
think about scheduling and processing allocation.

In this paper, we give our perspective on edge
computing for the loT and summarise existing
efforts and past work that aim to address the
aforementioned concerns and issues[11] [12].
Computing and storage tasks are being carried out
at the "edge" of the network, close to the user,
and this is known as edge computing [13][14]. The
edge computing nodes' proximity to the end users
will help reduce traffic congestion. Additionally, it
greatly minimizes the transmission delay during
data computing or storage in IoT, and it mitigates
the bandwidth requirements of the centralized
network. The response times of loT applications
may be faster than the corresponding cloud
computing services if distributed computation
nodes are placed at the edge to offload traffic and
computational demand from the centralized cloud.
In addition, edge computing can shift power-
intensive tasks like computation and
communication from low-power nodes to high-
power ones at the network's periphery. Doing so
will prolong the lifespan of the overall IoT network
by extending the lifetime of the nodes with limited
batteries.

The following are some of our main contributions
to this paper:

1-Group various edge computing architectures
into categories and discuss the benefits and
drawbacks of each. We also evaluate the
capabilities of these groups in terms of response
time, computing power, and storage space.

2-Take a methodical look at what makes loT tick,
and we go over several common use cases. We use
this research to evaluate cloud and edge
computing environments from the perspective of
Internet of Things devices. The advantages and
disadvantages of edge computing for loT networks
are then discussed.

3- using depth knowledge of both the Internet of
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Things and edge computing, discuss the potential
for their integration as edge computing-based loT.
The Internet of Things issue space that makes use
of edge computing is then demonstrated. In this
article, we take a problem-oriented look at the
architectures, operations, task scheduling,
security, and privacy of edge computing.

4-Show the pros and cons of edge computing-
supported loT in terms of data transmission, data
storage, and data processing. From the vantage
points of  system integration, resource
management, security and privacy, and cutting-
edge communication, we explore these new
issues. We also provide some examples of loT
smart applications to illustrate the integration of
edge computing with the loT.

Here is how the rest of the paper is structured: In
Section Il, we provide a high-level overview of the
history and fundamentals of loT, edge computing,
and cloud computing. Section Il describes the
features of the Internet of Things and edge
computing, and discusses how the latter can be
used to improve the former, showing how they
could be combined. Meanwhile, we lay out the
framework for edge computing and the Internet of
Things. The advantages of combining the Internet
of Things with edge computing are discussed in
Section IV. We define the domain of interest and
develop illustrative viewpoints from the vantage
points of transmission, storage, and computing.
We examine the difficulties of implementing loT at
the edge in Section V. Section VI is the final section
of the paper.

I.The Internet of Things and Peripheral
Computing

In this article, we will analyze the possibility of
combining loT with edge computing by reviewing
their core principles.

First, let's talk about the "loT"

The desktop-based model of computing is
outdated and will be superseded soon [15]. In
particular, being a relatively new form of
technology, the Internet of Things is becoming
increasingly integrated into everyday life. The
Internet of Things (loT) is a theoretical framework
that predicts a future in which virtually all
electronic gadgets, including smartphones,
automobiles, sensors, actuators, and other
embedded devices, are networked to one another
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and to central data repositories where they can
share data and trigger a dramatic increase in the
volume of data generated.

With the broad implementation of smart
transportation, smart cities, smart grids, and smart
healthcare, people will be unable to function
without IoT penetrating their day-to-day lives at
home and in the workplace. Therefore, 10T is the
next big thing and will change people's lives in
significant ways. The corporate world is another
one where loT plays a crucial role. According to a
forecast from 2025, the Internet of Things will be
one of the most consequential technologies for
the United States. Similarly, the number of
psychical devices has grown larger than the global
human population [16]. The number of connected
physical devices reached 9 billion in 2012, and it is
predicted to reach 75 billion by the year 2020.
Therefore, in the future, loT devices will be one of
the most essential, if not the most important, data
sources for big data.

Three distinct 1oT communication models will be
discussed here.

Communication between machines

Without the need for additional hardware, this
communication model depicts a network in which
several endpoints can connect and exchange data
directly with one another [17][18], The Internet
and IP networks are just two of the many types of
networks that these gadgets can communicate
over with one another. As may be seen in, for
instance, a smart switch uses Bluetooth 4.0 to
interact with a smart light. These kinds of
networks enable hybrid communication protocols,
which combine device-to-device with a specialized
communication protocol to suit QoS requirements.
This paradigm is commonly used by applications
that need to exchange data with one another but
have minimal data rate constraints. Smart home
technology and electrical systems with built-in
automation are two such examples. Smart locks,
smart switches, and smart lights are all examples
of the kind of Internet of Things devices that often
only broadcast very brief data packets[19].
Machine-to-Machine connections.

run into trouble for end users when various
gadgets from various manufacturers all employ
incompatible protocols. As an example, smart
home gadgets that use the Z-Wave protocol

Vol 44 No. 8
August 2023

cannot talk to those that use the ZigBee protocol.
Because of compatibility problems, users are
restricted in their options [19].

Machine-to-cloud communication.

In a device-to-cloud communication paradigm, loT
devices need to use a cloud application service
provider or store data in a cloud storage disc due
to limitations in their computing capabilities or
storage space [20]. As can be seen, this approach
usually needs help from
communication mechanisms like wired or Wi-Fi

preexisting

networks.

The limits of the traditional network, such as
bandwidth and available resources, nevertheless
limit the effectiveness of Machine-to-Cloud
communication despite fixing the problems with
the Machine-to-Machine paradigm. Changing the
structure of the underlying network can improve
the effectiveness of the Machine-to-Cloud
communication paradigm [19].

Data transmission from the machine to a center

In the machine-to-gateway strategy, the device-to-
application-layer gateway (ALG) paradigm is seen
as a proxy or middleware box [21]. The diagram
shows how M2G connections are set up. A
gateway or other network device is required to
perform tasks like data or protocol translation
methods and software-based security checks to
link loT devices to cloud-based application
services. This improves the safety and adaptability
of the loT network, shifts some processing to the
application layer, and lowers the power needs of
loT devices. For example, a smartphone can act as
a gateway by hosting apps that facilitate data
exchange between Internet of Things gadgets and
the cloud. Sensors generate data, sync with a
person's smartphone, and then the phone
encrypts the data before transmitting it to the
cloud in the field of individual healthcare [19][22].
Second, Standard Internet of Things elements

Typically, an loT network will consist of three types of
nodes: sensors/devices, loT gateways/local networks,
and a backhaul network cloud, which represents the
data source, data communication networks, and data
processing, respectively.

1-Sensors/devices: Millions of sensors are spread
out over a large region to create the loT. These
sensors are essential to the Internet of Things
because they generate the vast majority of the
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networks' measurement data. These sensors can
collect a wide range of information that can aid
the IoT in its quest for total situational awareness.
Furthermore, most resource demands are
produced by users' terminal devices. The devices
can act as user interfaces, translating user input
into data that can be sent to the Internet of
Things. These sensors and endpoints will be
networked together to share information and
facilitate the development of new applications.
Each node can obtain the necessary resources for
loT applications via the network that connects
them[23][24]25].

2-loT Gateways: loT gateways connect the edge
devices and backbone networks to the cloud. As
and when necessary, loT application endpoints will
delegate data processing and storage duties to
external cloud servers. The data collected by
sensors and other devices can be transmitted via a
network, but not before being preprocessed. loT
gateways will collect information from all of the
connected sensors and devices and upload the
results to the cloud. In order to save time and
money, most loT gateways perform preliminary
processing on collected data. In addition, loT
gateways will relay the outcomes of the cloud
servers' data processing to their respective end
users [26][27].

3- Core/cloud network: Clients will use backhaul
networks to transmit data and requests to cloud
servers [28] [29]. Internet of Things applications
don't have to worry about storage or processing
power because they can use cloud servers. This
means that the cloud servers can accommodate a
wide range of software by providing the required
resources. Once the data has been processed by
the cloud servers, the results will be returned to
the users. Remember that the majority of your
clients will choose to have their loT data processed
via cloud servers.

Third, Edge computing

computing: the front end, the close end, and the
far end. Differences between these regions are
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Traditional centralized cloud computing is having
trouble meeting the QoS requirements of many
applications because of the explosion in the
number of mobile devices. With the advent of 5G
network technology, edge computing will emerge
as the primary means of resolving this matter. The
Radio-Access Network (RAN) is a significant
obstacle to the development of 5G technology.
Mobile edge computing is used in RAN to give
timely RAN data. Network providers can enhance
their customers' Quality-of-Experience (QoE) by
capitalizing on the context-aware services made
possible by real-time RAN [30][31][32].

The edge computing platform enables edge nodes
to respond to service requests, thereby reducing
network latency and bandwidth consumption. By
placing RAN in the network's periphery under the
control of third-party operators, network
operators can expedite the rollout of new
applications. However, implementing consistent
security measures across the board is difficult
because the compute nodes are operated by a
large array of different types of independent third-
party operators [33][34].

Forth, Developments in computing at the edge

As shown in Fig. 1, the most fundamental
components of an edge computing system. When
compared to server data centers in the cloud, edge
computing servers are positioned closer to the end
user. As a result, while having few processing
capacities than cloud computing servers, edge
computing servers offer higher QoS (Quality of
Service) and lower latency to end users. To better
understand the benefits and drawbacks of edge
computing, we shall compare and contrast the two
architectures. Edge computing, in contrast to cloud
computing, makes use of on-premises nodes rather
than off-site data centers. We refer to these off-site
machines as edge/cloudlet servers in this work. As
shown in Fig. 2, there are three basic

parts of edge detailed below[19][35].
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Fig.1.fundamental framework for edge computing.
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Fig.2. Edge computing network architecture.

FRONT-END: The edge computing architecture's
front end is where the actual end devices (such as
sensors and actuators) are placed. The front-end
environment has room to grow in terms of user
interactivity and responsiveness. For some uses,
edge computing can provide real-time services
thanks to the computing power given by the
abundance of adjacent end devices. However,
most needs cannot be met in the front-end
environment due to the limited capacity of the end
devices. Therefore, under such circumstances,
client devices must notify backend servers of their
need for resources [36].

NEAR-END: Most network traffic will be supported
by gateways set up in the near-end environment.
Real-time data processing, data caching, and
compute offloading are just a few examples of the
many resource demands that edge/cloudlet
servers may have. Most data processing and
storage will be moved to this localized system as
part of edge computing. There will be a slight
increase in latency, but the benefits to end users
in terms of data computing and storage will be
substantial [37].

FAR-END: As cloud servers are increasingly located
at a greater distance from end devices, there is a

1033



Journal of Harbin Engineering
University ISSN: 1006-7043

corresponding increase in network latency.
However, remote cloud servers can offer greater
processing muscle and data storage space. Cloud
servers, for instance, can facilitate big data mining,
big data management, machine learning, and
other such services [38].

Fifth, Embracing Cutting-Edge Computing

Some studies have already centered on the
development of edge computing models, which
will be necessary to put into practice the
aforementioned edge computing architecture.
Both the hierarchical approach and the software-
defined paradigm are commonplace.

1-Hierarchical Model: The edge architecture is
hierarchical because edge/cloudlet servers can be
placed at varying distances from end users, with
each tier specifying a specific set of responsibilities
according to its location and available resources.
That's why it makes sense to describe the edge
computing network as a hierarchy.

Many studies have been conducted on the
hierarchi- cal model. In [39], for instance, Jararweh
et al. developed a hierarchical paradigm that
connects MEC servers with cloudlets. With MEC,
mobile consumers can get what they want
because their data storage and processing needs
will be met. For handling heavy traffic spikes from
mobile users, Tong et al. [40] presented a
hierarchical edge cloud approach. The cloudlet
servers in this approach are set up at the
network's periphery, and the regional edge cloud
is set up as a hierarchical tree of edge servers. The
computing power of edge servers can be
aggregated further to satisfy the need for peak
loads by utilizing this well-crafted hierarchical
structure [19][41].

2-Model defined by software: Because of the
massive number of people and devices involved,
edge computing for loT will be exceptionally
challenging to manage. Using software-defined
networking (SDN) [39] [42] is one approach to the
challenge of managing edge computing.

The SDN model has been the subject of extensive
research. For example, Jaraweh et al. [41] offered
a software-defined approach to integrating the
capabilities of Software Defined Systems and the
MEC system. Management and administrative
costs can be reduced in this way. Du and Nakao
suggested a case-specific MEC model [42]. The
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software-defined data plane used by MVNOs is
taken into consideration in their method. The
authors developed algorithms for hop count-based
tethering detection and mobile-friendly
optimization. TCP concurrent connections can be
managed using the established protocols to
ensure user equality. Manzalini and Crespi [43]
suggest an edge operating system that makes use
of open-source software that is already accessible
for free to create stable foundations for networks
and services. Salman et al. [44] advocated
combining software-defined networks (SDNs),
network function virtualization (NFV), and multi-
access edge computing (MEC). To facilitate wide-
scale loT implementation and boost MEC
utilization in mobile networks, this approach can
be scaled up. Smart Applications on Virtual
Infrastructure  Software-Defined Infrastructure
(SDI) Smart Edge architecture [45] facilitates the
creation of various services and applications
across dispersed networks.

lll. Integrating the Internet of Things and Edge
Computing.

Potential synergies between the Internet of Things
and edge computing will be discussed. We
compare the features of the Internet of Things,
edge computing, and the cloud based on the
findings of our research. To further explain how
edge computing enhances loT performance, we
zero in on the transmission, storage, and
computing features.

1-Overview: To continue, both the Internet of
Things and edge computing are undergoing
significant development in their own right.
Although loT devices are autonomous, the edge
computing platform can assist address key
problems and boost efficiency. It has so become
obvious in recent years that they should be
combined.

The edge computing-based loT has a three-layer
architecture, as shown in Fig. 3. All loT devices are
also end users of edge computing, and its
architecture has the same layers. Edge computing
and Cloud computing are both useful for the
Internet of Things because of their respective
strengths (high processing capacity and big
storage). Despite its lower computational power
and storage space, edge computing offers
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additional benefits over cloud computing for the
Internet of Things. In particular, low latency
responses are more important than massive
amounts of storage and processing power for the
Internet of Things. Tolerable computational
capability, sufficient storage space, and fast
response time are all features of edge computing
that can meet the needs of loT applications.

The edge computing framework can be extended
by loT to accommodate the scattered and dynamic
nature of the edge computing nodes. Edge nodes
can be Internet of Things (loT) devices or other
devices with spare processing power. Many
studies have looked into using cloud computing to
aid the Internet of Things, but in many cases, edge
computing can provide superior performance. As
the number of connected devices continues to
grow, it's conceivable that loT and edge computing
will merge into a single technology. Most needs in
the Internet of Things may be classified into
transmission, storage, and computing, as we have
already mentioned. Below, we'll break down each
group and highlight how Edge Computing has
improved the Internet of Things[19][46].

2-Demands On lot Performance

Transmission: The total time needed to reply is
simply the sum of the times it takes to send and
process data. Even though they don't require
much processing power, loT gadgets generate
copious amounts of data on a regular [46]. A
network with unacceptable latency will fail to

Cloud Layer
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provide acceptable quality of service. Vehicle-to-

vehicle and vehicle-to-infrastructure
communications are two instances of this.
Concerns for public safety and the needs of first
responders need a rapid response time.

Since edge computing may provide numerous
distributed processing nodes that are close to the
end users, it has an advantage over the standard
cloud when it comes to real-time information
collecting and analysis services [14]. Meanwhile,
edge computing nodes provide enough processing
power to suit loT requirements. Therefore, the
needs of loT applications are not subject to the
delay in typical cloud services like Amazon Cloud
or Google Cloud, thanks to the quick transmission
time of Edge computing.

Storage: In light of what has been said thus far, it
should come as no surprise that the Internet of
Things (loT) is the primary driver of big data
generation. Therefore, |oT must transfer huge
data to either local or remote cloud storage. One
obvious advantage of uploading to edge-based
storage is the decreased time it takes to do so.
However, this has the problem of raising questions
about the safety of data stored at the network's
periphery [47]. Due to the distributed nature of
the edge nodes, it is challenging to guarantee the
original data's integrity, information protection,
anonymity assessment, non-repudiation, and
freshness [48] [49]

Cloud
Server

Internet

_Edge Networking

Edge Layel' Edge Node / Server ' Edge Node / Server J [ Edge Node / Server ]
=% oy = d A
. &
Device Layer D o O lﬂ Iﬁ

Mazimy Astomat ve

-

v

oty Factones Fel2 Serveme

Fig. 3. The Internet of Things' layered design for edge computing.

Edge nodes also have less storage space than
cloud computing data centers, and this storage is

not as scalable or durable. The complexity of data
management will increase further when it
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becomes required to upload the data since
multiple edge nodes will be used and coordinated
to store the data.

Computation: Due to the limited processing
power and battery life of most loT devices, it is not
practical to perform complex computations locally.
The data is collected by loT devices and then sent
to other, more robust computing nodes for further
processing and analysis. However, edge nodes
only have so much processing power, making it
difficult to scale the amount of processing power
available at the edge. However, edge nodes can
satisfactorily meet the needs of loT, especially for
real-time services, because loT devices typically do
not require substantial computational capacity. In
addition, by outsourcing computational work to
other nodes, edge nodes reduce the power
consumption of loT devices[50].

We have developed the issue space for Edge
Computing-based loT using the aforementioned
three categories. Here, we'll go deep into how loT
powered by Edge Computing meets data transfer,
storage, and processing needs. To help you better
understand each trait, we've included some
examples.

IV.Benefits of 10T that rely on edge computing

We evaluate the benefits of combining loT with
edge computing in this section.

A. Transmission: The transit time is affected by
network performance, which may be measured in
many ways. As previously mentioned, one of the
key advantages of edge computing is rapid data
transfer, which can meet the quality of service
requirements of real-time applications such as
Microsoft's "Live Video Analytics" [50]. The goal of
this project is to construct a low-cost, real-time
system for analyzing live films captured by all of
the available cameras in a given public space. This
architecture will provide a geo-distributed
hierarchy of huge clouds and intelligent edges

[51]. Predicting the flow of vehicular traffic is an
important part of this project, but it must be done
on time. With edge computing's hierarchical
design, data can be sent faster than over any other
network [52].

The bottleneck issue of network resources in loT

has also inspired the development of edge
computing. Response time and traffic flow can be
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greatly improved by shifting the burden of data
calculation and storage onto individual users. "Live
Video  Analytics" [50], "Human  Action
Classification" [53], ""Motion Estimation'" [54], etc.
are examples of time-sensitive applications that
can benefit from the hierarchically distributed
edge nodes.

1. Latency/delay: Computing delay and network
latency are the two main contributors to the
overall latency of an application. The time it takes
to process data, or computer latency, varies from
system to system. In contrast to the powerful
processing capabilities of the network's servers,
sensors are typically low-powered embedded
devices. However, transmission latency would
significantly rise due to the data transfer between
the end devices and the cloud servers.

The difficulty of edge computing stems from the
need to strike a balance between the two types of
delays in computing and transmission and as a
result, an optimal task offloading scheme must be
designed to establish where and how each data
processing task should be executed[19].

To accomplish this optimal resource allocation,
certain mathematical methods have been
developed recently. A delay-optimal computing
job scheduling technique [55]. With this method, it
is possible to decide whether a task will be run
locally on the end device, or transferred to the
MEC server for processing in the cloud. Multiple
factors (task buffer queue length, CPU utilization,
etc.) are taken into account by the scheduling
technique. When implemented, this scheduling
strategy can cut down on end-device power usage
and average task delays. A paradigm for offloading
multiple users' computations in 5G mobile edge
computing [56]. This research formalized the
numerous knapsack issue. The problem-solving
strategy allows for less overall delay. The mobile
cloud computing environment's multi-user
computation offloading game challenge [57]
presented a distributed computation offloading
strategy. By finding a solution to this game
challenge, we can drastically cut down on the
resources needed to run mobile devices.

Resource allocation is a problem that can be
overcome with the help of opportunistic theory.
Existing opportunistic techniques have been
applied to many areas of edge computing, with
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some exhibiting promising performance. One such
example is the optimal technique for task
offloading in the mobile edge computing
environment[58]. Using this method, mobile
devices can locate an appropriate virtual computer
to perform the work fast and efficiently while
conserving power. An opportunistic compute
offloading strategy for a mobile edge cloud. The
amount of raw data, privacy configurations,
context data, and other factors were analyzed to
prove that the suggested system is an appropriate
execution model for mobile devices. By using this
method, we can drastically cut down on both
processing time and energy use. Furthermore, Gao
provided an analytical framework that makes use
of peer mobile devices at the tactical edge (when
they move into communication range with one
another). This framework can improve task
completion ratio and completion time while
reducing power consumption by simultaneously
addressing the energy consumption and data
transmission delay of computational job execution
[60].

With the right offloading mechanism in place,
shifting compute from the central cloud to the
network edge can assist reduce transmission
delay. There have been various investigations into
the best practices for computing offloading. Using
DVS technology in a mobile edge computing
setting, investigated the problem of partial
computation offloading. Energy consumption
minimization (ECM) of smart mobile devices and
latency minimization (LM) of application execution
are two optimization challenges that are
formalized in their research. The developed
system allows for improved performance in terms
of energy efficiency, latency, and admission
probability on mobile devices.

[61] [62] have suggested a multi-user computation
offloading technique and a sequential offloading
game concept for a multi-cell MEC scenario. In
their plan, mobile users account for both ongoing
interference and  available = computational
resources while deciding whether or not to do
offloading. This allows mobile users to experience
less latency and power drain. Clustered network
service chaining [63]. Using this method, we can
determine how many clusters should be used to
get the best possible service throughput. To
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modify the popular Honeybee work-stealing
method [64] presented a work-sharing model for
mobile edge-clouds.

However, there are additional programs that aim
to maximize anything other than the bottom line.
One example is the PRoflt Maximisation Avatar
pLacement (PRIMAL) approach for mobile edge
computing [65]. This plan allows one to find the
best balance between the benefits of relocation
and the costs. To lessen the lag in reaction time at
the end of the queue for automotive
applications[66] suggested a technique that
selectively deploys redundancy. To determine
which cloud, roadside, or mobile phone platform
will provide the quickest reaction time, we can use
passive measurement and historical data to
estimate network latency and computing times for
offloaded sensor processing [67], Rodrigues et al.
suggested an analytical approach to reduce service
latency in a distributed cloud computing setting at
the network's periphery. This paradigm allows for
the delay in processing to be managed by the
migration of virtual machines and the delay in
transmission to be enhanced through the
modification of transmission power. This allows
for the fastest possible completion of service.

2. Bandwidth: The vast amount of data produced
by the IoT is a direct result of the proliferation of
sensors it employs. The data must be compressed
or otherwise processed before being uploaded to
the cloud. The network's resources will be severely
taxed by this influx of data, resulting in
performance drops and packet losses. Therefore,
loT gateways are required to do preliminary
processing and maybe aggregation of data before
it is transmitted to remote cloud servers. In order
to reduce the bandwidth requirements of end
users without sacrificing data quality, it is
necessary to optimally move data processing and
aggregation operations.

Many investigations have been done to better
understand this issue. Abdelwahab et al. [68]
presented, for example, an LTE-aware edge cloud
architecture and REPLISOM, a mechanism for
replicating memory optimized for LTE. The designed
protocol may effectively arrange memory replication
tasks. This facilitates the resolution of interference
caused by the simultaneous use of the same radio
resources by different devices. [69]
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introduced a method for centralized and
distributed stream processing that they called
SpanEdge. This approach allows for the efficient
distribution of stream processing applications
across a globally distributed network, which
improves both throughput and latency.

[70] designed a mobile edge computing offloading
architecture for cloud-enabled vehicle networks. In
this paper, we present a contract-based method
for allocating computational resources. This
method can be used to satisfy the tasks' offloading
requirements, maximizing the value of MEC
service providers while decreasing the latency and
transmission cost of computing offloading.[71]
suggested a real-time context-aware ad hoc
collaboration system using revolutionary 5G
communication topologies and mobile edge
computing principles. Therefore, it can be used in
geographically constrained low-latency settings.

[72] offered an adaptation to the stream
processing architecture that takes into account
topology-external interactions (interactions with
databases, users, critical actuators, and more).
Reduced latency and bandwidth requirements
between the cloud and the edge are possible.

3. Energy: loT end devices may have drastically
varying network capacities, power capacities, and
battery lives. This highlights the significance of
carefully considering the context in which a given
end device will be processing or forwarding data. It
is important to get the most out of end devices,
especially those with limited battery life. One way
that edge computing may aid in this would be
through a modifiable workload offloading
mechanism that takes into consideration the
power resources of each device.

The energy crisis has been the subject of extensive
research. [73] suggested utilizing fog computing to
host virtual medical device applications within
healthcare cyber-physical systems. Considering the
association of communication base stations, the
allocation of subcarriers, the deployment of virtual
machines, and the distribution of tasks, a low-
complexity two-phase linear programming-based
heuristic algorithm is proposed to solve the mixed-
integer linear programming problem. This method
boosts application performance while decreasing
operating [74]. By using a min-cost mixed-cast flow
problem, the method proposed here solves the
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issue of service distribution in the investigated
network. It is demonstrated that after the
proposed issue is fixed, smart loT services may
reduce power consumption by more than 80%.

[75] proposed an energy-efficient computation
offloading strategy to address the optimization
problem. The offloading technique for 5G mobile
edge computing (MEC) in such networks consumes
less energy as a result. In this analysis, we consider
the energy costs of completing tasks and
delivering files. According to [76], Mao et al.
propose a dynamic computation offloading
(LODCO) scheme based on Lyapunov optimization
for application in an energy harvesting system for
a sustainable MEC. This straightforward online
technique improves accuracy while decreasing the
algorithm's execution time and cost. A strategy for
optimizing both radio and computational
resources in a multicell mobile-edge computing
environment [77]. This approach allows us to
reduce the overall energy usage of our users while
still meeting our latency goals.

4. Overhead: Each data packet has a header
overhead and a payload when being sent over a
network. Although most data packets in the
Internet of Things are quite tiny, a large number of
loT devices can nevertheless cause considerable
network overhead. One of the main challenges for
edge computing is finding ways to reduce network
overhead. Edge/cloudlet servers help reduce
overhead by grouping and processing low-priority
packets in advance [78] presenting a cross-layer
approach to reduce unnecessary data transfers
and boost 5G mobile networks' transmission
efficiency.

B.Storage: Cloud storage often comprises a
hierarchical structure of connected, low-cost
servers and disc drives shown in Fig.4. It is at the
center of the network and connects all the other
nodes. Decentralized at the network's edge, edge
computing-based storage works similarly to how
some edge nodes are responsible for satisfying
storage needs. It's similar to grouping hard discs
into a cluster, except that the data is stored
throughout all of the network's edge nodes.

Using load balancing and failure recovery
methods, storage based on edge computing can
deliver the performance and availability needed to
meet QoS standards. By distributing data storage
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to a number of edge nodes, these load-balancing
in the
(including software,

techniques can help ease congestion
network. Data problems
hardware, packet loss,
difficulties) can be difficult to spot in a massive

noise, and power
data flow from multiple sources, making failure
recovery strategies essential to edge computing
storage.

loT devices often have very little onboard storage
space. All information gathered or generated by
the gadgets must be transmitted to a central
server. Furthermore, there are thousands of loT
devices simultaneously creating massive amounts
of data. If every connected device tried to access
cloud-based storage simultaneously, it would
cause a catastrophic overload of the network. For
instance, "Live Video Analytics"
project generates enormous amounts of data that

Microsoft's

must be immediately transported to storage and
integrated into the analysis process.

Cloud-based data sensors or cameras would never
be able to achieve such perfection. However, due
to the nature of edge computing storage,
delivering data to multiple edge storage nodes will
decrease network traffic over long distances [79].

The usage of storage balancing solutions is

essential for realizing edge computing-based
storage for managing geographically dispersed loT
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devices with changing data streams, probabilities,
and locations. For instance, to solve the issue of
loT storage, [2] proposes a resource allocation
technique and a satisfaction function. In this
scenario, the satisfaction function can be used to
check if there are sufficient resources to fulfill the
order. Another method that keeps an eye on
storage demand rates and employs data stream
replication to keep things even is the MMPacking
balance technique given in [80][81]. Specifically,
the scheme's ability to discard unnecessary data
packets is its most appealing feature. Storage
balancing in edge computing-based storage can
reduce storage time by giving preference to the
closest edge storage nodes or using a rating and
weighting method for storage processing.

Fig. 4 How does Cloud Storage work
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This allows the "Live Video Analytics" to fulfill the
service's requirements by uploading data to the
nearest edge storage nodes using edge computing.
In the meantime, if a video packet is identical (for
instance, the frame(s) are similar), the system will
have a look at it and get rid of any duplicates.

Plan No. 2 for RevivalThe recovery strategy is a
vital requirement for edge computing storage
systems, as reliability is essential for storing and
recovering accurate data representations. In order
to ensure the reliability of the system, it will check
if the storage nodes are online, replicate the data,
and make use of other nodes for redundancy.
Initially, Obtainability

A storage service outage could occur for a number
of reasons. Monitoring software will often ping, or
"heartbeat," storage systems at predetermined
intervals to check on their status and identify
online edge nodes. Data centers will inevitably go
down at some point. The system may go down for
maintenance, a network device may be
unavailable, the operating system on the edge
storage node may crash or restart, or the discs'
authority may be altered or deleted by the
automated repair mechanism. According to studies
and observations [82], less than 10% of failures
last for longer than 15 minutes. Backup storage
servers are used by cloud-based systems to
address this problem. However, in edge computing
storage systems, the other accessible edge nodes
will act as backups. The ever-increasing number of
linked devices in loT environments makes
persistent data storage a necessity. Therefore, it is
essential to select a reliable storage service [83].

Several other methods of measurement [82][84]
have been proposed as answers to this issue. They
have their pick of many different options for
storage facilities.

Second, informational redundancy

A large number of linked devices introduces the
persistent demand for data storage in loT systems.
Sensitive data includes things like medical
information, power bills, the speeds of smart cars,
and traffic conditions. Therefore, Internet of
Things (loT) settings must be integrated into
distributed storage systems to assist with the
massive demand and ensure the integrity of the
stored data.
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Replicas are a great way for distributed storage
systems to increase their MTTF and dependability
[85]. The size and number of code blocks that
make up each data chunk in a distributed storage
system are both predetermined [19][86].
Furthermore, there is a fixed degree of similarity
between all the datasets. Information stored on
one component can be used to recreate another
component by examining its direct connections

[82]. Storage in the network's periphery is, in
every sense of the word, a distributed storage
system. Edge computing-based storage support
makes it possible to make several copies of critical
loT data and store them in separate locations
throughout the globe. The potential for data loss
has been greatly reduced.

At last, the cloud having

Cloud Storage Types

Cloud services let anyone store and access digital
data. Cloud storage is a virtual hard drive. Cloud
storage can store vital data like Word documents
and videos, handle complex data, and execute
programs. User use cases determine the optimum
cloud storage. Let's examine cloud storage options
in Fig 5 shows Types of Cloud Storage.

private cloud storage

Enterprise or internal cloud storage is private.
Data is saved on the company intranet. Company
firewalls secure this data. Companies with pricey
data centers and in-house data privacy can benefit
from private cloud storage. Private cloud storage
gives users full control. However, maintaining and
updating private cloud storage is costly and time-
consuming. Host companies manage private cloud
storage.

Public cloud storage

The user and authorized users can access public
cloud storage online with little administrative
controls. Public cloud storage eliminates system
maintenance. Since public cloud storage is hosted
by multiple solution providers, security fields are
shared by all users and cannot be customized.
AWS, IBM Cloud, Google Cloud, and Microsoft
Azure are popular public cloud storage providers.
Public cloud storage is scalable, inexpensive,
reliable, and requires no maintenance.

Hybrid cloud

Hybrid cloud storage combines private and public
cloud storage. Hybrid cloud storage gives users the
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security and customization of private and public
clouds. Cloud computing services can store data in
the private cloud and process it in the public cloud
in a hybrid cloud. Hybrid cloud storage is cheap,
customizable, and user-controlled.

Community cloud storage

Community cloud storage provides private cloud
options for organizations and communities. Cloud
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® QGreater user e Reliable
control -~
¢ Seamiless
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individual users and
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storage providers address community needs with
their cloud architecture, software, and other
development tools. For security and compliance,
the community's own cloud stores data. Health,
financial, and legal firms with tight compliance

requirements should use community cloud
storage.
cloud storage
P —
® Easy e Secure
customizations ® A‘-""_'“JEIU"’.’
¢ Affordable P
® Scalable
® Graater user control R
* Suitable for
e Secure financial, heaith
¢ Scslable and legal or
compliance

e Suitabie for small
and mig-sze
companies

companies

Fig. 5Types of Cloud Storage

C. Computation: When compared to cloud servers,
the processing power of an individual edge node is
lower in edge computing. Therefore, it is necessary
to distribute the compute jobs over multiple edge
nodes to satisfy the same requirements. Edge
computing, in which processing and data storage is
moved to the network's periphery to better serve
end users, relies heavily on a well-designed task
scheduling scheme. Scheduling methods for tasks
can be created in general with a variety of goals in
mind. Several strategies for enacting the task
schedule in edge computing are discussed below.

1. Computer work sharing: Computing efficiency
can be improved using edge computing by moving
various calculation jobs to optimal areas.
IN-GROUP: Embedded chips have decreased in
price and gained widespread use in today's
Internet of Things systems. This means that end
devices' processing power has increased
dramatically. As a result, users may carry out some
computing in the M2M network, which is
comprised of a collection of IoT terminals. The
quickest reaction time for users is achieved when
many devices are located close together.
CLOUDLET, EDGE: Although certain computer
resources are made available via the M2M

network of end devices, this is not enough to meet
the demands of all end users. As a result, the loT
relies heavily on edge/cloudlet servers for network
provisioning. The most important challenge is how
to schedule tasks on edge/cloudlet servers to
make this happen.

Finding the best possible allocation of resources
among a set of available servers is the goal of task
scheduling for edge/cloudlet servers. The ideal
solution to this problem will yield the lowest
possible values for the delay of computation and
transmission, the energy required for computation
and communication, and the bandwidth needed
by loT applications.

CLOUD: Some data processing and storage jobs
than
either

can be
M2M  or
of the
the
infrastructure s

necessitate more resources
reasonably provided by
Edge/Cloudlet without consuming all
this

server

available resources. In scenario,

conventional cloud
required for both processing and storage. Since
cloud servers boast the most processing power on
the network, any work done on them will benefit
from the lowest possible computational delay.
Since cloud servers are located at a considerable

distance from end devices, they also have the
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longest transmission latency. As a result, finding a
happy medium between computational and
transmission delays is a significant obstacle to
overcome.

2. Price strategy: Users of edge computing can get
the data storage, processing power, and network
connectivity for their calculation activities from
edge/cloudlet servers or even from other users.
So, with the right pricing mechanism in place, we
may deduce allocation strategies for network
resources.

Single Supplier: Edge/cloudlet servers' computing
and communication resources are often handled
by a single service provider. In other words, the
service provider will determine the rates for the
edge/cloudlet servers located at varying distances
from the end devices, taking into account their
computing and communication  capacities.
Customers can save money by shifting their
workloads to the most cost-effective edge or cloud
servers.

To best manage the edge computational resources
based on the pricing policy in a delay-aware
mobile edge computing environment [87], the
edge cloud's revenue can be increased to its full
potential. Not only that, but the results of this
study show that the cost of the distant cloud can
influence the benefit of the edge cloud under
certain circumstances. Using the concepts of a
"field," "shallow," and "deep" cloudlet, [88] a
hierarchical model. Heuristic algorithms and a
centralized approach are investigated to achieve
time-scale optimization for resource allocation and
to solve the convex optimization problem for
bandwidth allocation.

Various suppliers of the same service: Because the
Internet of Things links together so many distinct
devices owned by different people and
organizations, its associated processing and
storage resources may not be controlled by a
single entity. This means that consumers that need
data processing activities must contract with
various edge computing service providers and pay
for the requisite resources. Third parties will be
more likely to provide their computer or storage
capacity to loT if they know they will be
compensated fairly for their efforts. In addition,
the companies offering these edge computing
services will both compete and work together. As
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a result, emerging edge computing networks need
to work on the disparate pricing strategies of their
constituent service providers. Auctions are
examples of economically motivated strategies
that could be used in this context for resource
management [89].

3. Priority: Edge computing's compute work
scheduling also takes priority into account.
Prioritization helps maximize the overall benefits
of various Internet of Things applications[90]. To
improve overall network performance, apps with
higher resource requirements, such as multimedia
P2P downloading, might be given a lower priority
while real-time loT applications, like monitoring
applications, are given a higher priority. For
instance, [91] presented a system for monitoring
where and how fast users can access web items
hosted on edge servers [92], taking into account
both local processing energy and channel gains.
V.loT at the Periphery: The Challenges of Edge
Computing

As we've seen, there are a lot of reasons to use
edge computing to help the Internet of Things. In
this section, we'll talk about some of the
difficulties that come with using Edge Computing
for loT.

Integrating Systems: As more and more Internet
of Things (loT) devices and services become
available, the edge computing environment is put
to the test. Computing at the network's edge
makes use of several different kinds of hardware.
The system is inherently intricate and
multifaceted. Therefore, it will be difficult to write
programs and manage data for the many various
kinds of applications that run on the many
different kinds of heterogeneous platforms in
many different places.

All user applications and software are hosted on
remote servers and run in the cloud. Cloud service
providers like Google and Amazon are responsible
for deploying and keeping tabs on all of your
software and hardware. The vast majority of
people that utilize these tools do not understand
how they work or what goes into their creation.
This is possible with cloud computing thanks to
the centralized nature of the service and the ease
with which it can be managed. Since cloud apps
are typically delivered on a single cloud provider,
developers only need to be fluent in one language
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while writing code for several platforms.

Edge computing is very different from cloud
computing. Despite the benefits of a dispersed
topology, issues may arise due to the varied nature
of edge node platforms. For developers, the effort
of building an app that can be deployed and run on
an edge computing platform is fraught with
difficulties. Even while there are existing
approaches to addressing the programmability
problems of edge computing, such as [36], none of
them consider loT-centric use cases. The first step
in the loT is called edge node discovery [93], and
until it is finished, no loT device will know what
kinds of platforms are set up in its near
neighborhood. A large amount of server-side
software also has to be deployed to the edge
nodes. Thus, how edge node providers deploy and
manage such server-side apps presents yet
another challenging challenge [94] [95].

Several operating systems are employed on
numerous varieties of storage servers for data
management. This creates difficulties in several
areas, including file naming, resource allocation,
file reliability management, etc. With so many
Internet of Things devices simultaneously creating
and sending data, it can be confusing to keep track
of everything. Cloud computing and contemporary
networks make use of a wide variety of naming
systems, some of the most well-known being DNS
(Domain  Name Service) and URI (Uniform
Resource Identifier). Regardless, dynamic edge
computing networks and the Internet of Things are
not a good fit for these architectures.
Furthermore, edge nodes in a multi-source and
multi-task environment may not be able to afford
an IP-based naming strategy, ruling out its usage
as a naming strategy.

Two such examples of innovative naming
approaches created for edge computing are
Named Data Networking (NDN) [94] and Mobil-
first [95].

One such system is the Named Data Network
(NDN) naming scheme [94], which provides a
hierarchical name for the distributed network and
is simple to manage for edge node owners.
However, combining different protocols requires
the addition of a proxy server to the network. To
use the NDN naming scheme, you need to know
where the hardware came from, which could

Vol 44 No. 8
August 2023

compromise security. The MobilityFirst naming
method [95] is designed to make it easier to move
around by separating a device's name from its IP
and MAC address. The MobilityFirst approach is
flawed because of the inconvenient requirement
for globally unique identification (GUID).

Management of resources: For loT and edge
computing to work together, a thorough and
complete understanding of resource management,
as well as its optimization, is required. loT devices
will be severely impacted by network congestion
and latency due to the increased energy
consumption associated with retransmitting data
after an interruption. In order to reduce device
latency, edge computing, which uses the most
locally accessible computation and storage
resources, is becoming increasingly important.
Decentralized resources will play a significant role
in both inspiring and distributing these assets.

In order to be implemented, a strategy for
managing these resources must be both
computationally efficient and practical. However,
there is a considerable lot of complexity brought
about by the interdependencies between the
numerous service providers, devices, and
software. The same factors that drive smart
systems also encourage edge/loT resource
management. Allocating, sharing, and pricing the
direct service of a system with several resource
providers and a wide variety of applications and
users can be determined by maximization or
optimization of global welfare or other metrics,
competitive bidding, or other techniques [96].

First, an auction-based system can be used to
efficiently allocate network resources. The broad
use of auction methods in computer science
research has helped numerous fields, including
mobile and cloud computing [97, 99], as well as
smart systems [5, 90, 100, 101]. To be effective for
peripheral network resource management,
auction techniques need to guarantee secure,
anonymous bidding on services according to user
preferences and the value of their bids. In the
context of edge computing and the Internet of
Things, it is necessary to consider auction
techniques for hiding users from service providers
and distributing services equitably. Providers
stand to gain financially from optimizing resource
utilization. The premise behind this architecture is
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that there are two distinct sorts of service
providers for cloud and edge computing and that
these two groups also host distinct types of edge
nodes. Considering the likely existence of complex
webs of interconnected networks, subnetworks,
ad hoc networks, etc., Quality of Service (QoS)
necessitates effective control of the routes taken
by vast amounts of network traffic.

As it is currently envisioned, optimization can also
be used to control the allocation and division of
resources in edge computing. The goal of
optimization, like that of auction-based
approaches, is to maximize the social or financial
benefit of a system by drawing attention to its best
features. Local edge systems can't always rely on
subscription or patron services since edge
infrastructures function as a go-between for end
users and cloud services. In the context of cloud
and edge computing, optimization is proving to be
a viable alternative to auction methods for
managing resources [102][103].

Privacy and Security :Privacy and security are
always shifting goals that must be taken into
account. When building an loT network using Edge
Computing, these are the most pressing issues to
address. Due to the complex interdependence of
numerous technologies (peer-to-peer systems,
wireless networks, virtualization, etc.), edge
computing necessitates the adoption of a holistic
integrated system to protect and manage each
technology platform and the system as a whole.

Although this is edge computing's ultimate goal, it
will undoubtedly lead to some novel security
issues. In unexplored contexts, such as the
cooperation of heterogeneous edge nodes and the
movement of services between global and local
dimensions, new routes of malevolent behavior
may emerge. What security and privacy solutions
are feasible may also depend on the core
characteristics of edge computing. Edge computing
systems have many of the same security concerns
and challenges as cloud computing environments.

Potentially useful for the Internet of Things is the
distributed architecture. However, keeping
separate buildings safe and private is a significant
challenge. In the future, the Internet of Things may
rely on a secure computer infrastructure that can
be provided via edge computing. Data processing
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at the edge employing edge computing raises
concerns about the misuse of personally
identifiable information about end users. The edge
nodes that store the sensing data from loT devices
are especially at risk [49]. Therefore, edge
computing should take into account privacy
protections like local differential privacy [104] and
differential privacy with high utility [49].

When designing an loT ecosystem that makes use
of edge computing, it is important to keep user
privacy in mind [105].

When it comes to security, one of the most typical
concerns in edge computing is authenticating
gateways on several levels. For instance, each
smart metre installed in a house is given its
distinct IP address [106].

By providing false data, altering the other users'
data, tampering with their smart metre, or
spoofing IP addresses, a malicious actor in this
situation might wreak havoc on energy
management in loT systems (smart grid, etc.).
Since different people are responsible for the
upkeep of different edge nodes, it can be difficult
to implement a unified security strategy across the
board[107][108][109].

1. TRANSMISSION :Some attacks (jamming attacks,
sniffer attacks, worm propagation, resource-
depletion denial-of-service, and others [110] could
be launched during message transmission
between end users and servers to disable the links
by congesting the network or could monitor
network data flow. In a typical network, an
administrator's configurations must be reliable
and verified [111] [112].

However, Edge Computing-based loT is installed at
the periphery of the network architecture, making
it difficult to control diverse networks like Mobile
Wireless Networks [113], Ultra-Dense Networks
[33] [114], and Wi-Fi.

Therefore, it is extremely difficult to separate
management traffic from typical data traffic when
tasked with controlling edge networks. In such a
scenario, enemies would have a simple time taking
command of the network [111].

The implementation of  Software-Defined
Networking (SDN) [40][115] is essential for
resolving this issue. The aforementioned security
vulnerabilities can be reduced by SDN in the
following ways:
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Monitoring data traffic and scanning data packets
for applications to detect malicious code is made
possible by deploying a network monitoring and
intrusion detection system (IDS). Edge Computing-
based loT benefits greatly from SDN's ease of
deploying an IDS system and better managing
traffic flow.

Il.Protection: Traffic isolation and prioritization is
the most effective way to safeguard information
during transmission.

method. This is where software-defined
networking (SDN) comes in handy, as it can simply
employ VLAN ID to divide traffic into VLAN groups,
thereby further isolating malicious data. Attacks
that try to overwhelm a network's shared
resources and hardware are typically thwarted by
isolating and prioritizing traffic.

Il. Reactions: There are continuous efforts to
assess and prevent cyber-attacks in edge
computing environments [107] [109] [116],
building on a long tradition of conventional
defenses against network risks in cyber-physical
systems [106].

2. STORAGE: Edge Computing-based loT relies on a
wide variety of third-party providers to handle the
vast amounts of data produced by the many
sensors and devices. Users' data is sent to third-
party storage providers, whose equipment is
dispersed across a wide geographic area at the
network's periphery. There are many reasons why
this raises the possibility of attacks. First, it's hard
to ensure data accuracy because data is stored in
many different places and can easily be misplaced
or corrupted if data packets are lost. Second, there
is always the risk that enemies or unauthorized
users would tamper with or exploit the data you
upload to storage, which could result in leaks or
other privacy concerns.

Fortunately, there are ways to combat these issues
and achieve integrity, secrecy, and verifiability for
edge storage systems, such as by employing
homomorphic encryption [117] [118]. Additionally,
user security is improved to the point that data
can be stored on any untrusted servers [112]. In
[119], for instance, the authors advocated using a
third-party auditor (TPA) to conduct public audits
in a way that protects users' privacy while still
ensuring the security of their cloud-based data.
Even edge storage can benefit from this method.
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Cloud file search results can be trusted thanks to
the protocols proposed in [120]. In this research,
we create two different protocols. In cases where
all users have access to the same files, one option
is to let them check the accuracy of the search
results. The other option is to think about what
would happen if users accessed files with varying
levels of permissions. A user-trusted TPA in an
edge computing setting can boost storage system
security while decreasing administrative
complexity. TPA employs homomorphic
encryption and the random mask approach to
safeguard its data.

Maintaining data integrity is another difficult
aspect of data storage. Erasure codes and network
coding have traditionally been used to discover
and repair faulty data in storage systems, but both
methods are time-consuming and resource-heavy
to implement. For instance, secure coding-based
storage [121], this storage method incorporates
Luby transform (LT) code into programs, which
speeds up data searches while decreasing
overhead in terms of both store space and
communication time.

From a management standpoint, network
Resource Access Control (RAC) is the most
efficient solution for securing data in edge storage.
A secure network resource access system employs
terminals to get entry to network resources
behind corporate firewalls. To be more specific, a
polling server resides inside the firewall while a
proxy server sits outside and collects application
data from a terminal. Initiating data transmission
from the proxy to the polling server, receiving
application data and accompanying network
resource data, and routing application data to
appropriate network resources based on resource
data are just a few of the many tasks performed
by the polling server.

3. COMPUTATION :Keeping computational
activities private and secure while uploading them
to edge computing nodes is a significant difficulty
in Edge Computing-based loT.

Generally speaking, Verifiable Computing allows
an untrusted compute node to offload the
computation chores, and it was introduced for
Edge Computing-based loT to ensure computation
security [122]. In the meantime, this node keeps
track of the verifiable results and utilizes them to
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check whether or not the computation was
finished correctly by comparing them to the results
calculated by other reliable computation nodes.
Each 10T device, when using an loT solution based
on Edge Computing, should be able to
independently validate the accuracy of the results
computed by edge nodes [123], a technique called
Pinocchio was developed to enable clients to
validate computed results using only cryptographic
assumptions. In Pinocchio, clients specify the
computation task by generating a public
evaluation key, and servers verify the correctness
of the task by comparing the value of the key with
the outcome of the computation. The verifiable
computing protocol [122], is conceptually
comparable to this. Clients can use this protocol to
ensure that the calculated job is computationally
sound by checking the returned result from the
computation nodes.

Managing and securing networks with such a high
number of connected devices is a complex and
tough task due to the decentralized nature of edge
network management, which cannot deliver
suitable security and management features. To
protect the network's periphery [124]. The
developed system can provide security services by
detecting and responding to hostile activity in the
system using the security and network
management features provided by the proposed
system.

Due to the shift of processing power from the
cloud to the network's periphery, trust must be
established between edge servers and end
devices. Solutions to this problem can be used to
broaden integrity measurement and attestation
systems.

using edge devices' limited resources and
restrictive operating environments to gather
evidence of data integrity. Identity-based
cryptography and secure key exchange in the field
as a trusted identity solution in disconnected
contexts that do not rely on a trusted third party.
Most risks in disconnected environments can be
repelled by implementing the necessary controls
at the application, OS, network, and site levels.

Several additional preliminary studies attempt to
tackle challenges related to security, such as
software verification and malicious intrusion
detection. An example is the BUFS methodology
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[123], which is a bottom-up and foundational way
to ensure the safety of an loT system's software
stack [122] against hostile device-to-device (D2D)
communication. HoneyBot nodes may detect and
quarantine direct-to-direct insider attacks using
this manner. More- over, it has been
demonstrated that the quantity and distribution of
HoneyBot nodes in the network can have a major
effect on the precision and velocity metrics.

Edge computing infrastructures must be exploited
to aid in threat analysis and detection [25] to
further improve the efficiency of threat analysis
and detection and to lessen the performance
effect of threat analysis and detection in edge
computing-based loT systems. Examples include
researching how edge computing might be used to
speed up the process of detecting threats to loT
and smart devices (by doing things like rapidly
learning the profile of threats in parallel) [19][31]
[32].

Three generic defense strategies proactive
defense, reactive defense, and predictive defense
should inform the design of an integrated defense
system against cyber threats on edge servers. In
particular, it is essential to create approaches at
both the data-level and the system-level for
proactive defense. The detection should be
efficient in terms of overhead (time, code, mem-
ory, computation, /O, storage, architectural
heterogeneity, and others), with a focus on how
edge resources are used and allocated. It's
important to think about data-level processes
(such as self-correcting data to find and restore
lost or stolen computational data). To effectively
and proactively find exploitable vulnerabilities, the
edge system's monitoring and detection
technologies must be created and incorporated
into the edge computing infrastructure.
Techniques should be designed at the data and
system levels for successful reactive detection.
Additionally, at the data level, techniques like low-
cost data attestation mechanisms [19] shall be
examined, as they can confirm the integrity of
data processing results and identify malicious
nodes based on inconsistency in results. Machine
learning (including deep learning) based anomaly
detection approaches are promising and should be
evaluated at the system level. In addition,
anticipatory defense methods can benefit from
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the use of machinesPredicting the actions of novel
threats to the system is an additional goal that
must be built into the design of learning-based
systems .

Advanced means of connectivity :Edge computing
is breaking down barriers to the development of
low-latency, high-computing applications, marking
a departure from the traditional model of faraway
computing and storage. Ultra-Dense Networks
(UDNs), massive Multiple-Input and Multiple-
Output (MIMO), and millimeter-wave are just
some of the technologies of future 5G cellular
networks that are constantly evolving to lower
latency, boost throughput, and support highly
interconnected communities of users [33] [115].
Edge computing will continue to develop as a
result of the inevitability of integrating these new
connectivity technologies [34].

Communication via a 5G network is the cutting
edge of modern technology. Its purpose is to
ensure that users are always connected to the
internet and have access to the data they require

[114]. Therefore, adaptable and effective
communication can be achieved by the
combination of 5G, loT, and edge computing.
Furthermore, many Internet of Things applications
can benefit from 5G technology's ability to
increase efficiency [33][35].

For instance, effective subscriber state
management in 5G scenarios [19]. For 5G, it will be
necessary to combine the fog network and cloud
radio access network topologies. A VoWiFi solution
incorporating edge computing technology can
assist overcome its primary shortcoming (i.e., the
absence of user location). VoWiFi user location
data can be retrieved with the proposed approach.
Proactive content caching in 5G wireless networks,
and they suggested doing it with the help of big
data. In the context of 5G networks. This
infrastructure allows for better authorization
controls and better privacy for sensitive records.

An aide for intelligent systems :To achieve system
awareness and subsequent remote control, smart
systems must inextricably interweave network
communication technologies with sensors and
actuators [2] [3]. There are countless possibilities
for data collection, physical system management,
and resource allocation and optimization made
possible by the integration of sensing devices.
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Smart grids, smart cities, smart transport, and
smart health are only a few of the most important
applications of smart systems. As more and more
systems become intelligent, edge computing can
supply computationally inadequate components
with the lowest latency computing and storage. In
a similar vein, performing data processing at the
network's periphery can provide the most
resistance against vulnerable systems.

1. SMART GRID :Power grid technology has
advanced, but the Smart Grid is seen as the next
step. With the goal of

To collect and communicate measurement data in
the smart grid [107], a vast number of smart
metres, sensors, and actuators are required.
Therefore, edge computing may be able to meet
the needs of smart grid adoption. However, there
are still unanswered questions about how to use a
distributed network of edge servers to interpret
data streams from metres and sensors covering
vast and diverse regions to make timely, optimal
judgments about energy management [7].

There have been previous studies that have gone
into this route. A good case in point is the RIAPS
(Resilient Information Architecture Platform for
the Smart Grid).

2. Connected City :The idea of a "Smart City" has
been developed and implemented to better
manage urban areas' public resources and raise
residents' living standards [8][9]. The lack of
compatibility between different types of urban
technology is a major obstacle. Large numbers of
connected devices can degrade network
performance, but with user-generated content
and the right algorithms, they can also help
identify the incidence of anomalous events.

Research in this area has gotten off to a slow start,
but examples like real-time video analysis using
edge computing are starting to emerge. For
instance, a framework for Edge Video Analysis for
Public Safety (EVAPS). Then, we may save power
on edge devices by eliminating needless data
flows, a smart urban surveillance method that
makes use of fog computing. The suggested
system can monitor traffic in real-time and detect
speeding vehicles using data from a case study.

3. Intelligent Transportation :A cloud-based vehicle
control system is necessary for safe and effective
autonomous driving because it can collect data
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from the sensors through a V2V network. That's
why it's able to manage and coordinate a fleet of
cars. Managing automobiles in real time requires
stringent

needs, such as low latency, that can be met by
deploying computers near the network's
periphery.

Some studies have been conducted in this field
already. To facilitate resource sharing, their
system architecture takes into account the state of
both edge and cloud servers. The proposed
solution can stabilize cloud control and drastically
cut down on latency. To reduce traffic and
increase productivity on the roads,

VI.Conclusions

As the Internet of Things (loT) matures, edge
computing emerges as a viable answer to the
complex problems posed by managing millions of
sensors/devices and the associated resources. In
contrast to the traditional "cloud" model, "edge"
computing will move processing and storing data
closer to where it will be used. As a result, edge
computing can lessen the volume of traffic, which
in turn lowers the bandwidth needs in IoT. In
addition, unlike conventional cloud services, edge
computing can lessen the transmission delay
between edge/cloudlet servers and the end users,
resulting in faster reaction times for real-time loT
applications. In addition, the lifetime of nodes with
limited battery resources can be extended, along
with the lifetime of the entire IoT system, by
decreasing the transmission cost of the workload
and migrating  the computational and
communication overhead from nodes with limited
battery resources to nodes with significant power
resources. In conclusion, we have studied typical
loT applications as a means of illustrating the
architecture, performance goals, job offloading
strategies, security and privacy issues, and
countermeasures of edge computing.

In the future, we will attempt to implement a
suggested approach to increase security, privacy,
and energy control.
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