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Abstract- In today’s world the cloud storage is prevalent and an influential business model communication used by every 

user in the internet. As the envisioned next-generation of computing architecture for small, medium and large 

enterprises with the benefits of massive storage, cost and scalability.  The cloud service providers depend on Third Party 

Auditors to share the data securely. Data auditing schemes are the integral part of the cloud storage to provide secure 

data sharing. In order to enable safe data sharing between data owners and users. This paper describes how various 

techniques are essential to ensuring the trustworthiness and compliance of cloud data.  
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I. Introduction 

As cloud computing continues to evolve, 

advancements in data auditing techniques will be 

crucial in maintaining trust and confidence in cloud 

data storage and management. Techniques for data 

auditing are crucial for guaranteeing the accuracy 

and security of cloud data. The techniques discussed 

in this article, including Provable Data Possession, 

Homomorphic Auditing, Zero-Knowledge Proofs, 

Blockchain-based Auditing. 

In these schemes cryptographic constructs play a 

vital role to guarantee the safety of the data. There 

are several data auditing techniques used 

cryptographic primitives   including: 

Digital Signatures: Digital signatures use 

cryptographic algorithms to create a unique and 

tamper-proof identifier for a dataset. The owner 

digitally signs the data using their private key, and 

anyone has the capability of verifying the signature 

by utilizing the public key of the owner. The 

signature ensures data integrity and authenticity. 

Blockchain Technology: Techniques for data auditing 

are crucial for guaranteeing the accuracy and 

security of cloud data. Blockchain technology serves 

as a decentralized and distributed ledger system that 

facilitates the recording of transactions across 

multiple computers.Data can be kept in a blockchain 

and ownership can be established and audited 

through the consensus mechanism and 

cryptographic hashing algorithms. The immutable 

nature of blockchain ensures the integrity and 

transparency of ownership records. 

Timestamping: Timestamping involves associating a 

specific date and time with a dataset. By using 

trusted timestamping services or utilizing 

blockchain-based timestamping, data owners can 

prove the existence of their data at a specific point 

in time. This proof helps establish ownership and 

prevent data tampering. 
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Fig 1. Primitives of Cryptographic systems 

 

Data Hashing: Hash functions generate a unique 

string of characters (hash) based on the content of 

a  file. By means of a comparative analysis between 

the hash value of the initial dataset and the 

calculated hash of the scrutinized data, proprietors 

of data are able to confirm the soundness of the 

information and establish their rightful possession 

of it. 

Data Encryption: Encrypting data using a private 

key confirms that  the owner of the data, can 

access and decrypt the data. This method provides 

a level of ownership proof by demonstrating 

exclusive access to the encrypted information.  

Metadata and Audit Logs: Maintaining 

comprehensive metadata and audit logs can help 

establish proof of ownership by documenting the 

creation, modification, and access history of data. 

These records can be used to track ownership 

changes and establish a data trail for auditing 

purposes. 

II. Data auditing Model 

The data auditing process model in cloud 

encompasses of Cloud service provider, The 

individual or organization responsible for the 

possession of the information, alongside a qualified 

and independent assessor, commonly referred to as 

a third-party auditor, is a critical facet in data 

management and  user. A person or an organisation 

has data that will be put in storage in the cloud. A 

user is someone who manipulates or views data. 

The service provider offers cloud storage so that 

users can save their data. The trusted third-party 

auditor who, upon request, routinely audits the 

remote data in the cloud. The statistics were also 

monitored and validated by the third party auditor, 

if he knows the public key used in the verification 

scheme. 

Time stamping 
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Fig 2 : Data Auditing Process System Model 

 

III. Provable Data Possession ( PDP) 

PDP is a frequently used auditing approach that 

allows users of cloud services to verify the 

correctness of their data without completely 

retrieving it.  The Provable Data Possession scheme 

is explained by  step by step  

Algorithm FileUpload( File,Metadata) 

1. Split the file F into n blocks ( f1,f2,..,fn) 

2. Generate Metadata for the blocks in the file by 

pre-processing f1’,f2’,f3’,..fn’ stored at client 

3. Upload the file into server after pre-processing  

4.  Remove the local copy from the client 

Algorithm FileVerify( Challenge) 

1. The random challenge raised by the client to 

verify the file. 

2. calculate the answer to the challenge of the 

client by the server 

3. Send the response to the client 

4. Verify using Metadata stored locally and assure 

the response 

PDP[1] relies on cryptographic proofs and challenge-

response mechanisms towards safety that the cloud 

provider is storing the data as promised. By 

generating and verifying short integrity proofs, users 

can detect any unauthorized modifications or data 

loss.  Ateniese et al. [2]  suggested a PDP model 

where The file F is divided into blocks (B1, B2,..., Bm) 

by the data owner, who also produces metadata (a 

tag) for each block that can be used for  identify the 

data block. The file is subsequently delivered to a 

remote/cloud server for storage. When the verifier 

issues challenges, the cloud server reacts and offers 

evidence that the material has not been altered or 

partially wiped from the storage. As stated in [2], the 

setup and verification portions of the PDP method 

rely on an effective symmetric-key algorithm. 

Homomorphic Auditing enables cloud users to 

delegate data auditing tasks to the cloud service 

provider without disclosing the actual data content. 

It leverages homomorphic encryption schemes that 

allows calculations to be performed on encrypted 

data. By encrypting the data and providing auditing 

functions on encrypted data, cloud users or 

organizations have the ability to guarantee the 

confidentiality and authenticity of their information. 

Linear authenticators, which are verification 

metadata constructed from file blocks, serve the 

purpose of validating an accurately computed linear 

combination of said blocks by verifying only the 

aggregated tag/authenticator. This is done in 
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order to persuade the verifier of the combination's authenticity. 

Erway, A. Kupcu et al. [3] describes dynamic 

provable data possession (DPDP), is a publicly 

verifiable scheme supports dynamic data 

modification in the cloud storage.  

Distributed Provable Data Possession extends the 

traditional PDP technique provision to  data auditing 

in a distributed and multi-cloud environment. DPDP 

allows data to be distributed across multiple cloud 

providers while ensuring data integrity. It employs 

cryptographic techniques and challenge-response 

protocols to verify the possession of data by multiple 

cloud servers. 

Zhu. et al.[5] scheme enabling the validation of the 

dynamic information stored in the cloud by a third-

party auditor (TPA) on behalf of the client. In order 

To ensure the veracity of the dynamic data housed 

within the cloud on behalf of the client, it is 

necessary to confirm its accuracy. the TPA eliminates 

the client's involvement by assessing whether his 

data is indeed intact when stored in the cloud. Since 

cloud computing services go beyond backup data 

alone, support for data manipulations in file such as 

block updating, delete and adding a data block. 

Wang, H. Li, et al [4] in their work, Where TPA may 

perform several auditing duties concurrently 

assignments. In order to successfully provide public 

auditability, the homomorphic authenticator does 

not require access to the data blocks themselves. 

This system supports auditability and dynamic data 

operations. To aid in the effective handling of 

various auditing duties, the approach extending 

bilinear aggregate signature, wherein the Third-Party 

Auditor (TPA) can execute numerous auditing tasks 

simultaneously, is also scrutinized. The provision of 

public auditability in an effective manner without 

requiring physical access to the blocks is also 

explored. This approach employs homomorphic 

authenticators coupled with individual data blocks to 

furnish unassailable information. 

Zero-Knowledge Proofs (ZKP) provides a powerful 

technique for data auditing in cloud environments 

while maintaining data confidentiality. ZKPs allows 

the prover's task is to persuade the verifier of the 

veracity of a given assertion without imparting any 

supplementary information. Data owners can 

publish proofs regarding their data without actually 

sharing the data by using Zero Knowledge Proofs. 

Discrete logarithm ZKPs With the presented 

approach [5] proposes a key-updating and 

authenticator-evolving technique that incorporates 

zero knowledge and authenticator updates to ensure 

secure cloud data auditing through zero knowledge 

evidence of the stored files. Without revealing the 

real data, it can be used to demonstrate that data 

storage and processes are correct. 

 

IV. Proof of Retrievability (PoR) 

Proof of Retrievability (PoR) is an approach to 

examine the availability and integrity of data  stored 

in the remote . It ensures that the data remains 

intact and can be retrieved successfully when 

needed. PoR provides assurance to data owners that 

their data has not been tampered with or lost in the 

cloud environment.  PoR involves the generation of a 

compact proof that can be used to verify the 

integrity of the stored data. This proof serves as 

evidence that the data has not been modified or 

corrupted since its original storage. It also verifies 

that the data can be retrieved successfully without 

any loss. 

The process of implementing PoR typically involves 

the following steps: 

Data Preparation: The data owner splits the original 

data into smaller blocks or chunks, which are then 

encrypted for confidentiality and integrity. Each 

chunk is associated with a unique identifier. 

Data Outsourcing: The encrypted chunks of data are 

dispatched to the provider of cloud storage for 

preservation. In addition to the data, the possessor 

of the data forwards a group of metadata, including 

the unique identifiers and cryptographic keys 

required for verification. 

Challenges and Proofs: To ensure the data's 

retrievability and integrity, the proprietor of the data 

regularly prompts the cloud-based storage provider 

to furnish verification of the data fragments. still 

intact and retrievable. These challenges can be in the 

form of random requests for specific data blocks. 

Proof Generation: Upon receiving a challenge, the 

cloud storage provider performs the necessary 
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computations to generate a proof that demonstrates 

the integrity and availability of the requested data 

block. This proof is then sent back to the data owner. 

Proof Verification: The data owner authenticates the 

received proof to ensure its validity. This involves 

using the metadata and cryptographic keys provided 

during the data outsourcing phase. By comparing the 

proof with the expected results, the proprietor of 

data  can determine whether the stored data 

remains intact and can be retrieved successfully. 

 

V. Blockchain Based Auditing 

 Blockchain technology has gained significant 

attention in recent years, and it can also be utilized 

for data auditing in cloud environments. Blockchain-

based auditing ensures transparency, immutability, 

and tamper-resistance of the auditing process by 

storing audit logs and information on a distributed 

ledger. It enables users of the cloud to check the 

accuracy of their data on their own and identify any 

unauthorised changes performed by the cloud 

provider. The data auditing does not include the 

third party auditor.  

The authors have developed a scheme[20] with the 

intention of mitigating the cost of computation and 

communication for integrity verification. The scheme 

involves recording minimal verification tags on the 

blockchain by data owners, which are then utilized 

to produce a proof through the building of a Merkle 

Hash Tree with the said hashtags.  

 

 

Fig 3. Block chain Based Data auditing Model 
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In data auditing scheme[21] the data owner relies on 

a  third party authority to complete the process of 

data verification in a data auditing scheme is not 

require for IoT devices. .A decentralised and dynamic 

data environment is provided by blockchain-based 

smart contract services.  And the framework that 

enables both data owners and data consumers to 

independently validate certain pieces of data 

without depending on a single external auditor. 

 

Conclusion 

Cloud data security is primarily concerned with the 

three factors of availability, integrity, and secrecy. A 

comprehensive investigation into data integrity 

verification methods that are more trustworthy and 

sophisticated as the number of clients grows. If the 

TPA is compromised or unable to function, data 

auditing systems cannot function. Additionally, the 

TPA is unable to handle several users' simultaneous 

demands for extensive auditing. 
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