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Abstract: In contemporary computer networks, the utilisation of intrusion detection systems (IDS) plays a vital 

role in fortifying the security posture against the continuously expanding array of cyber threats. Nevertheless, 

the effectiveness of traditional rule-based Intrusion Detection Systems (IDS) in detecting and mitigating contem-

porary threats is hindered by their inherent complexity and sophistication. The application of machine learning 

(ML) and deep learning (DL) techniques in intrusion detection systems (IDS) has garnered considerable interest 

as a means to tackle this challenge. The objective of this review paper is to investigate the application of machine 

learning (ML) and deep learning (DL) methodologies in intrusion detection systems (IDS) with the purpose of 

improving accuracy, efficiency, and robustness.The paper begins by presenting a comprehensive introduction to 

conventional Intrusion Detection Systems (IDS) and underscoring their inherent limitations, thereby emphasis-

ing the imperative need for more sophisticated Machine Learning (ML) and Deep Learning (DL) methodologies. 

The text underscores the significance of machine learning and deep learning-based intrusion detection systems 

(IDS) in addressing the ever-changing landscape of cyber threats. Additionally, it explores prevalent architectures 

utilised in this domain, including convolutional neural networks (CNNs) and recurrent neural networks (RNNs). 

Furthermore, the review examines the utilisation of transfer learning and pretraining methods, which have the 

potential to mitigate the problem of limited data availability and enhance the ability of intrusion detection sys-

tem models to generalise. 

This review paper offers a thorough examination of machine learning (ML) and deep learning (DL) methodologies 

within the context of intrusion detection systems (IDS). The text underscores the necessity for employing so-

phisticated methodologies to address the constraints associated with conventional Intrusion Detection Systems 

(IDS). It delves into multiple facets encompassing architectures, datasets, preprocessing techniques, machine 

learning (ML) algorithms, and evaluation metrics. The paper additionally provides insights into emerging trends 

and potential areas for future research in machine learning and deep learning-based intrusion detection sys-

tems. It emphasises the significance of addressing crucial challenges in order to facilitate progress in the field of 

intrusion detection.. 

Keywords: Intrusion detection systems, Machine learning, Deep learning, Cybersecurity, Network security, IDS 

architectures, Transfer learning, Anomaly detection. 

Introduction 

The security of computer systems and networks has 

emerged as a critical concern in the contemporary 

interconnected digital environment. In the realm of 

system security, Intrusion Detection Systems (IDS) 

hold significant importance as they effectively iden-

tify and thwart unauthorised access and malicious 

activities [1]. This section presents a thorough ex-

position of Intrusion Detection Systems (IDS), with 

a particular emphasis on their importance in con-

temporary cybersecurity [2]. In addition, this paper 

explores the utilisation of machine learning (ML) 

and deep learning (DL) methodologies in intrusion 

detection systems (IDS), alongside an examination 

of the foundational elements of conventional intru-

sion detection systems. 

An Intrusion Detection System (IDS) functions as a 

security mechanism that is specifically engineered 

to monitor and analyse network traffic or system 

events with the objective of detecting any poten-

tially suspicious or malicious activities in real-time 

or near real-time. The implementation of Intrusion 

Detection Systems (IDS) serves to alleviate the po-

tential harm resulting from cyberattacks [3]. In the 
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realm of intrusion detection systems (IDS), a funda-

mental categorization can be made, encompassing 

two primary types: signature-based and anomaly-

based. The intrusion detection system (IDS) that is 

signature-based operates by utilising pre-estab-

lished patterns or signatures that are associated 

with recognised attacks. The process involves the 

comparison of incoming network traffic or system 

events with a pre-existing database of signatures in 

order to detect any matches and subsequently gen-

erate alerts that indicate potential intrusions. Nev-

ertheless, this methodology demonstrates inherent 

constraints as it is unable to identify novel or previ-

ously unobserved forms of attacks. 

On the other hand, anomaly-based intrusion detec-

tion systems (IDS) prioritise the detection of devia-

tions from typical system behaviour. The system es-

tablishes a standard level of typical activity and gen-

erates notifications when observed behaviour devi-

ates significantly from this established norm. The 

effectiveness of anomaly-based intrusion detection 

systems (IDS) in detecting unknown or zero-day at-

tacks has been demonstrated [4]. However, it is im-

portant to note that this approach may also result 

in false positives as a consequence of genuine vari-

ations in system behaviour. 

The increasing intricacy and regularity of cyber 

threats require the implementation of resilient In-

trusion Detection Systems (IDS) in order to safe-

guard sensitive data and vital infrastructures. In the 

realm of cybersecurity, Intrusion Detection Systems 

(IDS) serve a crucial role as a proactive mechanism 

for identifying and alerting stakeholders to poten-

tial security breaches. By promptly detecting and 

notifying relevant parties, IDS facilitates timely re-

sponse and the implementation of appropriate 

measures to mitigate the impact of these breaches. 

Through vigilant monitoring of network traffic and 

system events, intrusion detection systems (IDS) 

are able to effectively identify and detect a wide 

range of attacks, such as unauthorised access at-

tempts, malware infections, data breaches, and de-

nial-of-service attacks [5]. Furthermore, Intrusion 

Detection Systems (IDS) assume a crucial function 

in adhering to industry regulations and standards. 

Numerous organisations are required to incorpo-

rate IDS into their cybersecurity strategies to safe-

guard customer data, intellectual property, and the 

uninterrupted operation of their business. Further-

more, Intrusion Detection Systems (IDS) play a cru-

cial role in aiding organisations with incident re-

sponse, conducting forensic analysis, and identify-

ing vulnerabilities within their systems. 

Machine learning (ML) and deep learning (DL) tech-

niques have been recognised as highly effective 

methods for improving the detection capabilities of 

intrusion detection systems (IDS). Machine learning 

algorithms acquire knowledge from past data and 

generate models capable of identifying patterns 

and anomalies in network traffic or system behav-

iour. Deep learning (DL), a subset of machine learn-

ing (ML), utilises artificial neural networks that con-

sist of multiple layers. These networks are capable 

of automatically acquiring hierarchical representa-

tions of data, thereby facilitating the extraction of 

more intricate and abstract features [6]. Machine 

learning (ML) and deep learning (DL) techniques 

possess the capability to address the constraints of 

conventional intrusion detection systems (IDS) 

through their ability to adapt to changing attack 

patterns and identify previously unknown attacks. 

These techniques effectively handle substantial 

amounts of data, autonomously extract pertinent 

features, and enhance the precision of detection. In 

addition, machine learning (ML) and deep learning 

(DL) based intrusion detection systems (IDS) have 

the capability to utilise ensemble methods, which 

involve the amalgamation of multiple models or al-

gorithms, in order to attain improved detection 

rates and mitigate the occurrence of false positives 

[7]. 

Although there has been significant interest in ML 

and DL-based Intrusion Detection Systems (IDS) in 

recent years, traditional IDS continue to be relevant 

in certain situations. Signature-based intrusion de-

tection systems (IDS), for example, remain effica-

cious in countering well-known attacks due to the 

regular updates of signature databases that inte-

grate the most recent threat intelligence. The utili-

sation of anomaly-based intrusion detection sys-

tems (IDS) can serve as a valuable supplement to 

machine learning (ML) and deep learning (DL) tech-

niques, as it offers an extra level of protection 

against unidentified attacks, despite its vulnerabil-

ity to false positives. Traditional intrusion detection 

systems (IDS) also exhibit resource efficiency and 
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low rates of false positives, rendering them appro-

priate for environments or systems that have lim-

ited resources or specific security needs. Further-

more, it is worth noting that these systems fre-

quently provide interpretability, which enables se-

curity analysts to gain a comprehensive under-

standing of the underlying factors behind alerts and 

make well-informed judgements. 

Machine learning (ML) and deep learning (DL)-

based intrusion detection systems (IDS) provide nu-

merous benefits compared to conventional IDS 

methods. According to the cited source, they have 

the ability to adapt and acquire knowledge from 

novel attack patterns, resulting in the efficient de-

tection of previously unidentified attacks [9]. These 

techniques effectively handle substantial amounts 

of data and autonomously extract pertinent fea-

tures, thus diminishing the need for manual rule-

based configurations. Furthermore, machine learn-

ing (ML) and deep learning (DL)-based intrusion de-

tection systems (IDS) have the potential to enhance 

their detection capabilities and reduce the occur-

rence of false positives by utilising ensemble meth-

ods. Nevertheless, it is imperative to acknowledge 

that conventional intrusion detection systems (IDS) 

continue to maintain significance in certain circum-

stances. Signature-based Intrusion Detection Sys-

tems (IDS), such as the one mentioned, remain 

highly efficient in the detection of known attacks 

through the process of comparing network traffic 

with a comprehensive database of signatures. The 

utilisation of anomaly-based intrusion detection 

systems (IDS), despite the inherent risk of generat-

ing false positives, can offer a supplementary level 

of protection against unidentified attacks and serve 

as a valuable complement to machine learning (ML) 

and deep learning (DL) methodologies. In addition, 

conventional intrusion detection systems (IDS) fre-

quently provide interpretability, allowing security 

analysts to understand the underlying causes of 

alerts and make well-informed judgements. 

In the following sections of this review paper,  the 

utilisation of machine learning (ML) and deep learn-

ing (DL) methodologies in the context of intrusion 

detection systems will be explored .  this study will 

examine several machine learning (ML) algorithms 

that are frequently utilised in intrusion detection 

systems (IDS). These algorithms include decision 

trees, support vector machines (SVMs), and ran-

dom forests. Additionally, we will also investigate 

deep learning (DL) architectures, such as convolu-

tional neural networks (CNNs) and recurrent neural 

networks (RNNs), commonly employed in IDS. Fur-

thermore, we will examine the obstacles and ongo-

ing research areas in this domain, in conjunction 

with practical examples and instances where ma-

chine learning (ML) and deep learning (DL) based 

intrusion detection systems (IDS) have exhibited 

enhanced efficacy. By gaining an understanding of 

the historical context and importance of Intrusion 

Detection Systems (IDS), as well as the impact of 

Machine Learning (ML) and Deep Learning (DL) 

techniques on improving intrusion detection capa-

bilities, we can obtain a thorough examination of 

the current advancements in intrusion detection 

utilising ML and DL. Ultimately, this serves as a val-

uable contribution to the wider domain of cyberse-

curity [11]. 

2 Overview 

Intrusion Detection Systems (IDS) refer to security 

mechanisms that have been specifically developed 

to oversee network traffic and system events with 

the purpose of detecting potential intrusions. Tra-

ditional intrusion detection systems (IDS) can be 

categorised into two primary classifications: signa-

ture-based and anomaly-based. 

• Signature-based intrusion detection systems 

(IDS) operate by using pre-established patterns or 

signatures associated with known attacks. These 

signatures are formulated through a thorough ex-

amination of attack behaviors and characteristics. 

During operation, the IDS compares incoming net-

work traffic or system events to the existing signa-

ture database. If a match is detected, indicating a 

potential unauthorized access, the system gener-

ates an alert. Signature-based IDS excel in detecting 

widely recognized attacks by continuously updating 

their signatures with the latest threat intelligence 

[12]. However, their capabilities are limited to iden-

tifying attacks only when there are existing signa-

tures available for detection. These systems lack 

the ability to detect and classify previously un-

known or zero-day attacks, making them vulnerable 

to emerging and unprecedented security risks. 
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•  In contrast, anomaly-based intrusion detection 

systems (IDS) prioritize the detection of deviations 

from typical system behavior. A baseline of normal 

activity is established through the analysis of histor-

ical data or pattern extraction from training sets. 

During operation, the IDS compares observed be-

havior to the established baseline [13]. If a signifi-

cant deviation is identified, the system generates 

an alert. Anomaly-based IDS have proven to be ef-

fective in detecting unknown or zero-day attacks 

due to their ability to discern and identify abnormal 

patterns. However, these systems may generate 

false positive results due to genuine fluctuations in 

system performance, such as system updates or 

changes in user behavior. Optimizing the anomaly 

detection threshold is crucial to achieving a delicate 

balance between detection accuracy and the occur-

rence of false positives.

 

 

 
Figure 1 : Signature based Intrusion detection system 

 

 
Figure 2 : Anomaly based Intrusion detection system 

2.1 Limitations and Challenges of Traditional IDS 

The utilisation of machine learning (ML) and deep 

learning (DL) techniques for intrusion detection has 

been motivated by the various limitations and chal-

lenges encountered by traditional intrusion detec-

tion systems (IDS).[14] Firstly, traditional intrusion 

detection systems (IDS) heavily depend on human 

experts for the creation and upkeep of signatures 

or the establishment of rules. The aforementioned 

procedure is characterised by its requirement of a 

significant amount of time and effort, as well as its 

potential inability to effectively adapt to the ever-

changing nature of the threat environment. As a re-

sult, conventional intrusion detection systems (IDS) 

may experience delays in identifying novel or evolv-

ing attacks. Moreover, conventional intrusion de-

tection systems face challenges in effectively man-

aging the growing quantity and intricacy of network 

traffic and system events. The extensive magnitude 

of contemporary networks surpasses the capacity 
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of manual rule-based configurations, resulting in in-

adequate coverage or instances of false negatives. 

Similarly, the ever-changing nature of network traf-

fic and the continuous development of attack tech-

niques pose significant difficulties for conventional 

Intrusion Detection Systems (IDS) in effectively 

identifying and distinguishing between legitimate 

and malicious activities. 

3  Machine Learning in Intrusion Detection Sys-

tems 

Machine learning techniques have emerged as a 

promising approach to address the limitations of 

traditional intrusion detection systems (IDS). These 

techniques leverage their inherent capability to au-

tonomously learn patterns and anomalies from ex-

tensive datasets. In the domain of intrusion detec-

tion, machine learning (ML) algorithms can be uti-

lised to extract pertinent features from network 

traffic or system event data. These features are 

then used to construct models that can effectively 

classify and identify potential intrusions [15]. Deci-

sion trees are widely utilised machine learning algo-

rithms within the field of intrusion detection sys-

tems (IDS). These algorithms are responsible for 

constructing a model that exhibits a tree-like struc-

ture, effectively mapping various features to corre-

sponding decisions or classifications. Support Vec-

tor Machines (SVMs) are a classification algorithm 

that employs a hyperplane to accurately distinguish 

between various classes of data. This characteristic 

renders SVMs well-suited for the purpose of intru-

sion detection [15]. Random Forests, a method that 

integrates multiple decision trees, provide en-

hanced detection accuracy and robustness in the 

presence of noise and variability in the dataset [16].

 

 

Figure 3: Machine learning based IDS 

Machine learning-based intrusion detection sys-

tems (IDS) also employ techniques for feature se-

lection and extraction in order to improve the ef-

fectiveness of detection. These techniques aim to 

identify the most informative features for intrusion 

detection, thereby reducing the dimensionality of 

the data and enhancing the efficiency and effective-

ness of the algorithms. Feature selection tech-

niques, such as Information Gain and Principal 

Component Analysis (PCA), have the ability to iden-

tify a subset of features that possess the greatest 

discriminatory capability [17]. Feature extraction 

techniques, such as Autoencoders and Principal 

Component Analysis (PCA), are employed to con-

vert the original dataset into a reduced-dimen-

sional representation, while preserving crucial in-

formation. 

In recent times, there has been a growing interest 

in the application of deep learning (DL) techniques 

for intrusion detection. This is primarily attributed 

to the capability of DL models to autonomously ac-

quire intricate data representations. Deep learning 

models, such as Convolutional Neural Networks 

(CNNs) and Recurrent Neural Networks (RNNs), 
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have exhibited remarkable efficacy in tasks related 

to image and text processing. These models have 

also been successfully applied in the Intrusion De-

tection System (IDS) domain, as mentioned in ref-

erence [18]. Convolutional neural networks (CNNs) 

demonstrate exceptional proficiency in extracting 

spatial features from network traffic data. On the 

other hand, recurrent neural network (RNN) mod-

els are particularly adept at capturing temporal de-

pendencies within sequences of system events. 

Deep learning-based intrusion detection systems 

(IDS) possess the capability to acquire hierarchical 

representations of data, thereby facilitating the ex-

traction of more advanced and abstract features. 

This, in turn, leads to enhanced accuracy in the de-

tection of intrusions. 

One of the noteworthy advantages of machine 

learning (ML) and deep learning (DL)-based intru-

sion detection systems (IDS) is their ability to adapt 

to changing attack patterns. Traditional intrusion 

detection systems (IDS) frequently encounter diffi-

culties in keeping up with the rapid evolution of 

novel and emerging threats. This necessitates the 

manual updating of signatures or rules in order to 

effectively detect and mitigate these threats. In 

contrast, machine learning (ML) and deep learning 

(DL) algorithms possess the ability to acquire 

knowledge from novel data and adapt their models 

accordingly. This capability empowers them to 

identify previously unobserved attacks or modifica-

tions of known attacks. The ability to adapt is of ut-

most importance in the dynamic field of cybersecu-

rity, as malicious actors persistently devise novel 

strategies to circumvent conventional security 

measures [19]. 

Furthermore, machine learning (ML) and deep 

learning (DL)-based intrusion detection systems 

(IDS) possess the capability to effectively manage 

the substantial quantities of data produced by con-

temporary networks. The exponential growth of 

network traffic and system events has been at-

tributed to the widespread adoption of connected 

devices and the increasing complexity of network 

infrastructures. Machine learning (ML) and deep 

learning (DL) algorithms possess the ability to effec-

tively handle and analyse extensive datasets, ex-

tracting pertinent characteristics, and promptly 

identifying intrusions either in real-time or nearly 

real-time [20]. Nevertheless, the implementation of 

intrusion detection systems (IDS) that rely on ma-

chine learning (ML) and deep learning (DL) tech-

niques poses a distinct set of obstacles. One pri-

mary obstacle that researchers face is the require-

ment for annotated training data. Machine learning 

(ML) and deep learning (DL) algorithms necessitate 

the use of annotated data in order to acquire 

knowledge and construct precise models. The ac-

quisition of labelled data for intrusion detection 

poses challenges due to the limited availability of 

real-world attack data and the necessity to uphold 

privacy and legal requirements when utilising sen-

sitive network traffic or system event data. The cre-

ation of diverse and representative datasets that 

encompass a wide range of attack scenarios is of ut-

most importance in the training of intrusion detec-

tion system (IDS) models that are both robust and 

reliable. 

The interpretability and explainability of machine 

learning (ML) and deep learning (DL)-based intru-

sion detection systems (IDS) present an additional 

obstacle. Traditional intrusion detection systems 

(IDS) typically offer comprehensive logs and expla-

nations of identified incidents, thereby facilitating 

the comprehension of alerts by security analysts 

[21]. ML and DL models, specifically deep neural 

networks, are frequently regarded as opaque sys-

tems, posing challenges in comprehending their de-

cision-making mechanisms. Current research is 

dedicated to the advancement of interpretable ma-

chine learning (ML) and deep learning (DL) models 

and techniques. The objective is to tackle the chal-

lenge of enabling security analysts to have confi-

dence in and understand the decisions made by 

these sophisticated intrusion detection systems 

(IDS).. 

3.1  Dataset and pre processing 

The progress of Intrusion Detection System (IDS) re-

search is significantly dependent on the accessibil-

ity of datasets that encompass network traffic and 

encompass labelled instances of both normal and 

intrusive activities. The aforementioned datasets 
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are regarded as invaluable assets for the develop-

ment and assessment of Intrusion Detection Sys-

tem (IDS) models. NSL-KDD and UNSW-NB15 are 

prominent datasets frequently employed in Intru-

sion Detection System (IDS) research. 

• The NSL-KDD dataset, which originated from the 

KDD Cup 1999 dataset [22], has garnered significant 

recognition and acceptance within the field of In-

trusion Detection Systems (IDS). The dataset con-

sists of network traffic data obtained from a simu-

lated environment that encompasses a range of at-

tack types. The dataset comprises a total of 41 dis-

tinct features, encompassing crucial connection at-

tributes such as protocol type, service, source and 

destination IP addresses, as well as source and des-

tination ports. The dataset offers a categorised col-

lection of instances, comprising normal instances 

and instances belonging to four distinct attack 

types: Denial of Service (DoS), User to Root (U2R), 

Remote to Local (R2L), and Probe. The NSL-KDD da-

taset has become widely recognised as a standard 

for assessing intrusion detection system (IDS) algo-

rithms, primarily because of its comprehensive and 

varied characteristics. 

• The UNSW-NB15 dataset [23] is widely utilised in 

Intrusion Detection System (IDS) research. It is de-

rived from a real-world setting and encompasses a 

diverse range of network traffic scenarios. The da-

taset comprises a total of nine distinct attack types, 

which encompass DoS (Denial of Service), U2R 

(User to Root), R2L (Remote to Local), and Recon-

naissance, among other categories. The dataset 

consists of a comprehensive set of 49 features, en-

compassing attributes related to protocols, flow 

statistics, and content-based characteristics. The 

UNSW-NB15 dataset presents notable advance-

ments compared to the KDD Cup 1999 dataset, as it 

effectively tackles various limitations and inte-

grates a broader range of authentic attack scenar-

ios. 

The process of data preprocessing is of utmost im-

portance in the field of Intrusion Detection Systems 

(IDS) research, as it serves the purpose of preparing 

the dataset in a manner that facilitates efficient 

analysis and model training. Various preprocessing 

techniques are frequently employed on Intrusion 

Detection System (IDS) datasets, such as normalisa-

tion and feature scaling. 

Normalisation is a commonly used method for 

rescaling numerical attributes to a standardised in-

terval, usually ranging from 0 to 1. The purpose of 

this approach is to ensure equitable contribution of 

all features to the learning process, thereby mitigat-

ing the potential dominance of any single feature 

resulting from variations in their scales. Normalisa-

tion can be accomplished through various tech-

niques, including Min-Max scaling or Z-score nor-

malisation (24). The process of Min-Max scaling in-

volves linearly transforming the feature values in 

order to fit within a predetermined range. On the 

other hand, Z-score normalisation is a method that 

transforms the values of the features to have a 

mean of 0 and a standard deviation of 1. 

An additional significant preprocessing technique is 

feature scaling, which endeavours to standardise 

the scales of features. This methodology demon-

strates notable advantages when applied to algo-

rithms that exhibit sensitivity to the magnitude of 

the input features, specifically those that rely on 

distance calculations. Two commonly used tech-

niques for feature scaling are Standardisation and 

Robust Scaling (Author, 25). The process of stand-

ardisation involves adjusting the feature values in a 

dataset such that their mean becomes 0 and their 

standard deviation becomes 1. On the other hand, 

Robust Scaling is a data preprocessing technique 

that rescales the features using statistical measures 

that are resistant to the influence of outliers. This 

characteristic renders it appropriate for datasets 

that potentially include outliers. 

Preprocessing techniques are employed to ensure 

that the features undergo suitable transformation 

and standardisation, thereby enhancing the learn-

ing process of Intrusion Detection System (IDS) 

models. By applying normalisation and scaling tech-

niques to the data, the models are able to accu-

rately identify and analyse patterns and anomalies 

that exist within the dataset. As a result, this en-

hances the performance of intrusion detection sys-

tems.. 
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3.2  Related work in Machine learning based IDS 

The utilisation of machine learning (ML) algorithms 

has demonstrated significant potential in enhanc-

ing the efficacy of intrusion detection systems (IDS). 

This section presents a comprehensive overview of 

frequently employed machine learning (ML) algo-

rithms in Intrusion Detection Systems (IDS), encom-

passing decision trees, support vector machines 

(SVMs), and random forests. 

Decision trees are widely used machine learning al-

gorithms in intrusion detection systems (IDS) be-

cause of their straightforwardness and ability to be 

easily understood and interpreted. The algorithms 

in question are designed to create a model that 

takes the form of a tree. In this tree structure, inter-

nal nodes correspond to features or attributes, 

while leaf nodes correspond to decisions or classifi-

cations. The process of constructing decision trees 

involves partitioning the data by evaluating the val-

ues of various features, with the aim of generating 

branches that possess the highest discriminatory 

power for classification purposes. One notable ad-

vantage of decision trees lies in their capacity to ef-

fectively capture intricate decision boundaries and 

discern significant features. Nevertheless, it is im-

portant to note that decision trees may exhibit a 

susceptibility to overfitting in instances where the 

depth of the tree exceeds a certain threshold. This 

phenomenon can result in a decline in the overall 

ability of the tree to generalise and perform well on 

unseen data. Methods such as pruning and ensem-

ble techniques can help alleviate this constraint. 

Support vector machines (SVMs) are extensively 

employed in intrusion detection systems (IDS) ow-

ing to their efficacy in performing binary classifica-

tion tasks [27]. Support Vector Machines (SVMs) 

employ a hyperplane to effectively partition the 

data into distinct classes, leveraging the most dis-

cerning features for discrimination purposes. The 

construction of the hyperplane aims to optimise the 

margin between the classes, leading to enhanced 

generalisation performance. Support Vector Ma-

chines (SVMs) possess the capability to effectively 

handle datasets with a high number of dimensions, 

while also exhibiting robustness in the presence of 

noise and outliers. These tools are especially valua-

ble in Intrusion Detection Systems (IDS), as their pri-

mary objective is to effectively categorise network 

traffic or system events as either benign or mali-

cious. Nevertheless, Support Vector Machines 

(SVMs) can pose computational challenges when 

confronted with extensive datasets, necessitating 

meticulous hyperparameter selection. 

Random forests are a type of ensemble learning 

technique that integrates multiple decision trees in 

order to enhance the accuracy and resilience of 

classification tasks. In a random forest, the con-

struction of each decision tree involves the utilisa-

tion of a subset of the training data and a random 

subset of features. The ultimate categorization is 

established by consolidating the forecasts made by 

each individual tree. Random forests are widely rec-

ognised for their capacity to effectively manage da-

tasets with a high number of dimensions, effec-

tively handle missing values, and offer reliable esti-

mations of feature importance. Ensemble methods, 

such as random forests, exhibit reduced susceptibil-

ity to overfitting in comparison to individual deci-

sion trees, while simultaneously providing en-

hanced accuracy and robustness. 

Furthermore, machine learning-based intrusion de-

tection systems (IDS) make use of feature selection 

and extraction techniques to enhance the effective-

ness of their detection capabilities. Feature selec-

tion techniques, such as Information Gain and Prin-

cipal Component Analysis (PCA) [17], are employed 

to determine a subset of features that possess the 

highest discriminatory capability. Feature extrac-

tion techniques, such as Autoencoders and Princi-

pal Component Analysis (PCA), are employed to 

convert the initial data into a reduced-dimensional 

representation, while ensuring the retention of sig-

nificant information. 

Moreover, the utilisation of deep learning (DL) 

methodologies in intrusion detection systems (IDS) 

has garnered significant interest owing to their in-

herent capacity to autonomously acquire intricate 

data representations. Deep learning models, such 

as Convolutional Neural Networks (CNNs) and Re-

current Neural Networks (RNNs) (18), have exhib-

ited exceptional efficacy in tasks related to image 

and text processing, and have been successfully ap-
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plied in the Intrusion Detection System (IDS) do-

main. Convolutional neural networks (CNNs) 

demonstrate exceptional proficiency in extracting 

spatial features from network traffic data. On the 

other hand, recurrent neural network (RNN) mod-

els are well-suited for capturing temporal depend-

encies present in sequences of system events. Deep 

learning-based intrusion detection systems (IDS) 

possess the capability to autonomously acquire hi-

erarchical representations of data. This ability facil-

itates the extraction of more sophisticated and ab-

stract features, ultimately resulting in enhanced ac-

curacy for intrusion detection. The advanced ma-

chine learning (ML) and deep learning (DL) algo-

rithms exhibit the ability to adapt to changing at-

tack patterns, enabling them to identify previously 

unencountered attacks or modified versions of 

known attacks. 

ML and DL techniques have been utilised by re-

searchers to analyse diverse datasets with the aim 

of enhancing the efficacy of Intrusion Detection 

Systems (IDS). As an illustration, Ferrag et al. (2020) 

devised an Intrusion Detection System (IDS) named 

RDTIDS by utilising the CICIDS2017 and BoT-IoT da-

tasets. Their approach demonstrated enhanced ac-

curacy and detection rates in comparison to pre-ex-

isting methodologies. The study conducted by Wa-

zirali et al. (2020) aimed to improve the accuracy of 

intrusion detection systems by addressing the is-

sues of false alarms and detection rates. To achieve 

this, the researchers utilised the NSL-KDD dataset 

and implemented the K-nearest neighbour (KNN) 

algorithm. The study conducted by Krishnaveni et 

al. (2020) employed the NSL-KDD dataset and the 

Support Vector Machine (SVM) algorithm in order 

to construct a robust anomaly detection system. 

The authors of the study, Chen et al. (2020), devised 

a highly effective hybrid clustering algorithm for the 

purpose of intrusion detection. This algorithm was 

implemented and evaluated using the UCI ML and 

KDD Cup 99 datasets. In their study, Choras et al. 

(2020) utilised Artificial Neural Networks (ANN) as 

a means to identify malware and various types of 

attacks. This was accomplished by employing the 

NSL-KDD and CICIDS2017 datasets. The researchers 

Alqahtani et al. (2020) made a significant contribu-

tion to the field of Intrusion Detection Systems (IDS) 

by designing and implementing a system that uti-

lised a range of machine learning classification algo-

rithms. They conducted an evaluation of the sys-

tem's performance by employing cybersecurity da-

tasets. 

In summary, machine learning (ML) and deep learn-

ing (DL) algorithms, including decision trees, sup-

port vector machines (SVMs), random forests, con-

volutional neural networks (CNNs), and recurrent 

neural networks (RNNs), have demonstrated effec-

tive utilisation in the field of intrusion detection sys-

tem (IDS) research. The aforementioned algorithms 

exhibit the capacity to enhance the precision and 

efficacy of intrusion detection systems. Through 

the utilisation of these sophisticated methodolo-

gies, scholars strive to augment the security of com-

puter systems and networks by precisely discerning 

and alleviating potential intrusions. 

3.3 Evaluation Metrics for ML-based IDS 

In order to evaluate the performance of machine 

learning-based intrusion detection systems (IDS), a 

range of evaluation metrics are employed to quan-

tify the efficacy of the intrusion detection models. 

These metrics offer valuable insights into the preci-

sion, effectiveness, and dependability of the mod-

els, enabling comparisons and facilitating informed 

decision-making. Several commonly employed 

evaluation metrics in machine learning-based intru-

sion detection systems (IDS) encompass: 

• The metric of accuracy is a direct measure that 

indicates the proportion of correctly classified 

instances in relation to the total number of in-

stances [29]. The metric offers a comprehensive 

assessment of the accuracy of the model and is 

particularly appropriate in situations where the 

distribution of classes is equitable. Neverthe-

less, in situations characterised by imbalanced 

classes, relying solely on accuracy may prove in-

adequate due to its potential bias towards the 

majority class. 

• Precision is a metric that quantifies the ratio of 

correctly identified positive instances to all in-

stances that were predicted as positive. This ap-

proach prioritises the accuracy of positive pre-

dictions and is particularly advantageous in sce-

narios where the consequences of false posi-

tives are significant. A high level of precision is 
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indicative of a low occurrence of false positives, 

thereby minimising the occurrence of unneces-

sary alarms or alerts. 

• Recall, also known as sensitivity or true positive 

rate, quantifies the ability to correctly identify 

true positives relative to the total number of 

positive instances. The aforementioned state-

ment highlights the capacity of the model to 

identify and respond to unauthorised access or 

malicious activities, which holds significant im-

portance in scenarios where the consequences 

of failing to detect such instances are substan-

tial. A high recall value signifies a reduced occur-

rence of false negatives, thereby guaranteeing 

an elevated rate of detection. 

• The F1 score is a metric that integrates precision 

and recall, offering a harmonious equilibrium 

between the two. The harmonic mean of preci-

sion and recall is a valuable metric in cases 

where both false positives and false negatives 

hold equal significance. The F1 score is a metric 

that varies between 0 and 1, where a higher 

value signifies superior performance. 

• The false positive rate is a metric that quantifies 

the ratio of false positive predictions to the total 

number of instances that are classified as nega-

tive. Minimising false positives is of utmost im-

portance in Intrusion Detection Systems (IDS), 

as it serves to alleviate the workload of security 

analysts and prevent unwarranted scrutiny of 

benign activities. 

• The Receiver Operating Characteristic (ROC) 

curve is a graphical representation used in sta-

tistical analysis to evaluate the performance of 

a binary classification model. The receiver oper-

ating characteristic (ROC) curve illustrates the 

relationship between the true positive rate and 

the false positive rate across different thresh-

olds used for classification. The aforementioned 

analysis offers a comprehensive perspective on 

the trade-off between the rate of detection and 

the rate of false positives, enabling the evalua-

tion and comparison of various models in terms 

of their performance. The utilisation of the re-

ceiver operating characteristic (ROC) curve en-

compasses the calculation of the area under the 

curve (AUC), which serves as a widely employed 

metric for summarising performance. A greater 

AUC value is indicative of superior performance. 

4 Deep Learning in Intrusion Detection Systems 

Deep learning (DL) is a specialised domain within 

the broader field of machine learning (ML), which is 

concerned with the development of algorithms and 

models that enable artificial neural networks to ac-

quire knowledge and generate predictions based 

on intricate and multifaceted datasets. Neural net-

works are computational models that draw inspira-

tion from the anatomical and functional character-

istics of the human brain. These models are com-

posed of interconnected layers of artificial neurons. 

Deep learning (DL) has had a substantial influence 

in multiple fields, encompassing computer vision, 

natural language processing, and, more recently, 

intrusion detection systems (IDS). 

In the domain of deep learning-based intrusion de-

tection systems (IDS), various architectural designs 

have exhibited considerable potential in the identi-

fication and categorization of unauthorised activi-

ties. Convolutional neural networks (CNNs) are fre-

quently employed in the analysis and extraction of 

features from network traffic or system logs. Con-

volutional neural networks (CNNs) employ convolu-

tional layers to autonomously acquire spatial pat-

terns and hierarchical representations from unpro-

cessed input data. This allows them to efficiently 

comprehend intricate connections and differenti-

ate between regular and malicious network activi-

ties. 

Recurrent neural networks (RNNs) are widely uti-

lised as an architecture for intrusion detection sys-

tems (IDS). Recurrent Neural Networks (RNNs) are 

specifically engineered to handle sequential data by 

integrating feedback connections, which enable the 

retention of information over multiple time steps. 

This characteristic renders them well-suited for the 

examination of temporal interdependencies and 

identification of intrusions that manifest patterns 

or behaviours that evolve over time, such as coor-

dinated attacks or reconnaissance operations. 



 

   

 

162 

Journal of Harbin Engineering University 
ISSN: 1006-7043 

Vol 44 No. 9 

September 2023 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 

Transfer learning is a methodology employed in 

deep learning-based Intrusion Detection Systems 

(IDS) whereby the knowledge acquired from train-

ing a neural network on a specific task is transferred 

and utilised for another task that is closely related. 

The efficacy of this methodology has been demon-

strated in the field of Intrusion Detection Systems 

(IDS) as a result of the constrained accessibility of 

annotated intrusion data. The performance of the 

model can be greatly improved by initially training 

a deep neural network on a comprehensive da-

taset, such as publicly accessible non-intrusive net-

work traffic, and subsequently refining the network 

using a smaller labelled dataset that is specific to 

the Intrusion Detection System (IDS) domain. The 

utilisation of pretraining in deep learning-based in-

trusion detection systems (IDS) enables the net-

work to take advantage of the acquired knowledge 

about general data patterns. This allows the net-

work to efficiently extract pertinent features from 

the limited labelled intrusion data. This methodol-

ogy aids in mitigating the issue of limited data avail-

ability and enables the creation of intrusion detec-

tion models that are both more precise and resili-

ent. 

Alqahtani et al. (2020) conducted a distinct investi-

gation with the objective of constructing a highly ef-

fective Intrusion Detection System (IDS) through 

the utilisation of ensemble feature selection and 

classification methodologies. The methodology em-

ployed by the researchers demonstrated significant 

improvements in performance, a high level of accu-

racy, and a low rate of false alarms (FAR). Neverthe-

less, the authors recognised that the procedure of 

selecting features and training ensemble models 

could require significant computational resources 

and extended processing durations, presenting dif-

ficulties in environments with limited resources or 

when working with extensive datasets. 

In their study, Riyaz et al. (2020) introduced an in-

novative intrusion detection system that was de-

signed specifically to address the unique character-

istics and challenges of wireless networks. The re-

searchers were able to achieve an overall detection 

accuracy of 98.88% by employing the Conditional 

Random Field and Linear Correlation algorithms. 

The authors placed significant emphasis on the uti-

lisation of feature selection algorithms and Convo-

lutional Neural Network (CNN) in order to enhance 

the effectiveness of intrusion detection. However, 

the provided information did not include any addi-

tional details regarding potential limitations. 

The research conducted by Sun et al. (2020) fo-

cused on the creation of an intrusion detection sys-

tem (IDS) utilising deep learning techniques. The 

CICIDS2017 dataset was utilised in this study. The 

researchers utilised a hybrid network architecture 

that integrated Convolutional Neural Network 

(CNN) and Long Short-Term Memory Network 

(LSTM) components. The system demonstrated a 

comprehensive accuracy rate of 98.67%. Neverthe-

less, the researchers issued a warning regarding the 

potential occurrence of overfitting problems asso-

ciated with the implementation of this hybrid net-

work. 

In the context of InSDN, Elsayed et al. (2021) intro-

duced a novel hybrid deep learning methodology to 

enhance the performance of Network Intrusion De-

tection Systems (NIDSs). The researchers employed 

Convolutional Neural Network (CNN) methodolo-

gies, which led to improved performance across all 

assessment criteria. However, the authors also rec-

ognised the potential concerns related to overfit-

ting and model performance. Nevertheless, the 

provided information did not offer any additional 

elaboration on these limitations.
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Table 1 : Comparison of previous published work 

Ref Objectives Dataset Algorithms Results Contributions Limitations 

Ferrag et 

al , 2020 

Intrusion 

Detection 

System 

(RDTIDS) 

CICIDS2017 

dataset BoT-

IoT dataset 

REP Tree 

JRip algo-

rithm 

Forest PA 

Highest 

True Nega-

tive Rate 

(TNR): 

98.855% 

Highest De-

tection 

Rate (DR):. 

Superiority in 

terms of accu-

racy, detection 

rate, false 

alarm rate, and 

time overhead 

compared to 

existing 

schemes 

Average perfor-

mance for some at-

tack types 

Wazirali 

et al , 

2020 

Decrease 

false alarm 

rate and 

enhance 

detection 

rate 

NSL-KDD K-nearest 

neighbor 

(KNN) with 

hyperpa-

rameter 

tuning and 

fivefold 

cross-vali-

dation 

Proposed 

algorithm: 

98.87% ac-

curacy 

Effective semi-

supervised 

technique for 

intrusion de-

tection sys-

tems (IDSs) 

Difficulties in im-

plementing the 

proposed approach 

when altering the 

size of records in 

the dataset. Unable 

to identify new 

kinds of attacks in 

real-time. 

Inability to identify 

new kinds of at-

tacks in real-time. 

Difficulties in im-

plementing the 

proposed approach 

when altering da-

taset size. 

Krishna-

veni et al , 

2020 

Develop an 

effective 

anomaly 

detection 

system 

NSL-KDD Support 

Vector Ma-

chine 

(SVM) 

IDS accu-

racy: 

96.24% 

Effective 

anomaly detec-

tion system for 

cloud compu-

ting 

sensitivity to the 

selection of hy-

perparameters. 

SVM requires 

proper tuning of 

parameters such as 

the kernel type, 

regularization pa-

rameter, and 

gamma value. 

Chen et al 

, 2020 

Develop an 

efficient 

hybrid 

clustering 

algorithm 

UCI ML 

KDD Cup 99 

QALO-K 

(Quantum-

Inspired 

Ant Lion 

Optimized) 

K-means: 

- AR: 

93.44% 

Hybrid algo-

rithm combin-

ing quantum 

computing and 

swarm intelli-

Similar to k-means, 

the performance of 

QALO-K may be in-

fluenced by the ini-

tial values of clus-

ter centers or other 
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- DR: 

92.83% 

- FPR: 

4.05% 

- F1: 

95.79%  

ALO-K:  

- AR: 

97.52% 

- DR: 

98.58% 

- FPR: 

6.80% 

- F1: 

98.46%  

QALO-K: 

- AR: 

98.63% 

- DR: 

98.41% 

- FPR: 

0.44% 

- F1: 

99.14% 

gencealgo-

rithms with k-

means for in-

trusion detec-

tion  

Increased ac-

curacy and 

minimized 

false alarm rate  

algorithm-specific 

parameters. 

Choras et 

al , 2020 

Intrusion 

Detection, 

the ability 

to detect 

malware 

and other 

attacks 

NSL-KDD, 

CICIDS2017 

Artificial 

Neural Net-

works 

(ANN) 

Multi-class 

classifica-

tion accu-

racy: 

99.909% 

Evaluation of 

the influence 

of hyperpa-

rameters on 

classification 

results 

computational 

complexity and 

time required for 

training and tuning 

the network 
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Alqahtani 

et al , 

2020 

Develop an 

intrusion 

detection 

system 

(IDS) 

Cyber-secu-

rity datasets 

Bayesian 

Network, 

Naive 

Bayes, De-

cision Tree, 

Random 

Decision 

Forest,  

Random 

Tree, Deci-

sion Ta-

ble,Artifi-

cial Neural 

Network 

Precision, 

Recall, F1-

score, Ac-

curacy 

Utilization of 

machine learn-

ing classifica-

tion algorithms 

for intrusion 

detection 

One limitation re-

lated to the utiliza-

tion of machine 

learning classifica-

tion algorithms for 

intrusion detection 

is the potential for 

false positives and 

false negatives. 

Alqahtani 

et al , 

2020 

Develop an 

efficient In-

trusion De-

tection 

System 

(IDS) 

 Ensemble 

feature se-

lection and 

classifica-

tion tech-

niques 

Strong per-

formance 

enhance-

ment, high 

accuracy, 

low false 

alarm rate 

(FAR) 

Utilization of 

ensemble fea-

ture selection 

and classifica-

tion tech-

niques for IDS 

in the cloud en-

vironment, Ef-

ficient classifi-

cation of net-

work traffic as 

normal or at-

tack 

The process of fea-

ture selection and 

ensemble model 

training may re-

quire more compu-

tational resources 

and longer pro-

cessing times. This 

limitation can be 

especially signifi-

cant in resource-

constrained envi-

ronments or when 

dealing with large-

scale datasets. 

Riyaz et al 

, 2020 

Develop a 

new intru-

sion detec-

tion sys-

tem 

Wireless 

networks 

Conditional 

Random 

Field and 

Linear Cor-

relation 

Overall de-

tection ac-

curacy: 

98.88% 

Utilization of 

feature selec-

tion algorithms 

and Convolu-

tional Neural 

Network (CNN) 

for effective in-

trusion detec-

tion 

None mentioned 
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Sun et al , 

2020 

Develop a 

DL-IDS 

(deep 

learning-

based in-

trusion de-

tection sys-

tem) 

CICIDS2017 Convolu-

tional Neu-

ral Network 

(CNN) Long 

Short-Term 

Memory 

Network 

(LSTM) 

Overall ac-

curacy: 

98.67% 

Utilization of 

hybrid network 

(CNN and 

LSTM) for im-

proved intru-

sion detection 

One limitation re-

lated to the utiliza-

tion of the hybrid 

network of Convo-

lutional Neural 

Network (CNN) and 

Long Short-Term 

Memory Network 

(LSTM) for intru-

sion detection is 

the potential for 

overfitting. 

Elsayed et 

al, 2021 

Develop a 

new hybrid 

DL ap-

proach for 

NIDSs 

InSDN Convolu-

tional Neu-

ral Network 

(CNN) 

Higher per-

formance 

in all evalu-

ation met-

rics 

Utilization of a 

hybrid DL ap-

proach based 

on CNN for 

classifying flow 

traffic into nor-

mal or attack 

classes 

Potential overfit-

ting and model per-

formance issues 

 

6. Challenges and Open Research Directions 

Although machine learning (ML) and deep learning 

(DL) techniques have demonstrated potential in the 

field of intrusion detection systems (IDS), there remain 

a number of challenges and limitations that necessi-

tate attention and resolution. The aforementioned 

challenges and open research directions present pro-

spects for future advancements in the field. 

• One of the primary obstacles associated with deep 

learning models pertains to their inherent defi-

ciency in terms of interpretability and explainabil-

ity. These models are frequently regarded as 

opaque systems, thereby posing challenges in com-

prehending and interpreting their decision-making 

processes. The development of methodologies and 

techniques that offer elucidation for the decision-

making processes of machine learning and deep 

learning-based intrusion detection systems is of ut-

most importance. This capability would facilitate 

the comprehension of intrusion alerts by security 

analysts and foster confidence in the system. 

• The presence of adversarial attacks presents a sub-

stantial obstacle to intrusion detection systems 

(IDS) that rely on machine learning and deep learn-

ing techniques. These attacks entail the manipula-

tion of input data in order to deceive the models 

and circumvent detection. The continuous investi-

gation of creating resilient intrusion detection sys-

tems (IDS) models capable of identifying and miti-

gating adversarial attacks is a persistent area of ac-

ademic research. Methods such as adversarial 

training, robust feature representation, and anom-

aly detection mechanisms have the potential to ef-

fectively tackle this challenge and enhance the re-

silience of Intrusion Detection Systems (IDS) 

against such attacks. 

• Scalability is a crucial requirement for IDS models 

as they must effectively manage the substantial 

volume and rapid flow of network traffic in real-

time. The optimisation of scalability and efficiency 

in machine learning and deep learning-based intru-

sion detection systems (IDS) is of paramount im-

portance in effectively managing network environ-

ments of significant scale. The investigation of 

methodologies aimed at enhancing the efficiency 

of computational resources and scalability of Intru-

sion Detection System (IDS) models, while main-

taining their accuracy, necessitates thorough re-
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search. This encompasses the creation of algo-

rithms and frameworks that are capable of effec-

tively handling and examining vast quantities of 

data within a reasonable timeframe. 

• Generalisation: Intrusion Detection System (IDS) 

models should possess the capability to effectively 

generalise their learned knowledge to accurately 

detect and mitigate novel and previously unseen 

attack patterns. The performance of models 

trained on limited and specific datasets may be 

compromised when confronted with novel attacks. 

Further investigation is required in order to formu-

late models that possess the capability to effec-

tively extrapolate to various attack scenarios and 

adjust to dynamic network environments. The pro-

cess entails the investigation of various methodol-

ogies, including transfer learning, domain adapta-

tion, and continual learning, with the aim of im-

proving the overall generalisation abilities of intru-

sion detection system (IDS) models. 

By acknowledging and tackling these obstacles and in-

vestigating the corresponding areas of research, it is 

possible to achieve progress in enhancing the inter-

pretability, resilience, scalability, and generalizability 

of intrusion detection systems (IDS) based on machine 

learning and deep learning (ML/DL). This research en-

deavour will make a valuable contribution towards the 

advancement of intrusion detection systems, enhanc-

ing their efficacy and dependability. These systems will 

be capable of accurately identifying and promptly re-

sponding to a diverse array of security threats across 

different network environments. 

6.1 Emerging Trends and Future Directions: 

The field of intrusion detection system (IDS) research 

is continuously evolving, and several emerging trends 

and future directions are shaping the advancement of 

machine learning (ML) and deep learning (DL)-based 

IDS. These trends and directions include: 

• Deep Learning Architectures: There is a continued 

exploration of deep learning architectures, such as 

convolutional neural networks (CNNs) and recur-

rent neural networks (RNNs), in the field of IDS. Re-

searchers are investigating how these architec-

tures can be further improved and tailored for IDS 

applications. Future research may focus on devel-

oping novel architectures specifically designed to 

handle the unique characteristics of network traffic 

data. This could involve incorporating domain-spe-

cific knowledge and designing architectures that 

can effectively capture and represent complex re-

lationships in network data. 

• Transfer Learning and Pretraining: Transfer learn-

ing techniques have shown promise in addressing 

the issue of data scarcity in IDS. By leveraging mod-

els pretrained on large-scale datasets, IDS models 

can benefit from the learned representations of 

general data patterns. Future research may explore 

advanced transfer learning methods and investi-

gate the optimal strategies for transferring 

knowledge from pretrained models to IDS-specific 

tasks. This includes studying how to effectively 

fine-tune pretrained models and adapt them to the 

intrusion detection domain, ultimately improving 

the generalization capability of IDS models. 

• Unsupervised Learning for Anomaly Detection: Un-

supervised learning techniques offer the potential 

to detect unknown or novel attacks without relying 

on labeled training data. Research in this area may 

focus on developing robust unsupervised learning 

algorithms, such as generative models and cluster-

ing techniques, for anomaly detection in IDS. These 

approaches can analyze network traffic patterns 

and identify abnormal behaviors or deviations 

from normal patterns. By leveraging unsupervised 

learning, IDS models can provide early warnings of 

potential attacks and detect previously unseen in-

trusion patterns. 

These emerging trends and future directions in ML/DL-

based IDS research hold great potential for advancing 

the field. By exploring and harnessing the capabilities 

of deep learning architectures, transfer learning tech-

niques, and unsupervised learning approaches, re-

searchers can enhance the accuracy, efficiency, and 

robustness of IDS models. These advancements can 

contribute to the development of more effective and 

reliable intrusion detection systems, capable of accu-

rately detecting and mitigating a wide range of security 

threats in various network environments... 

7 Conclusion 

In summary, this review paper has presented a thor-

ough examination of intrusion detection systems (IDS) 

employing machine learning (ML) and deep learning 
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(DL) methodologies. The review highlights the im-

portance of ML/DL-based Intrusion Detection Systems 

(IDS) in effectively addressing the challenges pre-

sented by the ever-changing landscape of cyber 

threats. Through the utilisation of sophisticated algo-

rithms and models, intrusion detection systems (IDS) 

based on machine learning and deep learning (ML/DL) 

techniques have the potential to greatly enhance the 

precision, effectiveness, and resilience of identifying 

unauthorised access attempts. Consequently, this can 

lead to an overall improvement in the security stance 

of computer networks. 

The limitations of conventional intrusion detection 

system (IDS) approaches have been brought to atten-

tion in the review, emphasising the potential of ma-

chine learning and deep learning (ML/DL) techniques 

to address these limitations. The utilisation of deep 

learning architectures, such as convolutional neural 

networks (CNNs) and recurrent neural networks 

(RNNs), facilitates the identification of intricate pat-

terns and interconnections within network traffic data. 

Transfer learning and pretraining methodologies are 

employed to mitigate the challenge of limited data 

availability and improve the ability of Intrusion Detec-

tion System (IDS) models to generalise. 

In addition, the review has identified a number of ar-

eas in the field that lack sufficient research and present 

challenges, necessitating further investigation. The 

aforementioned factors encompass the interpretabil-

ity and explainability of intrusion detection systems 

(IDS) based on machine learning and deep learning 

techniques, resilience against adversarial attacks, 

scalability, and generalisation capabilities. Future re-

search endeavours should prioritise the development 

of methodologies aimed at elucidating the decision-

making processes employed by deep learning models. 

Additionally, efforts should be directed towards bol-

stering the resilience of Intrusion Detection Systems 

(IDS) against adversarial attacks, optimising computa-

tional resources to ensure scalability, and enhancing 

the generalisation capability of IDS models in order to 

effectively detect novel attack patterns.The im-

portance of ML/DL-based Intrusion Detection Systems 

(IDS) cannot be overstated within the realm of advanc-

ing cyber threats. As attacks become more intricate 

and advanced, conventional rule-based systems may 

encounter difficulties in maintaining pace. Machine 

learning and deep learning techniques have the capa-

bility to detect and address new or previously un-

known attacks in a proactive manner. This is achieved 

by utilising unsupervised learning methods, anomaly 

detection, and sophisticated deep learning architec-

tures. 

Based on the insights derived from this review, it is ad-

visable for researchers and practitioners to give prior-

ity to the resolution of the research gaps that have 

been identified, as well as to the advancement of in-

trusion detection systems (IDS) based on machine 

learning (ML) and deep learning (DL) techniques. The 

collaboration among academia, industry, and cyberse-

curity communities plays a vital role in gathering di-

verse and current datasets, creating IDS models that 

are flexible and responsive, improving the interpreta-

bility of deep learning models, and investigating the 

possibilities of unsupervised learning for the detection 

of new or zero-day attacks. In summary, the utilisation 

of Machine Learning and Deep Learning techniques in 

Intrusion Detection Systems (IDS) shows great poten-

tial in bolstering the security of computer networks. 

Researchers have the opportunity to enhance the de-

velopment of intrusion detection systems by focusing 

on the identified research gaps and continuously in-

vestigating emerging trends and techniques. This will 

ultimately strengthen our defences against evolving 

cyber threats, leading to more effective and resilient 

systems. 
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