Vol 44 No. 9
September 2023

Journal of Harbin Engineering University
ISSN: 1006-7043

Identification Of Vulnerability During Cross Border Transaction in IoT

R. Lingeswari®. Dr. S. Brindha?
1Ph.D Research Scholar, Computer Applications
2 Associate Professor, Department of Computer Science and Applications
1&2 St.Peter’s Institute of Higher Education & Research, Chennai, Tamilnadu, India
lingeswarir.21rsca002@spiher.ac.in ,brindhas.mca@spiher.ac.in

Abstract

The revolution of Internet of Things (IoT) has been triggering demands for the [oT devices in market. IoTs are actively
utilized in various social activities that enables the concept of industry 4.0 ecosystem. Conventional models for the
detection of traditional models involves the vulnerability analysis, where the decision is carried out using rules embedding
into the models. The fraudulent behavior is not reported in case of frequent transactions across cross-borders. In this
paper, we develop a machine learning model that is framed as a predictive big data analytics model that solves the
problems associated with vulnerability in transactions across cross-border. The study takes into concern various business
problems by banks associated with cross-border transactions with its historical data. The machine learning models help
banks to captures the details of fraudulent behavior in transactions. The simulation for predictive learning is induced by
the machine learning algorithm that uses historical data logs to train the classifier and thereby a model is developed to
predict the fraudulent transactions. The simulation results show that the proposed method enables better assessment on

finding the vulnerability than the existing methods.

Keywords: Internet of Things, Social Activities, machine learning, predictive learning.

1. Introduction

A recent study conducted in the United States found that
those who use mobile payment systems are more likely to
mismanage their funds than those who do not [1].
Worldwide, there is a growing trend away from utilizing
physical currency in favor of digital financial products [2]-
[3]. It is possible that without this knowledge, it will be
impossible to devise strategies to eliminate this financial
malfeasance [4]-[6].

There is reason to expect that customers will be able to
exert more control over their own financial life as a direct
result of technological developments in the supply of
financial services around the world [7] [8]. Contrary to
popular belief, research conducted in the United States
and cited above suggests that using some forms of digital
payment may potentially raise financial risk.

Due to the anonymity and convenience of these payment
options, some customers may be more prone to give in to
impulsive purchases than they would be when using cash
or credit cards. Therefore, more investigation into how
consumers employ these technologies and how they affect
consumer financial habits is necessary [9]. The potential
for harm to consumers or segments of consumers is one
area that needs to be examined so that service providers

and policymakers may plan for unfavorable consequences
[10].

When it comes to financial user terminals, attempts to
identify fraud are directed at the client system. An
Internet of Things (IoT) transaction is considered
fraudulent if the user hardware identifiers, network usage
data, and software activity data are used in a way that is
inconsistent with the typical transaction user terminal
[7]. Forensic malware analysis tools will be used to collect
data from user terminals for study. Methods from
malware forensics can be used to mimic the user behavior
in order to steal live data from their system [16].
However, just the most crucial information should be
gathered, and it should be streamlined so that rapid
analysis can be performed, as financial transactions must
be processed in real time. Setting the settings outside of
the normative past behaviors for the transaction is
crucial. The importance of detecting prior information
change for transactions between user activities cannot be
overstated [13].

In this paper, we develop a machine learning model that
is framed as a predictive big data analytics model that
solves the problems associated with vulnerability in
transactions across cross-border. The deep belief
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network classifiers are used to classify the fraudulent
behavior in transactions conducted only from the input
IoT devices.

2. Related works

Most studies look on how border controls affect economic
growth [14]-[17]. In the past several years, the number of
cross-border transactions has increased due to the
widespread availability of increasingly sophisticated
forms of financial technology (FinTech). The increase in
output can be traced back to advancements in financial
technology, such as streamlined payment methods and
reduced fees for online transactions [18]-[20]. Countries
of origin and countries of destination are able to conduct
financial transactions thanks to remittances from migrant
workers, which is becoming an increasingly important
role in the economies of many countries. In this article, we
look into the challenges faced by authorities as they try to
keep an eye on the remittances industry for signs of illicit
activity.

Financial risk management in multinational corporations
is the focus on cross-border transaction like cross-border
e-commerce logistics supervision system (CBELSS), Cross
Border e-commerce system (CBES) and cross border
transaction with big data (CBTBD). In recent years, the
degree to which the Chinese and global economies are
interwoven has increased as a result of fast economic
progress on both sides. Many Chinese domestic
companies are actively seeking opportunities to become
international organizations and expand their operations
outside of China as a result of the rapid expansion of China
social economy. However, MNCs need to improve their
understanding of financial hazards and their ability to
minimize such risks in order to produce, operate, and
expand in a manner that is less risky [16].

The current status of the group company worldwide
activities is discussed, and then the underlying challenges
that are holding them back are separated. This study
screens and ranks the financial risk, determines the
likelihood index, severity index, and financial risk index
associated with this risk, and provides policy suggestions
based on these findings [20]. The purpose is to find the
dangers waiting in the international exchange of financial
derivatives; it finds and fixes the mistakes that are made
during this process; it calculates the possibility index, the
severity index, and the financial risk index related to this
danger; it screens and ranks the dangers; and it suggests
a method for determining which dangers are the gravest.
In order to achieve the characteristic identification of
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transaction risks, it is necessary to first calculate the gap
between the ideal solution and risk element. Such
behaviour enables the study to accomplish goal of
successfully identifying transaction risks[16].

3. Proposed Method

An outline of the methodology is depicted in Figure 1.The
study describes the model for vulnerable transactions in
cross border transactions carried out via IoT devices.
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Figure 1: Proposed Model

Data Collection:

The Internet of Things (IoT) is a growing system of
interconnected computing devices that can instantly
exchange and process data using onboard sensors. The
Fourth Industrial Revolution is another name for the IoT.
The financial technology industry has received a
significant boost from the Internet of Things in recent
years, especially in the fields of data security and
monetary transaction processing. A mobile POS system is
a portable point-of-sale terminal. It is a portable POS
system that uses a device that incorporates sensors and
other Internet of Things technical processes, allowing it to
be used in any location. By simplifying data collecting and
exchange, the Internet of Things is assisting the banking
industry in making more educated decisions on
investments, insurance premiums, customer risks, and
other areas of concern.

Pre-processing:

Incorrect data rows are removed as the first step in the
pre-processing phase. This action is taken in relation to
the data set. The correct format for each variable should
be determined after checking with experts in the
respective domains. Incorrect samples are frequently
deleted because of software, programming, or data entry
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errors. It is unfortunate that these slip-ups are frequently
exaggerated to avoid further scrutiny. So, they need to be
flagged as suspicious right away.

Feature Extraction

The study collect all user-level financial activity and
generate a vector set representing it. Looking back at the
fraudulent schemes outlined in the previous section, we
find that they all exhibit common characteristics, such as
an excessive number of transactions, unusually particular
destinations, and consecutively big amounts with very
short periods in between. These are only some of the
features that emerge from our examination of these plans.
Features such as recency, frequency, and monetary
variables (RFM) are widely used in the business world. If
any of these metrics shows abnormal values, an alert
needs to be sounded. Combining these numbers yields a
wide variety of sequences of varying lengths. Loss of
information is inevitable when these sequences are
combined into a single dataset via compression. When
representing a time series, it is preferable to utilize more
than one statistical measure, such as the median, the
mean, or the standard deviation.

When working in an unsupervised setting, most feature
selection strategies won't work. Simply counting the
number of values that are contained within each feature
across all of the samples is the simplest test that can be
performed on the received dataset. Empty columns
should be reorganized or removed altogether because
they do not contribute to any analysis or conclusion. The
similar approach should be taken with features that
always have the same value, as these are easy to spot
anytime there is just a little amount of variance in the
column.

In addition, we utilize the Pearson correlation coefficient
to assess the degree to which a given pair of qualities are
related to one another. To determine whether or not a
column always returns a value between -1 and 1, we can
calculate this metric for every possible column-pair
combination and then remove the columns that always
return negative or positive values.

A subset of the columns in the dataset may be missing
values. In certain cases, a sample may be invalid if its
validity depends on the presence or absence of a value for
a particular characteristic; in others, the absence of a
value for a particular characteristic may not render the
sample invalid. Anomaly detection techniques can be
weakened by missing data. For missing data, we suggest
using the median of the missing column(s). The
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performance of anomaly detection systems may suffer if
the intervals used to define the characteristics are highly
variable. First, we divide the value in each column by the
standard deviation, and then we subtract the mean from
the data. After that point, subsequent feature values will
also be condensed to fall inside [1, 1].

Using the scikit-learn machine learning framework
available implementations, we train the aforementioned
anomaly detection algorithms with the supplied dataset.
Some of the model parameters must be set to account for
the specifics of each situation.

Bayesian Information Criterion (BIC) plots are generated
for relevant models by using the method with different
values for this parameter. The BIC relevance cannot be
grasped in isolation, but it may be used to compare and
contrast the strengths of different models. Find the
inflection point when the curve stops reducing noticeably
to create the threshold for the number of components.
One method used commonly in cluster analysis is known
as the elbow technique.

3.1. DBN Classification

Unsupervised training of a deep belief neural network
(DBN) could lead to the network eventual ability to
probabilistically recreate the results of its inputs. In later
steps, the layers are converted into feature detectors.
After this phase of training is complete, a DBN can be
taught to do classification tasks under human guidance.
DBNs are constructed using a large number of
unsupervised, fundamental networks like restricted
Boltzmann machines (RBMs).

When one hidden layer is passed on to the next, it
becomes the sub network visible layer. Using generating
energy and connecting layers but not their individual
nodes, RBMs are a subset of undirected models. It takes
input from two layers, one of which is transparent and the
other hidden. Applying contrastive divergence to each
subnetwork provides an unsupervised layer training from
the lowest layer pairs as in Figure 2.

—
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—

Figure 2: DBN architecture with a output layer and 2
hidden layers

To increase the process of the learning curve associated
with RBM, the contrastive divergence approach is
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employed. This approach is predicated on the idea that all
hidden units can be updated simultaneously while the
visible ones are first updated, reconstructed from the
hidden ones, and then updated again. Binary units with
arbitrary weights are joined at various levels to form a
simple belief network. The belief network is an acyclic
graph, which means that the information types it trusts
may be seen at its leaf nodes. In order to produce outputs
that are consistent with observations, a DBN must
observe the unobserved stochastic units and hence based
on which the weights should be modified. A node in a DBN
can have a value of 0 or 1, and the likelihood of it switching
to 1 is determined by the node bias and the quantity of
weighted information it receives from other nodes as

expressed below:
dlog(p(v))
OW.

ij

w; (t+1)=w,; +7

Here

n - learning rate

p(v) - visible vector probability

j - visible layer,

i - hidden layer, and

W - weight matrix between j and i.

To begin training a DBN, a layer of features based on
observable units must be learned using the contrastive
divergence (CD) technique. The next phase involves
feature learning from the final hidden layer while
considering the outputs of activation functions from
previous hidden layer and visible units. After the last
hidden layer has been trained, the entire DBN is
evaluated. The greedy learning technique can be used as a
starting point for training a DBN. This is because each
layer of the training RBM is optimized with the CD
approach, and the succeeding stacking RBM layer uses
these values to optimize itself. It is feasible that the global
optimum is necessary since each layer is learnt iteratively
to obtain optimal values.

We choose samples created by persistent contrastive
divergence because it produces samples that are heavily
weighted toward more recent data. We can then employ
samples that are heavily weighted toward more current
information. Starting from a random seed at the beginning
of each iteration, samples are generated for the model
distribution that are sampled on the hidden states. These
latent states are preserved from one data point to the
next.

By treating the hidden layer, DBNs can be constructed
from a stack of RBMs. Building a DBN is the end
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consequence of this procedure. Applying the previously
mentioned, unsupervised RBMs as well as the addition of
hidden layers has been shown to raise the lower bound on
the log-likelihood of the training data. The possibility of
encoding abstract features at higher levels is higher since
these attributes tend to appear there, and they are thus
very useful for classification applications. Back
propagation of errors is used to fine-tune the entire DBN
network once the top layer has been trained using
supervised learning techniques. DBNs facilitate the
merging of disparate data sources into unified wholes. It
is feasible to produce a new association layer by
constructing a shared visible layer at the top of both
preprocessing hierarchies, which are constructed
independently for the two inputs. This paves the way for
constructing preprocessing hierarchies for both inputs.
Therefore, DBNs may store not only flat data, but also data
organized in hierarchical structures like trees.

[t is not only costly and time-consuming to manually label
data, but it is also a tedious and tedious endeavor. Data
labelling could be increased up with the use of pseudo
labelling, as demonstrated in Figure 3.

Predicted
- label for
2 next stage
-
é
&
E Check if tre
£ . Label as
Labelled L= Model pretlimedl unlabeled
Data label is va'id d
ata
A
Generate
. " Psendo- |,
Retrained Model + abelled ¢
Data
Figure 3: Labelling method
Screening the CBT

Evaluating the implications and potential of the identified
hazards, and assessing the prospective consequences on
the project objectives in descending order of significance,
are all part of the CBT derivatives design (Figure 4). The
final product is a document that includes both a list of
potential threats and a plan for dealing with them.
Ultimately, this report will be used to prioritize risks
based on their possible impact on the project desired
outcomes. The project overall risk can be assessed by
comparing the weights given to the various risks. The first
stage is to identify the risks connected with CBT
derivatives transactions and the final stage is to screen
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and classify the transaction risks associated with such
trades.

Estitrate
rick ratein
expected

data
Creste Estimate Apply CBT
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predictive risk inclex —» Screening —* riskinrisk — rick rate
CBT dazaset value dataset
Estimrate
the
derivative l
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real-time
risk
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Figure 4: Process of Risk estimation
Transaction risk connected with international financial
derivatives can be screened and ranked using the
likelihood index, the severity index, and the financial risk
index. Utilizing these indicators is important. Risk
connected with foreign transactions involving financial
derivatives is often described using the following formula
for the possibility index of transaction risk:

8, (8)=max{P, (s> 5., ), P (< S )}

where

Pr(+) - probability value, and

S- trading node of CBT derivatives.

Cross-border transaction in financial derivatives can be
characterized by the following formula, which accounts
for both the frequency and magnitude of trading hubs.

|S| _|Smax| |S| _|Smin|
1)
|Smax| |Smin|
To obtain the solution for identification of risks associated
with the CBT derivatives in cross-border operations, we

employ the analytical hierarchy process to screen the
risks of financial derivatives in cross-border operations

o,

e

(S)=max

and to delete risks with minimal impacts on CBT
derivatives. This is done to cut down on the amount of
potential transaction hazards that need to be found. The
dangers of engaging in international trading in financial
derivatives can be broken down into the following
categories:

a = P/Pmax
where
Pmax- financial risk limit of derivatives associated with
CBT,
P- financial risk in real-time for the derivatives associated
with CBT, and
a- rate of financial risk.
Financial derivatives transaction risk DRI is expressed as
a percentage, and it is used as a screening and ranking
index for cross-border business deals. Multiplying the
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anticipated risk in CBT derivatives using actual risk
provides the value of this index.
DRI=P x

Figure 2 depicts the method used to screen and evaluate
dangers related to overseas deals using financial
derivatives. Analytic hierarchy technique is used to
calculate the severity, probability and financial risk index
of CBT derivatives. The scale of the problem that needs to
be addressed to jointly identify transaction risk in cross-
border financial derivatives is then reduced by screening
the risks involved.

Finding Risk Derivatives

The analytic hierarchy approach is used to address the
distance between indicators of the CBT derivatives risk in
cross-border transactions, which is a statistical problem.
This method is used to limit the mutual interference (MI)
between various indicators and to avoid the
dimensionality problem between the various indicator
properties.

Assuming the identifiers are a multi-attribute vector x=
(x1, X2,...,.Xp) with a covariance matrix sanda mean value u=
(u1,u2,...,1p),, we can compute the Mahalanobis distance of
the identifier index as follows.

M () =(x— )" s (x- )

Ai- index value of ith transaction risk element,

B+and B-- positive and negative ideal solution,

s~1- inverse covariance matrix for a transactional risk.
Since s-1 is linearly invariant, it is unaffected by changes
in the identification indicator dimensions, as well as the
correlation between the indicator qualities has been
broken. Moreover, the connections between the various
characteristics of identifiers have been severed. The
transaction risk component is defined as the difference
between the B* to B-.

M(AB)=y[A-B) s"(A-B)
M(AB)=y(A-B) s"(A-E)

Considering the proximity element of the CBT risk s c;, the
following formulation is attained:

. M(A,B")
' M(A,B)+M(A,B")

For financial risks, the positive and negative distances

from the risk element to the ideal solutions are defined by
the Mahalanobis distance. To model the risk characteristic
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of CBT, a combined risk identification model is built. This
is achieved by estimating the proximity of the risk
component of international trading in financial
derivatives.

Classification Score
The system calculates a score for each individual. It is
difficult to make direct comparisons between these
numbers because they are measured on such different
scales. The formula we use to give the highest possible
score of 1 to the most suspicious person in the dataset and
the lowest possible value of 0 to the most ordinary person
is as follows:

scorenew = [scoreold — min(scoreoid)] / [max(scoreoid) -

min(scoreoid)]

The next step is to calculate an average of the first three
scores in order to produce a fourth score for each data
point. It is possible that our methods are the best fit for
the data via feature extraction, if the histograms obtained
are different from one another. The average score and the
other outcomes should be fairly consistent with one
another, although the other possibilities may differ. In
order to set a higher accuracy, it is sometimes necessary
to average scores from multiple sources. The most
suspicious accounts are given top priority for further
human investigation with the help of money laundering
and financial professionals.

4. Results and Discussions

Experiments are conducted to test the viability and
efficacy of a method for identifying risk features in cross-
border financial derivatives deals. The first stage in
getting sample data for use in a transaction risk analysis
is classifying the raw data, choosing samples at varying
risk levels, and collecting the data that is produced as a
result. The sample data must be separated into a training
data set and a test data set before the experiment can be
run. It is recommended that there be 5,000 training
samples in the training data set and 1,000 test samples in
the test data set.

Since there exist no cross-domain CDT datasets in real-
world, we modelled a transactions system, wherein we
transferred payments via loT across different servers. The
log results are collected and stored in the form of a
database and then we processed the financial risk across
CDT. The simulation is conducted in terms of how well the
system identifies the potential risk and discards the
transactions.

Vol 44 No. 9
September 2023

The simulation is modelled in python and the results show
that the proposed method achieves higher rate of
accuracy in detecting the risk in training and in testing
modes. Likewise, it is seen that the proposed method has
higher precision, recall and f-measure rate in training and
testing modes.
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5. Conclusions

We address the challenges of transacting across
international borders by creating a machine learning
model in the form of a predictive big data analytics
platform. This research examines a wide range of banking
issues concerning cross-border transactions by analyzing
historical data. Machine learning algorithms aid financial
institutions in the detection of fraudulent transactions.
The manageability of the financial derivatives trading firm
can be enhanced by employing the simulation
management data identification and query approach to
more precisely identify the risks associated with CDT
derivatives. It is necessary to have a more in-depth
understanding of the potential threats. A model that can
foresee fraudulent transactions can be generated using a
simulation generated using a machine learning technique
that employs the utilization of previous data logs to train
a classifier. Then, you can apply this model. From what we
can tell in the simulation, the proposed method does a
better job of assessing susceptibility than the methods
that are currently being employed.
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