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Abstract—The internet has arrived at such a stage that it has merged with our daily life, enlarging 

rapidly in the last few  years. Data security and privacy has become a main risk and threat to everyone 

who is using or surfing over  the  internet. Data privacy and security makes  sure  that  data  should  only  

be accessible by the authorized user & prevents the alteration and modification of message or data. So as 

to attain this level     of protection and security, various methods and algorithms are developed. 

Cryptography is a technique of securing data with  the help of algorithms, so that only the intended user  

can  process and access that data. The letter suffix ‘graphy’ stands for ‘writing’ and ‘crypt-’ means ‘hidden’. 

Cryptography is defined as the method that cipher information, depending on particular algorithms and 

codes make the info unreadable to the human eyes unless it is decrypted back by the codes that were pre 

decided by the client/sender  .  Cryptography  is  the  technique of writing secure messages and data. 

Cryptographic algorithms are used to maintain the accounting and integrity of a system. The fundamental 

usage of cryptography is the capability to transfer data and messages between two parties in such a way 

that data is inaccessible to the unintended users. This project  will be able to convert web application 

based encryption and decryption which convert confidential data into unreadable form by using various 

encryption techniques i.e converting plain text into hashing format). Base32, Base64, Base84 etc. are the 

few examples of base encryption techniques. 

Index Terms—Cryptography, Encryption, Decoding, Security, Decryption 

I. 

INTRODUCTION 

Data privacy and security has become the 

foremost facet while transportation of data and 

information [1]. The exchange and transmission 

of information, images, videos and docu- ments 

all needed data security and privacy from 

unauthorized users [2], [3]. Cryptography is the 

technique of writing secure messages and data 

[4], [5]. Cryptographic algorithms are used to 

maintain the accounting and integrity of a 

system. The fundamental usage of cryptography 

is the capability to transfer data and messages 

between two parties in such a way that data is 

inaccessible to the unintended users. Fig.1 tells 

the  data is transferring between sender or 

client and receiver or server. Fig.3 indicates the 

interrupt is sitting b/w sender and receiver and 

interrupt is stealing and deleting the 

information between the two parties [6], [23]. 

Figure 2 below shows the communication 

between sender and receiver. 

Cryptography is the algorithm of mathematics to 

encrypt and decrypt the data [7], [24]. The 

technology we are using    in this project is 

encoding. Encoding is the technique of 

converting the data from one format to another 

format. There is a difference in Encryption , 

Encoding and Hashing  [8], [25]. Encrypted data 

can be converted back to its normal form while a 

hashed value can’t be converted back to normal 

form. So Encryption ensures confidentiality 

while hashing ensures integrity. A hash function 
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 is used to generate a new value according to the 

algorithm [9], [26]. 

Cryptography plays an important role in 

achieving  the  main goals of cybersecurity, like 

confidentiality, integrity, non- repudiation and 

authentication. Cryptography algorithms and 

codes are designed to achieve this goal [10], 

[30]. Cryptog- raphy has the  important  role  in  

maintaining  and  providing a powerful, robust 

network and reliable data privacy and security. 

The research has been successfully completed 

[11], [29]. The calculations in this research 

concludes that the Base algorithms are also good 

at information security systems for decryption 

and encryption as well [12], [28]. Figure 2 show 

how the interrupt sitting between sender and 

receiver can possibly do. 

II. LITERATURE REVIEW 

Susan al. indicates that computer & network 

security is rapidly increasing technology in the 

domain of computer science and digital 

information, with computer and network 

security learning cannot be stopped. Algorithmic 

codes and mathematical techniques, like 

encryption and hashing tech- niques, are the 

most focus of information and cyber security 

courses. As hackers are  finding  new  ways  and  

techniques to hack computers and networks, 

new  certificates,  courses and training are 

created that will cover the newest kind of  web 

vulnerabilities and cyber attacks, but those 

vulnerabilities and attacks are also becoming 

outdated everyday due to the responses and 

patches from security teams [13]. Data privacy 

and security makes sure that data should only 

be accessible by 

 

Fig. 1. Communication between Sender and 

Receiver 

 

Fig. 2 The interrupt is sitting b/w sender and 

receiver the authorized user & prevents the 

alteration and modification of message or data. 

So as to attain this level of protection and 

security, various methods and algorithms are 

developed [14]. Khalifa Othman[v] indicated the 

first main concepts, goals  & characteristics of 

cryptography. He wrote that in the present age, 

which is this present generation of information 

and digital data, communication and 

transmission has promoted the expansion of the 

technology & that’s why it has a very vital role 

that needs data privacy of the user to be secured 

and making sure that when information is 

transferred through the means of 

communication [15], [31]. 

Jirwan Nitin [vi] demonstrated that information 

and data communication depends mostly on 

transfer of data over the internet, in which 

integrity and security has most importance 

while using the encryption and hashing 

algorithms in order  that information and digital 

data should reach  the  receiver end securely 

without intervention and modification [16]. 

Nitin also referred to the other several 

algorithms and codes that have been used in the 

process of digital transmission, like asymmetric 

and symmetric method. Nitin also tells us that 

how people are using cryptographic algorithms 

will be deciding  the future of data privacy, that 

basically  depends  on  laws  and regulations & 

traditions also, what is the current world 

expecting to attain [17]. 

In a research on cryptography and cyber 

security, Tayal Sandeep indicated that with the 

development of commerce applications and 

software, large amounts of digital data and 

information is being produced everyday by 

individuals and companies all over the globe. It 

made data privacy and security an enormous 

issue and threat in the matter of making sure 
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 that the transmission of information through the 

internet is safely delivered. As more people are 

using the web, it further signifies the need for 

cryptographic algorithms and codes [18]. 

Gupta Anjula [viii] refers to the beginning & 

definition of cryptography and how data 

security and privacy is a difficult challenge in the 

age of the internet and computers. Addition- 

ally, cryptography is another way to make sure 

integrity, au- thentication, confidentiality & 

availability of the people and its digital data and 

information by ensuring privacy and security. 

This research also included other cryptographic 

algorithms and code that has provided the 

technique and methods to secure the users data. 

In addition, the future of cybersecurity and 

cryptography depends on a governing system 

producing strong and encrypted keys to confirm 

that only the intended and authorized user with 

the correct key should gain access to it, while 

other people without the correct keys can’t 

access [19]. Callas J. refers to the topics like 

network  security,  pri- vacy strengthening 

technologies, cryptography, legal changes 

connecting the reliability, cryptographic 

technologies that are useful in dataprivacy 

improvement. Callas writes that  how people are 

using cryptographic algorithms  will be deciding 

the future of data privacy,  that  basically  

depends  on  laws and regulations & traditions 

also, what is the current world expecting to 

attain[29-35]. Callas noted that several gaps are 

in the domain of cryptography for future 

developers and researchers to fill [20]. In 

addition, the future of cybersecurity and 

cryptography depends on a governing system 

producing strong and encrypted keys to confirm 

that only the intended and authorized user with 

the correct key should gain access to       it, while 

other people without the correct keys can’t 

access.  Finally, he demonstrated that people’s 

thought and perspectives about communication 

privacy and security is a mirror of the changes 

that happen in cyber laws that come into 

acutality through incidents like the terrorist 

attacks of 9/11. 

Anjula Nitin [x] tells us that As hackers are 

finding new ways and techniques to hack 

computers and networks, new certificates, 

courses and training are created that will cover   

the newest kind of web vulnerabilities and cyber 

attacks, but those vulnerabilities and attacks are 

also becoming outdated everyday due to the 

responses and patches from security teams. This 

research also included other cryptographic 

algorithms and code that has provided the 

technique and methods to secure the users data. 

It made data privacy and security an enormous 

issue and threat in the matter of making sure 

that the transmission of information through the 

internet is safely delivered. As more people are 

using the web, it further signifies the need for 

cryptographic algorithms and codes [21]. 

III. METHODOLOGY 

The conversion of Base encoding is one of the 

algorithm for encode & decode the message into 

ASCII format, Base encod- ing and decoding is 

established on the number 32,82.64.91,. The 

words developed from Base  include  ‘0..9’,‘A...Z’  

and ‘a. . . z’ ‘+’ & ‘/’ are the last two characters. 

The Base64 encoding & decoding algorithm is 

easy and straightforward as shown in figure 4 

and 5 below. There are some steps to achieve 

the Base algorithm: Check for the ASCII code of 

every letter as shown in figure 3 below. Search 

the binary number eight bits of existing ASCII 

code. 

1) Add the last 8 bits to 24 bits 

2) Divide the earlier 24 bits to 6 bits It’ll 

generate 4 fractions 

3) Every section is then transformed into a 

decimal value 

4) In last convert these to characters with 

the help of index table 

IV. RESULT 

The data is a sensitive part of any people and 

organization. Any threat or loss to data can 

prove to be a great damage to the people and 

organization as well. These days sharing the 

data on the internet is becoming a huge concern 

due to privacy and security problems. Hence 

more algorithms and techniques are needed to 

secure the shared information in an unsecured 

channel like the internet. This research focuses 

mainly on a combination of different 

cryptography algorithms to protect the data and 
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 information while sending over the internet. We 

all know how important defending and 

protecting personal data and information is to 

users and organizations, that’s why all data and 

documents must be encrypted in a secure way 

so that only the intended user gets access to it. 

  

 

 

Fig. 3.    Fig3.  ASCII Table 
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Fig. 4.    Encoding Flowchart of Base64 
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Fig. 5.    Encoding Flowchart of  Base64 

V. 

CONCLUSION 

Cryptography plays an important role in 

achieving  the  main goals of cybersecurity, like 

confidentiality, integrity, non- repudiation and 

authentication. Cryptography algorithms and 

codes are designed to achieve this  goal.  

Cryptography  has the important role in 

maintaining and providing a powerful, robust 

network and reliable data privacy and security. 

The research has been successfully completed. 

The calculations in this research concludes that 

the Base algorithms are also good at information 

security systems for decryption and encryption 

as well. Base coding and algorithms are easy to 

implement. Actually, it’s not usually used for 

encoding, but at sometimes it appears to be like 

encoding. Base algorithms convert the character 

or phrase to a fixed length of character to make      

the transfer of data more secure. Cryptography 

is defined as the method that cipher 

information, depending on particular algorithms 

and codes make the info unreadable to the 

human eyes unless it is decrypted back by the 

codes that were pre decided by the 

client/sender. The cryptographic algorithms 

needed to be improved to make the data 

integrity and security level increase. 
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