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Abstract

This paper presents a review and compares the two most widely used Quantum key distribution protocols based
on quantum teleportation, the BBT84 protocol and the E91 protocol. Quantum key distribution protocols based
on quantum teleportation are particularly secure because they are immune to all known attacks by classical
adversaries. Both considered protocols work by exploiting the entanglement of photons to generate a shared
secret key between two parties. Each protocol possesses its unique strengths and weaknesses. While the BBT84
protocol demonstrates higher efficiency than the E91 protocol, it is concurrently more vulnerable to potential
eavesdropping attempts. Conversely, the E91 protocol, albeit less efficient compared to the BBT84 protocol,
exhibits heightened resistance to eavesdropping attacks. The paper concludes with a discussion of the
prospective advancements of quantum teleportation-based quantum key distribution protocols. Although these
protocols are currently in the development phase, these protocols hold the promise of fundamentally
transforming secure communication methods.
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1. Introduction of quantum mechanics to create reliable encryption

In the late 1970s and early 1980s, there was
significant progress in the field of cryptography.
This period was marked by intense rivalry during
the Cold War. Concurrently, in addition to the use
of mainframe computer systems and
supercomputers, the industry began mass-
producing computers and telecommunication
equipment accessible for business and personal
use. This contributed to the development of what is
known as "civilian cryptography." During this
period, especially in symmetric encryption systems,
concepts such as the Feistel network, the RSA
algorithm, and public-key cryptography were
introduced, along with the development of secret-
sharing methods, remote coin tossing, and other
cryptographic primitives. All these advancements in
cryptography are closely linked to the development
of "cryptographic mathematics."[1]

In the mid-1980s, Charles Bennett and Gilles
Brassard proposed using characteristics of the
microworld in cryptography, marking an early stage
in the development of quantum cryptography.
Their research focused on incorporating principles

methods, opening new horizons in the field later
referred to as "quantum cryptography."

Currently, there are several classification
approaches for quantum information protection
methods, based on various criteria. Article [2]
introduces a classification considering two aspects:
the goals of ensuring information security,
addressed by different methods, and the
application of quantum technologies, emphasizing
the features of quantum systems. An expanded
classification is proposed in the work [3],
considering new directions in the field of quantum
cryptography. Figure 1 illustrates a list of
contemporary quantum information protection
methods based on their intended purposes.
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Figure 1 - Quantum methods of information
protection

Quantum cryptography is a method of protecting
information based on the principles of quantum
mechanics [4]. Unlike classical cryptography,
quantum cryptography provides absolute secrecy
because it is impossible to intercept or copy a
guantum state without destroying it. The main
concepts of quantum cryptography are key,
guantum state, and quantum teleportation. A key is
a secret set of bits used to encrypt and decrypt
information. A quantum state is a state of a
quantum system characterized by a set of
probabilities for various measurements. Quantum
teleportation is the process of transferring a
guantum state from one particle to another.

The advantages of quantum cryptography over
classical cryptography are as follows: absolute
secrecy, ease of implementation, and insensitivity
to quantum cryptanalysis. Absolute secrecy lies in
the impossibility of intercepting or copying a
guantum state without destroying it [4]. The ease
of implementation is that quantum cryptographic
protocols are relatively simple to implement, given
that there are only two legitimate users in the
system [5]. For multi-layer protocols, it is necessary
to take into account the construction of the
network infrastructure and devices in this network.
Insensitivity to quantum cryptanalysis is that
quantum cryptography cannot be broken by a
quantum computer [6]. And while the classical
means of encryption and providing safe traffic
between several points of communication, there is
still a growing concern for them both, not only for
particular algorithm but for the both domains as a
whole. Since most of the common symmetric key
algorithms and even those that still being
developed and introduced across the globe use the
concept of the Fiestel Network [24-25] to some
degree, it makes them potentially vulnerable for
the Grover’s algorithm in the near future. As for the
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public key algorithms, they may potentially suffer
the same fate but with the Shor’s algorithm. Both
of these points should further suggest the need for
the means of ensured protection, for example by
means of quantum physics.

Quantum teleportation is the process of
transferring a quantum state from one particle to
another [7]. This process is based on the principle
of entanglement, which is that two particles in an
entangled state are connected to each other in such
a way that a measurement of the state of one
particle instantly affects the state of the other
particle, even if they are separated by a large
distance.

Quantum teleportation can be used in quantum
cryptography to distribute a secret key between
two parties. In this case, one party (the sender)
creates an entangled pair of particles and transmits
one of them to the other party (the receiver). The
sender then measures the state of its particle and
transmits the measurement result to the recipient.
The receiver uses the measurement result to
restore the state of its particle, which now matches
the state of the sender's particle.

Quantum teleportation is one of the most
important achievements of quantum physics. It can
potentially revolutionize how information is
communicated and security is achieved [7].
Quantum teleportation is based on the principle of
entanglement, which is one of the fundamental
properties of quantum mechanics. Entanglement
means that two particles in an entangled state are
connected to each other in such a way that a
measurement of the state of one particle instantly
affects the state of the other particle, even if they
are separated by a large distance [8].

The paper concludes with a discussion of the
prospective advancements of quantum
teleportation-based quantum key distribution
protocols. Although these protocols are currently in
the development phase, these protocols hold the
promise of fundamentally transforming secure
communication methods. The article will review
and compare the main protocols: the Bennett-
Brassard-84 (BBT84) protocol and the Ekert91 (E91)
protocol.
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2. Description of BBT84 and E91 Protocols
The BBT84 protocol was first proposed in 1993 by
Charles H. Bennett, Gilles Brassard, and Arthur
Eckert [9-10]. It was one of the first proposed
quantum key distribution (QKD) protocols and
remains one of the most widely studied and
implemented QKD protocols today.

How the protocol works:

1. Alice and Bob share a pair of entangled
photons. Two photons are considered entangled if
they are in the same quantum state. This means
that measuring the polarization of one photon
instantly reveals the polarization of another
photon, even if the photons are separated by large
distances. This can be done using a Spontaneous
Parametric Down Conversion (SPDC) source. SPDC
is a nonlinear optical process in which a single high-
energy photon is converted into two lower-energy
entangled photons.

2. Alice randomly selects one of four
polarization bases: X, Y, Z, or H. She does this using
a random number generator. The polarization basis
is a set of two orthogonal polarization dimensions.
3. Alice measures the polarization of the
photon on the basis she has chosen. She did this
using a polarizing beam splitter and two
photodetectors. A polarizing beam splitter is a
device that splits a beam of light into two beams
depending on the polarization of the light. A
photodetector is a device that converts light into a
machine signal.

4, Alice publicly announces her chosen basis,
but not the result of her measurement. She does
this by sending Bob a classic message.

5. Selects one of the four bases of
polarization in a bean manner. It does this using a
random number generator.

6. Bob performs a unitary transformation of
his photon depending on the amount of his basis
and the basis declared by Alice. It does this using a
wave plate. A wave plate is a device that changes
the polarization of light.

7. Bob measures the polarization of his
photon on the selected basis. It does this using a
polarizing beam splitter and two photodetectors.

If Alice and Bob chose the same basis, their
measurements would correlate. This means that if
Alice measured a horizontal photon, then Bob also
measured a horizontal photon, and vice versa. If
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Alice and Bob choose different baths, their
measurements will be uncorrelated. This means
that there is a 50% confidence that Alice and Bob
are measuring the same polarization state and a
50% confidence that they are measuring different
polarization states.

Alice and Bob can use adjustments to their
measurements to establish the secret key. They do
this by comparing measurement results and
discarding any uncorrelated results. The remaining
results were used to generate a shared secret key.
The E91 protocol was first proposed in 1991 by
Arthur Eckert [11]. It was one of the first proposed
quantum key distribution (QKD) protocols and
remains one of the most widely studied and
implemented QKD protocols today. The E91
protocol is based on the principle of quantum
teleportation [9], which allows quantum
information to be transferred between two remote
locations without physically sending the quantum
system itself.

The working principle of the protocol [10-12]:

1. Alice and Bob share a pair of entangled
photons. This can be done using a Spontaneous
Parametric Down Conversion (SPDC) source.
Entangled photons are in the Bell state, which is a
superposition of two product states. This means
that if Alice measures the polarization of her
photon and finds it to be horizontal, then Bob is
guaranteed to measure a horizontal photon, and
vice versa.

2. Alice randomly selects one of four
polarization bases: X, Y, Z, or H. The polarization
bases X, Y, Z, and H represent four sets of
orthogonal polarization states.

3. Alice measures the polarization of her
photon on the selected basis. Alice does this using
a polarizing beam splitter and two photodetectors.
A polarizing beam splitter splits a beam of light into
two beams depending on the polarization of the
light. Photodetectors convert light into electrical
signals.

4, Alice publicly announces her chosen basis,
but not the result of her measurement. Alice does
this by sending Bob a classic message.

5. Bob randomly selects one of the four
polarization bases. Bob does this using a random
number generator.
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6. Bob measures the polarization of his
photon on the selected basis. Bob does this using a
polarizing beam splitter and two photodetectors.
The results depicted in Figure 2 represent the
findings of an experiment carried out on five
distinct quantum computers utilizing the E91
protocol [12]. A customized computer program was
implemented for the purpose of simulation,
evaluating the connection strength on each
individual computer. The data gleaned from the
simulation underscores the effective functionality
of our E91 protocol, as minimal CHSH correlation is
evident across all tested computers. Through
meticulous calculations, it was discerned that the
device ibmg-rome achieved the most favorable
performance, attaining a score of -2.66, while ibmg-
london demonstrated the least favorable
performance, with a recorded value of -2.76.

CHSH MEASUREMENT RESULT

|
-2.8 -2.75 -2.7 -2.65 -2.6
ibmg_burlington ®mibmg_vigo

ibmq_london Hibmq_athens
mibmg_rome

Figure 2 - CHSH measurement result

3. Security Analysis of BBT84 And E91

The inherent security of the BBT84 and E91
protocols stems from their foundation in a
fundamental principle of quantum mechanics:
quantum entanglement. This non-local
characteristic of quantum entanglement renders
these protocols impervious to known classical
attacks, owing to their incompatibility with classical
modeling. One of the primary vulnerabilities that
protocols often face is eavesdropping, where an
unauthorized party attempts to intercept the secret
key shared between Alice and Bob. In the BBT84
and E91 protocols, any attempt at intercepting the
secret key without disturbing the entangled
photons would disrupt the measurement
correlation between the two parties. Consequently,
any eavesdropping attempt by an adversary can be
detected by Alice and Bob.

Another common attack on protocols is the man-in-
the-middle attack. In a man-in-the-middle attack,

Vol 44 No. 12
December 2023

an attacker impersonates Alice and Bob and
exchanges secret keys with both of them. The
attacker can then combine the two private keys to
obtain the master key. In the BBT84 and E91
protocols, an attacker cannot impersonate Alice
and Bob without disturbing the entangled photons.
If an attacker tries to impersonate Alice and Bob,
the measurement correlation between Alice and
Bob will be broken. This allows Alice and Bob to
detect the presence of a man-in-the-middle
attacker.

Here are some additional security considerations
for the BBT84 and E91 protocols:

1. The quality of entangled photons is
important for the security of the BBT84 and E91
protocols. If the entangled photons are of low
quality, an attacker can use this to attack the
protocol. For instance, one can use: semiconductor
quantum dot [22], elliptical micropillar cavity, or
elliptical Bragg grating [23]

2. The implementation of the BBT84 and E91
protocols must be secure. If there are any security
vulnerabilities in the implementation, an attacker
can use them to attack the protocol.

3. The BBT84 and E91 protocols are
susceptible to certain types of side-channel attacks
[15, 20, 21]. Side-channel attacks use information
about the physical implementation of the protocol
to obtain information about the secret key being
exchanged [14]. When implementing the BBT84
and E91 protocols, taking measures to mitigate
side-channel attacks is important.

Overall, the BBT84 and E91 protocols are secure
QKD protocols that are suitable for a wide range of
applications. However, it is important to consider
the security considerations discussed above when
implementing and using the protocol.

4. Analysis of the Effectiveness of the BBT84
and E91 Protocols

The BBT84 and E91 protocols are relatively efficient
QKD protocols. They can be used to generate secret
keys at high speed even over long distances. The
effectiveness of the BBT84 and E91 protocols
depends on a number of factors, including:

1. Quality of entangled photons. High-quality
entangled photons enable faster key generation
rates.
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2. Efficiency of polarization measurement
devices: More efficient polarization measurement
devices provide higher key generation rates.

3. Distance between Alice and Bob. Longer
distances result in lower key generation rates due
to channel losses.

4, Presence of noise. Noise in a quantum
channel can reduce the key generation rate.

In practice, the key generation speed of the BBT84
and E91 protocols is usually in the range of 1-10
Mbit/s at distances up to 100 km. However, in
laboratory experiments, higher key generation
rates have been achieved.

In practice, the key generation speed of the BBT84
and E91 protocols is usually in the range of 1-10
Mbit/s at distances up to 100 km. However, in
laboratory experiments, higher key generation
rates have been achieved [17] as well as there is
already a possibility for entanglement distribution
over distances such as 1200 km [16] using free-
space communication links and a set of ground-to-
space satellites while keeping high fidelity of the
signal (0.907+0.007).

Here are some additional factors that may affect
the effectiveness of the BBT84 and E91 protocols:
1. Protocol implementation. A secure and
efficient implementation of the protocol is
important to achieve high key generation rates.

2. Equipment used. The quality of the
equipment used to implement the protocol can also
affect the speed of key generation as well as the
overall security. Since majority of existing attacks
on QKD setups focuses on attacking detectors and
measuring equipment, it is imperative to ensure
that all current hardware patches are put in place
3. The environment in which the protocol is
implemented can also affect the speed at which
keys are generated. For example, noise and
interference can reduce the speed of key
generation.

4, Other QKD approaches. Classical model of
QKD has its flaws that can be mitigated to a degree
by using previously discussed techniques and best-
practices. However, we also should consider other
options such as measurement-device-independent
(MDI) QKD [18,19] that allows us to perform QKD
even with untrusted measurements

Overall, the BBT84 and E91 protocols are efficient
QKD protocols that are suitable for a wide range of
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applications. However, it is important to be aware
of the factors that may affect the effectiveness of a
protocol when implemented and used.

Here are some tips to improve the efficiency of the
BBT84 and E91 protocol:

1. Use high-quality entangled photons.

2. Use effective polarization measuring
devices.

3. Keep the distance between Alice and Bob
as short as possible.

4, Reduce noise in the quantum channel.

5. Implement the protocol safely and
effectively.

6. Use high-quality equipment.

7. Implement the protocol in a noise-free

environment.

8. Consider other models of QKD. For
instance, MDI-QKD, CV-QKD, or DI-QKD

The difference between the two protocols is that
the E91 protocol requires Alice and Bob to share
entangled photons in a certain polarization state,
while the BBT84 protocol does not. This means that
the E91 protocol is more sensitive to polarization
noise and is more secure.

The BBT84 protocol is considered more efficient
than the E91 protocol. This is because the BBT84
protocol is a three-stage protocol, while the E91
protocol is a two-stage protocol. Additionally, the
BBT84 protocol does not require Alice and Bob to
share entangled photons in a specific polarization
state, making it less sensitive to polarization noise.

5. Conclusion

In conclusion, quantum key distribution protocols
based on quantum teleportation are a promising
new class of QKD protocols with several advantages
over other QKD protocols. These benefits include:

. Security: QKD protocols based on
quantum teleportation are considered to be among
the most secure QKD protocols available.

. Efficiency: QKD protocols based on
quantum teleportation can be very efficient,
especially over long distances.

Despite these advantages, there are still a number
of challenges that need to be addressed before QKD
protocols based on quantum teleportation can
become widespread. These problems include:

. Demand for high-quality entangled
photons
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. Need for efficient polarization measuring
devices
. Need for secure and efficient

implementation of protocols

The potential benefits of QKD protocols based on
quantum teleportation are significant. By providing
a way to securely distribute private keys over long
distances, these protocols have the potential to
open up new and innovative applications in a wide
range of fields, including finance, healthcare, and
government.

A number of research groups are working to solve
problems associated with QKD protocols based on
quantum teleportation. For example, researchers
are developing new methods for generating high-
quality entangled photons and developing new
types of polarization measuring devices [13].
Researchers are also working to develop new, safer,
and more efficient implementations of the
protocols.

As research in this area continues, QKD protocols
based on quantum teleportation are expected to
become increasingly practical and accessible. This
will lead to widespread adoption of these protocols,
which in turn will enable the creation of a wide
range of new and innovative applications for secure
communications.
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