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Abstract:

Introduction: Impossible differential cryptanalysis is a powerful method in cryptanalysis that leverages differentials
that cannot occur to eliminate incorrect key guesses, effectively reducing the key space. While this technique has
proven effective, its application to AES typically requires substantial memory, up to 128 GB, making it impractical for
many aspiring cryptanalysts. To address this challenge, this paper introduces two new derivations of the AES
algorithm, named QuadriAES and SemiAES, which operate on smaller plaintext blocks of 32 bits and 64 bits,
respectively.

Objectives: The primary objective of this study is to employ impossible differential cryptanalysis on these new AES
derivations, which feature significantly reduced memory requirements. Specifically, the study aims to introduce
QuadriAES and SemiAES, apply impossible differential cryptanalysis to these derivations, optimize the attack process
to limit memory usage to 6 GB, and evaluate the success rates and efficiency of the proposed methods.

Methods: In this study, we applied impossible differential cryptanalysis to a 5-round version of QuadriAES-32 and
SemiAES-64. Our approach encompassed several significant optimizations. These included implementing a
concatenated pairs algorithm to minimize writing operations, which was necessitated by limited memory, leveraging
multiple output differences to increase the number of desired pairs, and utilizing multi-threading to enhance the
efficiency of the attack execution. The attack process entailed generating random plaintext pairs, encrypting them
with a randomly selected initial key, collecting the desired pairs, and subsequently leveraging them to eliminate
incorrect keys and reduce the key space.

Results: The successful execution of impossible differential cryptanalysis on QuadriAES-32 and SemiAES-64 has
demonstrated the feasibility of conducting attacks using only 6 GB of RAM, compared to other implementations on
different AES variants that required up to 128 GB of memory. For QuadriAES, the attack involved 1000 concatenated
pairs, 10 threads, two output differences, two first-round output differences, and 8 chunks of 5 million plaintext pairs
each, resulting in a total of 40 million plaintext pairs. The attack took approximately 3 hours to complete. Similarly, the
attack on SemiAES utilized 1000 concatenated pairs and 10 threads, along with four output differences, four first-
round output differences, and 11 chunks of 25 million plaintext pairs each, resulting in a total of 275 million plaintext
pairs. This attack took nearly 29 hours to execute.

Conclusions: This study implements impossible differential cryptanalysis on two newly proposed smaller derivations
of the AES algorithm, namely QuadriAES and SemiAES. To overcome the memory requirements, we used the
concatenated pairs algorithm and an incremental implementation of the attack. Additionally, we examined the effect
of using multiple output differences and first-round output differences on the success rate. We also suggested multi-
threading to enhance execution efficiency. This research not only expands the understanding of AES security but also
provides practical insights for aspiring cryptanalysts aiming to employ advanced cryptanalytic techniques on widely
used encryption standards. Future work will focus on extending these methods to other AES derivations and
eventually to the standard AES algorithm.
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1. Introduction

The Advanced Encryption Standard (AES) is a 128-bit
block cipher that was selected by NIST as a standard
encryption system in 2001 due to its resilience against
common attacks, such as linear and differential
cryptanalysis[1]. Since then, extensive research has
been conducted to study its security against other

attacks, including impossible differential cryptanalysis.
This type of cryptanalysis was first introduced by
Biham et al. in 1999 to attack the Skipjack cipher [2].
In 2001, Biham and Keller used it to attack a 5-round
version of AES-128 [3], which required 4TB of memory
as mentioned in [6]. Then, in 2002, Cheon et al.
extended this attack to target a 6-round version of
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AES-128 [4]. In 2004, R.C.W Phan exploited the key
schedule algorithm and extended the attack to a 7-
round version of AES-192 and AES-256[5].

Since then, numerous studies have aimed to enhance
these attacks by introducing new impossible
differentials or by reducing the memory and time
requirements. For instance, a study by Kakarla et al. in
2017 on a 5-round AES-128 [6] managed to reduce the
memory requirement of Biham and Keller's attack
from 4 TB to 128.5 GB.

Another study by Debranjan Pal et al. in 2019 [7]
utilized a parallel implementation to attack AES-128,
dividing the execution among one master node and 8
worker nodes, with each requiring 96.5 GB, and
successfully retrieved the full key in only 6.5 minutes.
Then, in 2022, Debranjan Pal et al. [8] employed a
similar approach to retrieve the full key of a 6-round
AES-192 and AES-256 in 12.5 minutes.

While these attacks are effective in discovering the
key, their significant memory requirements pose a
challenge for aspiring cryptanalysts. This challenge
was initially anticipated by R.C.W Phan in 2002 when
he introduced a smaller version of the AES algorithm
called the MiniAES which works with a 16-bit block [9],
and subsequently implemented the impossible
differential attack on a 5-round version of it in 2003
[10].

In this paper, we aim to expand on R.C.W. Phan’s work
by introducing two additional versions of the AES
algorithm, namely QuadriAES and SemiAES, which
operate with 32-bit and 64-bit blocks, respectively,
and subject them to impossible differential
cryptanalysis using only 6 GB of memory. To overcome
the memory limitation, we propose several methods.
The concatenated pairs algorithm significantly reduces
the writing operations required, as we cannot execute
the entire attack at once due to memory constraints
and must perform each step individually, writing the
results to files. Additionally, we suggest an
incremental attack method that divides the overall
attack, involving a large chosen plaintext chunk that
exceeds current memory capacity, into multiple
individual attacks on smaller chosen plaintext chunks,
and then combining their results. We also recommend
multi-threading to enhance execution efficiency.
Furthermore, we examined the effect of using multiple
output differences derived from the same input
difference of the utilized characteristic on the success
rate, as this increases the chances of finding desired
pairs. Similarly, we examined the effect of employing
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multiple first-round output differences on the success

rate by increasing the likelihood of eliminating

incorrect keys.

The structure of this paper is organized as follows:

Section 2 provides an overview of the AES algorithm.

Section 3 discusses the principles and techniques of

impossible differential cryptanalysis. Section 4

introduces the proposed QuadriAES, including its

design and specifications. Section 5 describes the
implementation of impossible differential
cryptanalysis on a 5-round version of QuadriAES-32.

Section 6 introduces the proposed SemiAES, outlining

its design and specifications. Section 7 details the

impossible differential cryptanalysis on a 5-round
version of SemiAES-64. Section 8 presents the results,
including the effectiveness of the proposed
optimization methods and the outcomes of the attacks

on QuadriAES-32 and SemiAES-64. Finally, Section 9

provides a discussion, analyzing the findings and

recommendations for future research.

2. AES overview

The Advanced Encryption Standard (AES) is a 128-bit

block cipher that supports key lengths of 128, 192, and

256 bits with 10, 12, and 14 rounds, respectively.

AES organizes its plaintext into a 4x4 state matrix, with

each cell in the matrix being 8 bits long. All operations

in AES are performed using the Galois field, specifically

GF(28).

The primary components of AES include:

1- Key Addition: This entails performing an XOR
operation between the round key and the state
matrix.

2- SubByte: This non-linear component applies the
SBox to each state matrix cell.

3- ShiftRow: This involves a left cyclic shift performed
on each row of the state matrix with different
offsets based on the row number.

4- MixColumns: This component involves a matrix
multiplication that transforms each column of the
state matrix using the following equation:

all loz 03 01 017 [b

az{ _lo1 02 03 o1|, b2
as[=lo1 o1 02 03|%|b, (2.1)
Ay

03 01 01 02 b,

Each of the previous components exists in a round
function that repeat itself 10 times for AES-128. The
entire encryption process is illustrated in Fig(1).
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Plaintext

AddRoundKey

Round 1

SubByte

ShiftRows

AddRoundKey

9 more rounds

Round 10

ShiftRows
AddRoundKey

Ciphertext

Fig(1)- AES encryption

3. Impossible Differential Cryptanalysis
Impossible differential cryptanalysis is a chosen-
plaintext attack that involves collecting pairs of
plaintexts P; , P, and their corresponding ciphertexts
C;,C,. Each pair has an input difference AP and an
output difference AC, which are computed as follows:
AP =P @ P, (3.1)
AC=C; @D G, (3.2)

This attack relies on an impossible differential
characteristic that traverses all rounds of the targeted
cipher, creating a contradiction in the middle that
should not occur. If the attacker finds a pair that
follows this impossible characteristic, he can conclude
that the key used to encrypt this pair is incorrect and
discard it from the key space. This either leaves only
the right key if the attack has a 100% success rate or
reduces the key space, decreasing the complexity of
the brute force attack.

The attack consists of three main steps:

a. Collecting the chosen plaintext pairs: The attacker
gathers plaintext pairs with an input difference
equal to that of the used characteristic. The size of
this collection depends on the attacked cipher and
the used characteristic.

b. Finding the desired pairs: The attacker filters the
chosen plaintext pairs to find the desired pairs,
which are the plaintext pairs with an output
difference equal to that of the characteristic

c. Discarding the wrong keys: The attacker uses the
desired pairs from the previous step and encrypts
their plaintexts with all keys from the key space.
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When the attacker finds a pair that complies with
the impossible characteristic, he can conclude that
the key used to encrypt it is wrong and discard it
from the key space.
4, QuadriAES
In this section, we present a derivation of AES called
QuadriAES, which utilizes a smaller 32-bit block size, a
guadrant of the block size of AES. QuadriAES supports
three key lengths: 32, 48, and 64 bits, with 10, 12, and
14 rounds, respectively.
For organizing the plaintext, we propose a 2x2 state
matrix as shown in Fig(2), with each cell consisting of 8
bits, referred to as a nibble, and using GF(28) as in the
standard AES.

P1 P3

P2 P4

Fig(2)- the state matrix of QuadriAES
We take advantage of the fact that the first three
encryption components of AES (key addition, SubByte,
and ShiftRows) are independent of the block size,
allowing us to use them as defined in the standard
AES. As MixColumns is dependent on the state matrix
dimensions, we propose to use a similar matrix as the
one used in the mini- version of AES proposed by
R.C.W Phan[9], which is shown in equation (4.1).
a b
e =[5z 0alx[s)]
The key scheduling algorithm computes the words of
the round keys, with a suggested word size of 16 bits,
resulting in 32, 48, and 64-bit keys consisting of 2, 3,
and 4 words, respectively.
Denoting Ny, for the number of words in each key, we
can compute each word of the 32 and 48-bit round
keys as follows:
w1 D wi_y, ;imod N, # 0

Wi:{tieawi_,\,k ;imod Ny, = 0 (
Where t; = sub(Rotword(Wi_l)) @ Rcon )y, (4.3)
For the 64-bit round keys, each word is computed as

4.2)

follows:
sub(w;_,) @ w;_y,, ;imod N, # 0

w; =<t D Wi_n,, ;imod Ny =0 (4.4)
Wi @ wi_y, ; elsewhere

5. Impossible differential cryptanalysis of 5-round
QuadriAES-32

In this section, we will analyze the vulnerability of a

reduced version of the proposed QuadriAES with a 32-

bit key using an impossible differential characteristic.
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This characteristic is similar to the one used in
attacking miniAES[3] as shown in Fig(3).

The attack consists of the following steps:

a. Collection of chosen plaintext pairs: Gather
2% plaintexts pairs (P1, P2) that differ only in nibbles
(1,4) and are identical in the other nibbles, where 2% is
the size of the chunk utilized in the attack.

b. Identification of the desired pairs:

Derive the corresponding ciphertexts (C1, C2) for the
previously chosen plaintext pairs and select only the
pairs in which their ciphertexts differ solely in nibbles
(1,4) and are identical in the other nibbles.

Round 1: AX4
AX ARK SB SR ﬁ»!;’_ﬁ}l}ﬁ:
RouNd 2 |

Fig(3)- 5-round QuadriAES impossible characteristic

It is expected that such ciphertexts will be obtained
from the 2* plaintext pairs with a probability that is
equal to 2—#activeNibble*nibbleSize = 2-16 To increase
this probability, we will employ an additional
characteristic that is equivalent to the previous
characteristic in the first part — preceding the

contradiction- and has a second part as follows:

- - i AY

Fig(4)- the second part of the additional characteristic
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Consequently, we will have two possibilities for AY,
each with a 2716 probability, which will make the
overall probability equal to 2 * 2716 = 2715 and we
will obtain 2% * 2715 = 2715 desired pairs.
c. Discarding the incorrect keys:
Each desired pair will be utilized to eliminate as many
incorrect keys as possible by following these steps for
each desired pair:
For all Z#nibbleUsed *nibbleSize _— 216 possible keys
corresponding to an active nibble of K,, compute (X,
X'), which are the outputs of the first round of
encryption for the plaintext pairs. This involves the
following steps: Adding Round Key K,, SubByte,
ShiftRow, and MixColumn.
Then, calculate X @ X . If it equals the AX; of the
impossible characteristic, then the key used in the
encryption is incorrect and can be discarded from the
key space. This can happen with a probability of
278 because we have only one active nibble in AX,,
which corresponds to the following characteristic:
Characteristic (1): if we have one active column, then
after applying MixColumn we would have only one
active nibble in that column.
Since the state matrix is of size 2x2, we have two
possibilities for the active nibble to be in the first row
or the second row, which makes the probability equal
to2x 278 = 277,
By analysing all 2*~15 desired pairs, we can discard all
incorrect keys when the following equation holds:
216(1— 27y " =0 (5.1)
By plotting the previous function as in Fig(5), we see
that 2262% is the minimum chunk size for the initial
plaintext pairs that will result in a 100% success rate.

o
=]
O
[
=)
(=]
i
e
=)

Fig(5) - the initial plaintext chunk equation of
QuadriAES

6. SemiAES

In this section, we propose an another derivation of
AES, called SemiAES, which utilizes a 64-bit block size,
half of the standard AES block size. SemiAES operates
with three key lengths: 64-bit, 96-bit, and 128-bit, with
10, 12, and 14 rounds, respectively.
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For organizing the plaintext block, we propose using a
4x4 state matrix, as shown in Fig(6), with each cell
being 4 bits in length, referred to as a nibble, and
using the finite field GF(2%) from the miniAES
algorithm([9].

P1 Ps | Pg | P13
P2 | Ps | P10 | P14
P3 | P7 | P11 | Pgs5

P4  Pg | P12 | P1g

Fig(6)- the state matrix of SemiAES

Due to the 4-bit nibble size, the SBox of miniAES is
used instead of the SBox of the standard AES. The
AddRoundKey and shiftRows components remain
identical to those in the standard AES, while for the
MixColumn component, we propose utilizing a
specific matrix for mixing columns, as shown in the
following equation:

a 2 3 1 17 [M
ol |1 2 3 1|_|b,
ag]‘l1 1 2 3|%|b, (6.1)
al 13 1 1 21 [p,

The key scheduling algorithm computes the words of
the round keys, with a suggested word size of 16 bits,
resulting in 4, 6, and 8 words for 64-bit, 96-bit, and
128-bit keys, respectively. Each word can be computed
using the equations (4.2), (4.3), and (4.4) in section 4.

7. Impossible differential cryptanalysis of 5-round
SemiAES-64

In this section, we will analyse the attack on a reduced

5-round version of the proposed SemiAES with a 64-bit

key using an impossible differential characteristic

similar to the one used to attack the standard AES[6]

as illustrated in Fig(7).

The attack consists of the following steps:

a. Collection of chosen plaintext pairs:

Gather 2% plaintext pairs (P1, P2) that differ only in

nibbles (1,6,11,16) and are equal in the other nibbles,

where 2% is the size of the chunk used in the attack.
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Round 1: AX4
AX_ADK SB }!ﬁ;sn I mc . ADK

Round 2:

_______ sg-1 sr™ mc-! ADK

b - - —AY

Fig(7)- 5-round SemiAES impossible characteristic

b. Identification of the desired pairs:

Derive the corresponding ciphertexts (C1, C2) for the
previously chosen plaintext pairs and select only the
pairs in which their ciphertexts differ in all nibbles but
nibbles (1,8,11,14). It is expected that such ciphertexts
will be obtained from the 2* plaintext pairs with a
probability that is equa| to 2—#activeNibble *nibbleSize _
2748,

To enhance this probability, we will utilize three
additional characteristics that are equivalent to the
previous characteristic in the first part —prior to the
contradiction- and their second part is as follows:

b - - AY

Fig(8)- the second part of 1t additional characteristic
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_______ sg-1 sr-1 mc-1 ADK

Fig(9)- the second part of 2" additional
characteristic

Fig(10)- the second part of 3™ additional
characteristic
Consequently, we will have four possibilities for delta
AY, each with a probability of 2748, which will make
the overall probability be equal to 4 * 2748 = 2746,
Therefore, we will obtain 2% * 2746 = 2%¥746 desjred
pairs.
C. Discarding the incorrect keys:
Utilize each desired pair to eliminate as many wrong
keys as possible by following these steps for each
desired pair:
For all possible keys Z#nibbleUsed *nibbleSize — 216 that
correspond to an active nibble of K;, compute (X, X)
which are the outputs of the first round of encryption
as in section 5.c.
Subsequently, compute X @ X, if it is equal to the
AX; of the impossible characteristic, then the key used
in the encryption is an incorrect key and can be
eliminated from the key space. This can occur with a
probability 27*, because we have only one active
nibble in AX;. By following characteristic [1] found in
section 5.c, there are four possibilities for this active
nibble which makes the probability to be equal to
4x 274 = 272,
By analysing all 2**6 desired pairs, we can eliminate
all incorrect keys when the following equation holds:
216(1— 272" =0 (7.1
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(52.1.0)

10 2 % @ 50 &0

Fig(11)- the initial plaintext chunk equation of
SemiAES

Upon plotting the previous equation as in Fig(11), it is
evident that 252 is the minimum chunk size for the
initial plaintext pairs that will result in a 100% success
rate.
8. Results
In this section, we will delve into the implementation
of each step of the attack and the various methods
used to enhance them. Subsequently, we will explore
the execution results of the attack on a 5-round
version of QuadriAES-32 and SemiAES-64.
The attack comprises three primary steps:
1. Collection of chosen plaintext pairs.
2. ldentification of the desired pairs.
3. Discarding the incorrect keys.
The chosen plaintext pairs chunk necessary for the
attack is 2262* for QuadriAES and 2°%! for SemiAES
(refer to section 5.c, 7.c). Given our limited resources
of 6 GB of RAM, we are unable to retain these chunks
in memory to perform all three steps. Consequently,
we will execute each step separately and then store
the results in files to proceed further.
a. Collection of chosen plaintext pairs results:
A straightforward algorithm for this step would be as
follows:

Algorithm 1 Collecting the chosen plaintexts
1: procedure COLLECTCHOSENPLAINTEXTSS(AX, chunkSize)
2:  chosenPlaintexts + {}
3:  while chosenPlaintexts.size() < chunkSize do

4 choose a random plaintext pair pi, p2 where p; @ ps = AX
5: pair + "7

6: if p; < p, then

% pair < py + pa

8: else

9: pair < pa +py

10: end if

11: chosenPlaintexts « chosenPlaintexts U {pair}

12: end while

13: return chosenPlaintexts

14: end procedure

Employing Algorithm (1), random pairs of plaintexts (P,
P’) will be selected, when their difference AP
corresponds to the AX in the characteristics
mentioned in sections 5 and 7. We will then
concatenate P and P ensuring that the smaller
plaintext comes first, and add them to the chosen
plaintext set. This method of unified concatenation
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ensures that we do not add both P, P* and P’, P to the
set as they are essentially the same pair.

We will continue this generation process until the
chosen plaintext set reaches the desired chunk size,
and then write this set to a file to perform the second
step of the attack

To expedite this process, we recommend leveraging
threads and dividing the desired chunk size across
them. Given the hardware-dependent nature of the
thread count, our proposed approach will be assessed
using two distinct devices, as described by their
specifications in the following table:

Table 1: Devices Specifications

Specification Device #01 Device #02
CPU Intel Xeon E5-2620 v4 (2 processors) Intel Core 15-2450M

Clock Speed 2.10 GHz 2.50 GHz
RAM 6 GB 8 GB

Physical Cores 8 (Threads: 16) 2 (Threads: 4)

We conducted an experiment to find the best thread
count for each device by generating a chosen plaintext
set for QuadriAES, containing 300,000 plaintext pairs,
while utilizing the thread counts of {1, 5, 10, 15, 25}. A
graphical representation of the results of the two
devices is enlisted in Fig(12), illustrating the impact of
each thread count on execution time:

Finding best number of threads

14:240

12:57.6

11:312
@ 10:04.8 —
E 08:384 | ——
.‘g 07:120 +— —
g 05:456 — —
@ 04:19.2 — —

02:528 +—

01:264 +—

00:000

1 5 10 15 20 25

\ Devicel| 12:21.0 11:34.2 10:50.6 10:49.9 11:09.2 11:11.7
‘ HDevice2 | 04:41.9 04:274 04:03 9 04:18.2 04:15.8 04:155

number of threads

Fig(12)- Finding the best thread count for each device
Fig(12) indicates that the optimal thread count is 15
for device 1 and 10 for device 2.

Moreover, the extended execution time may be
attributed to the process of individually writing each
plaintext pair to the file. This necessitates 300
thousand file write operations, with each operation
writing only 4 characters due to the 4-character block
size of QuadriAES, resulting in high inefficiency. To
mitigate this, we recommend implementing Algorithm
(2), which involves concatenating multiple pairs before
appending them to the file.
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Algorithm 2 Writing plaintext set in a file using concatenated pairs method
1: procedure WRITEPLAINTEXTSET (plaintextSet, concatenated Pairs Num)
2 create a plaintext file

3: peT"

£ pp e
5
6:
T

for pair in plaintextSet do
append the pair’s first half to p;
append the pair’s second half to py
blockNum + blockNum + 1

9: if blockNum=concatenatedPairsNum then
10: append p; and p; to plaintext file

11: "

12: p2 "

13: end if

14:  end for

15 if plaintextSet.Size()%concatenatedPairsNum==0 then
16: append p; and py to plaintext file

17: end if

18: end procedure

For instance, by concatenating 100 plaintexts together
and then performing the write operation, we can
reduce the required number of writing operations by a
factor of 100. The optimal number of concatenated
pairs may vary depending on the hardware. Therefore,
we conducted an experiment by generating a chosen
plaintext set for QuadriAES of size 300 thousand and
employing different numbers of concatenated pairs
{100, 200, 300, 400, 500, 1000, 2000, 2500, 3000} on
the two devices specified in Table 1. Additionally, we
utilized 10 threads, which is considered the optimal
number of threads for the two devices. The impact of
varying the number of concatenated pairs on the
execution time is demonstrated in the following
figure:
Finding best number of concatenated pairs

00:43.2

00:38.9

00:34.6 -
00:30.2
00:25.9
00:21.6
00:17.3
00:13.0 -
00:08.6 -
00:04.3 -
00:00.0

executiontime

100 200 300 400 500 1000 2000 2500 3000

‘ Devicel|00:37.5  00:38.0 | 00:35.1 | 00:30.6 | 00:33.1 | 00:32.3 | 00:30.1 | 00:34.5 | 00:36.1

‘-DE\JiCEZ 00:35.8 | 00:33.9 | 00:24.9 | 00:27.0 | 00:26.6 | 00:24.3 | 00:24.7 | 00:32.3 | 00:23.0

number of concatenated pairs
Fig(13) - Finding the best number of concatenated
pairs

From Fig(13) we can observe that the ideal number of
threads is 2000 for device 1 and 1000 for device 2.

b. Identification of the desired pairs results:

A straightforward and efficient algorithm for
identifying the desired pairs is presented in Algorithm
3. This involves encrypting all selected plaintexts from
the initial step using a randomly chosen initial key. For
each pair {(P1,C1),(P2,C2)}, we compute C; @ C, . If the
result equals AY of the employed characteristic, the

pair is added to the list of desired pairs.
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Algorithm 3 Encrypting desired pairs

1: procedure ENCRYPTDESIREDPAIRS(AY, chosenPlaintexts)
2 choose a random initialKey

3 desiredPairs « [|

4 for plaintextPair in chosenPlaintexts do

5: p1 4 first half of plaintextPair

6 p2 « second half of plaintextPair

T ¢1 ¢ encrypt p; using initialKey

8 cp 4 encrypt pe using initialKey

9: Ac—c; B ey

10: if Ac == AY then

11: pair < {(p1,¢1), (pz,c2)}
12: desired Pairs.add(pair)
13: end if

14: end for

15: return desiredPairs

16: end procedure

Vol 45 No. 7

Once all desired pairs have been identified from the
set of chosen plaintexts, we will save them to files
using the concatenated pairs approach discussed in
the previous section. To expedite this process further,
we suggest employing multi-threading, dividing the
chosen plaintext set among threads, rather than
executing the process sequentially.

In Section 5.b, we discussed the utilization of two
different AY values in the QuadriAES characteristic and
its effect on the probability of finding desired pairs.
We will test this hypothesis with five sets of chosen
plaintexts, each comprising 3 million plaintexts, to
evaluate the effect of using two AY values on the
number of desired pairs and the corresponding
success rate, as illustrated in Table 2.

Table 2: QuadriAES with different number of used output difference

Number of used output difference
Chunk name ! 2
#desired success rate #desired success rate
pairs pairs

chunk 1 43 15.62% 93 30.74%
chunk 2 35 12.80% 82 27.59%
chunk 3 34 12.29% 81 27.52%
chunk 4 41 15.02% 100 32.74%
chunk 5 56 19.48% 104 33.29%

From Table 2, it is evident that using two AY values
increases the success rate from a maximum of 19.48%
(with a single AY) to a maximum of 33.29%.

Furthermore, in Section 7.b, we discussed the effect of
in the SemiAES
characteristic on the success rate. To assess this, we

using four different AY values

will experiment with five sets of chosen plaintexts,
each consisting of 25 million plaintexts, to determine
the effect of using four AY values on the desired pairs
and the resultant success rate, as shown in Table 3.
Table 3 demonstrates that employing four AY values
boosts the success rate from a maximum of 6.48%
(with a single AY) to a maximum of 20.28%.
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Table 3: SemiAES with different number of used output difference
Number of used output difference
Chunk 1 2 3 1
e #desired | success | Fdesired | success | #desired | success | fdesired | success
pairs rate pairs rate pairs rate pairs rate
chunk 1 181 6.48% 361 11.79% 518 16.33% 673 19.41%
chunk 2 164 4.23% 299 6.94% 150 15.30% 655 20.28%
chunk 3 165 1.49% 346 9.19% 520 13.95% 715 19.09%
chunk 4 177 5.76% 343 10.27% 516 14.90% 684 17.74%
chunk 5 182 6.18% 336 10.20% 519 14.05% 701 17.16%
c. Discarding the incorrect keys results:

A straightforward algorithm for this step is outlined in
Algorithm 4. In this algorithm, we iterate through all
possible keys for the active nibbles of AX. For each
key, we loop through the desired pairs identified in
the previous step and encrypt only the first round for
the plaintexts of each pair. If the computed AP
matches AX; of the impossible characteristic, the key is
identified as incorrect and discarded from the key
space.

Algorithm 4 Discarding the wrong keys form the key space
procedure DISCARDWRONGKEYS(desiredPairs, AX,AX;)
: generate keySpace according to active nibbles in AX

1:

2

3 discardedKeys + {}

4 for key in keySpace do

5: for pair in desiredPairs do
6 get p1,p2 from pair

T encrypt first round for py, ps and compute AP
8 if AP == AX; then

9 discardedKeys «+ discardedKeys U {key}

10: break

1L end if

12: end for

13: end for

14: RemainingKeys < KeySpace \ discardedKeys
15: return RemainingKeys

16: end procedure

Upon completing the iteration through all possible
keys, the remaining keys in the key space are
returned. The success rate is then calculated as
follows:
success rate
2activeBits _ remaining keys num
2activeBitS -1

= 100 *

To expedite this process, we suggest employing multi-
threading, dividing the key space among the threads.
In Section 5.c, we discussed the utilization of two
different AX; values in the QuadriAES characteristic to
enhance the probability of discarding incorrect keys.
To test this hypothesis, we will experiment with five
lists of desired pairs, each derived from a chunk of 5
million chosen plaintexts. The impact of using two AX;
values on the success rate and execution time is
shown in Table 4.

Table 4: QuadriAES with different number of first round output difference

Number of used first round output difference
Chunk name ! 2
success rate execution success rate execution
time time
chunk 1 44.58% 11:02.1 69.19% 10:14.3
chunk 2 44.41% 10:38.7 69.19% 10:12.5
chunk 3 46.02% 10:45.2 70.44% 10:14.2
chunk 4 45.90% 10:48.8 70.57% 09:54.9
chunk 5 42.08% 10:05.4 66.56% 08:45.8
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From Table 4, it is evident that using two AX; values
increases the success rate from a maximum of 46.02%
(with a single AX,)
Additionally, the execution time decreases even

to a maximum of 70.57%.

though no changes were made to Algorithm 4. This is
because identifying incorrect keys more quickly allows
us to exit the desired pairs loop sooner, avoiding
unnecessary checks.

In Section 7.c, we also discussed using four different
AXjvalues in the SemiAES characteristic. We will
conduct experiments with five lists of desired pairs,
each derived from a chunk of 25 million chosen
plaintexts, to evaluate the effect of using four AX;
values on the success rate and execution time, as
shown in Table 5.
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doing this, we can effectively simulate an attack on a
much larger chunk. This incremental approach allows
us to manage memory constraints while still achieving
the desired results. Algorithm 5 is used to merge the
results of these smaller chunks into a comprehensive
attack.

Algorithm 5 merges the desired pairs and the
remaining keys from each chunk. Additionally, we
incrementally merge these chunks to observe the
effect of each additional chunk on the overall results.
This involves iterating from 1 chunk to the total
number of chunks, computing the possible
combinations of each size. When the total number of
chunks reaches 40, the number of possible
combinations can become extremely large, potentially

Table 5: SemiAES with different number of first round output difference

Number of used first round output difference
Chunk 1 2 3 4
name SUCCess execution SICCeSS [ execution SuCCess [ execution SUCCeSS execution
rate time rate time rate time rate time

chunk 1 19.41% 27:11.2 33.08% 26:28.2 44.29% 09:49.2 56.14% IT:57.2
chunk 2 20.28% 50:59.5 33.83% 16:40.6 46.10% 06:22.7 56.36% 05:36.0
chunk 3 19.09% 39:27.2 34.60% 20:06.6 47.75% 11:58.2 57.88% 08:48.5
chnk 4 17.74% 33:32.0 31.38% 17:08.3 42.40% 11:11.1 52.60% 10:58.4
chunk 5 17.16% 32:23.5 33.41% 19:59.0 14.91% 11:41.0 5h.84% 0:3:44.4

From Table 5, we see that using four AX; values
increases the success rate from a maximum of 20.28%
(with a single AX;) to a maximum of 57.88%.
Furthermore, the execution time is significantly
reduced from approximately 51 minutes to just about
9 minutes.

d. Performing the full attack on 5-round version
of QuadriAES-32:

The number of chosen plaintext pairs required to
achieve a 100% success rate is 22624 (refer to section
5.c). Given the constraint of 6 GB of RAM, as specified
for device 1 in Table 1, we are unable to retain a chunk
of this size in memory.

Therefore, we suggest implementing the attack
incrementally. Instead of attempting to process all
chosen plaintext pairs at once, we divide them into
smaller chunks, each containing 5 million pairs. Each
chunk, treated as an independent attack on the
cipher, is executed separately. These smaller chunks
are encrypted to generate the required pairs, which
are then used to eliminate incorrect keys. However,
since all plaintext pairs share the same AX and are
encrypted with the same randomly selected initial key,
the results from each chunk can be combined. By

in the millions. To address this, we provide an option
to generate all possible combinations or to set a limit,
obtaining only the initial combinations up to the
specified limit.

For each computed combination of size k, we merge
the results of the chunks whose indexes are included
in the combination.

Algorithm 5 Joining the discard wrong keys results
1: procedure JOINRESULTS(AX, remainingIeys Lists, desired Pairs Lists,
, generateAll, limitVal)
2 for k=1 to desired Pair.size() do
3 combinatations « {}
1: if generateAll then
5 combinations « choose all chunk combinations of size k

6: else
7 combinations « choose ehunk combinations of size k while
not exceeding limitVal for a single combination
8: end if
o: for combination in combinations do
10: z + combination[1]
11: desiredPairs + desired PairsLists|z
12: remainingKeys « remainingKeysLists|x]
13: for y=2 to combintaion.size() do
14: z + combination|y]
15: D + desiredPairsLists|a]
16 desiredPairs + desiredPairs U D
17 R « remainingK eys Lists|z|
18: remainingKeys « remainingKeys N R
19: end for
20: end for
21 end for
22: write the number of desired pairs and remaining keys to a statistics file
23: end procedure
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The desired pairs are merged by computing the union
of each chunk’s desired pairs list. This ensures that the
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keys is shown in Table 6. The average overall time to
complete an attack with 10 chunks is 3 hours and 50

QuadriAES - relation between chunk size & success rate
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attack corresponding to chunk 1 and chunk 2 is
represented by the combined desired pairs of chunks
1 and 2, avoiding repetition by adding them to a set of
desired pairs.

The remaining keys are merged by computing the
intersection of each chunk’s remaining key set. If any
chunk within the combination discards a key, that key
is also discarded from the remaining key set of the
combined chunks.

Utilizing all methods for improving each step of the
attack, as discussed in Sections 7.a, 7.b, and 7.c, we
attack QuadriAES using 1000 concatenated pairs, 10
threads, two AY, and two AX; . We employ 10 chunks
of size 5 million, encrypt them with 5 randomly
selected initial keys, and combine their results to
achieve the success rates shown in Fig(14).

From Fig(14), it is evident that three out of five keys
are revealed using only 9 chunks, with two of them
being revealed using only 8 chunks. Thus, a 100%
success rate can be achieved with a chunk size of 8x5
million chosen plaintext pairs.

The average execution time to complete the attack for
each set of 10 chunks encrypted by one of these five

chunk size {millions)

Fig(14)- QuadriAES

minutes, while the average time to complete the
attack for the 8 chunks required to achieve 100%
success for keys 2 and 3 is 3 hours and 4 minutes.

Table 6: QuadriAES execution time
all 10 chunks’ execution
time

0:11:24.810

each chunk’s average
execution time

step

collecting chosen plaintexts

encrypting desired pairs 2:07:20.759
discarding wrong keys 1:31:46.265 0:09:10.626
total 3:50:31.834 0:23:03.183
e. Performing the full attack on a 5-round
version of SemiAES-64:
Employing the methodologies outlined in the

preceding section, we will execute an attack on
SemiAES using 1000 concatenated pairs, 10 threads,
four AY, and four AX;. This involves utilizing 15
chunks, each containing 25 million plaintext pairs.
These chunks are encrypted using a single randomly
selected initial key, and their results are combined to
derive the subsequent success rates, as illustrated in
Fig(15).

From Fig(15), it is discernible that a 100% success rate
can be attained with only 11 chunks, necessitating a
chosen plaintext chunk of size 11*25=275 million
pairs.

SemiAES - relation between chunk size & success rate
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Fig(15)- SemiAES results
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The corresponding execution times for all 15 chunks
are presented in Table 7, indicating an overall
execution time of 39 hours and 25 minutes. For the
subset of 11 chunks, required to achieve a 100%
success rate, the execution time is 28 hours and 54

minutes.
Table 7: SemiAES execution time
step all 15 chunks’ execution each chunk’s average
time execution time
collecting chosen plaintexts 3:52:41.040 0:15:30.736
encrypting desired pairs 10:54:58.211 1:19:39.881
discarding wrong keys 15:37:46.408 1:02:31.094
total 39:25:25.659 2:37:41.711
9. Discussion

In this study, we presented two new derivations of the
AES cipher, called QuadriAES and SemiAES, which
operate with a smaller block size of 32 bits and 64 bits,
respectively. Subsequently, we attacked a 5-round
version of them using impossible differential
cryptanalysis.

Constraining our computational resources to only 6GB
of RAM, we adopted a systematic approach wherein
each phase of the cryptanalysis was executed
independently, with the outcomes recorded to files
using the concatenated pairs algorithm. This
suggested algorithm effectively minimized the number
of writing operations. Additionally, we examined the
effect of utilizing multiple output differences within
the impossible characteristic on the number of desired
pairs. Similarly, by employing multiple first-round
output differences, we increased the probability of
discarding incorrect keys.

Furthermore, we optimized the resource utilization by
applying multi-threading to each step of the attack.
The cryptanalysis of QuadriAES and SemiAES was
conducted in a incremental manner, entailing the
execution of the entire attack on multiple chosen
plaintext pairs chunks, followed by the combination of
their results. This iterative approach facilitated the
assessment of the incremental impact of each
additional chunk on the overall success rate.

Our work offers significant value to aspiring
cryptanalysts, particularly those confronted with the
formidable challenge of conducting cryptanalysis on
encryption standards with substantial memory
requirements. By developing methodologies that
reduce the memory footprint while maintaining high
success rates, we provide a pathway for cryptanalysts
to navigate these challenges more effectively.

In future works, we plan to extend the methodologies
and algorithms described in this study to attack
QuadriAES-48, QuadriAES-64, SemiAES-96, and
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SemiAES-128. Moreover, we intend to explore the
feasibility of employing limited computational
resources for the cryptanalysis of the standard AES
algorithm.
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