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Abstract Artificial intelligence (Al) technology is a broad, cutting-edge discipline that is evolving, as well as an
essential study path in the domains of science, computer engineering, and technology. It has the potential to
transform the traditional working style of artificial hosting by promoting the computer server to do continuous
intelligent analysis, allowing technicians to work less and achieve greater data processing efficiency. This is the
key reason for proposing an Al based solution for website security in this paper.

This research focuses on identifying the existing challenges on website security based on the user feedback,
literature review and analysis of the security posture of a few websites. The user feedback was collected
through the survey of more than 150 users. Based on the identified challenges in website security an Artificial
Intelligence (Al) based framework proposed to mitigate the possible risks of those identified challenges. Al is
capable of handling massive amounts of data, clarifying data correlations, and cope with extremely
complicated situations. Artificial intelligence technology can imitate the human brain’s cognitive mode and
perform several activities such as data deep analysis and learning, effective data processing, real-time human
computer interaction, and so on.

Keywords Packet Sniffing, Website Security, Artificial Neural Networks, Artificial Intelligence, Online Security

Introduction vulnerabilities and website hacking [2] which can
The fifth-most significant risk in the year 2020, also lead to security breaches. Therefore, a
cyberattacks are anticipated to increase in framework is required to provide a systematic
both severity and frequency in public &amp; approach to protect confidential data from being
private sectors [5]. This means many new users are hacked and misused. Benefit of the mass, the
possibly subjected to existing security risks if it is victim of database breach would be the users of
not addressed properly. In the last few vyears, that website, thus they have the right to be
there has been drastic growth in newly discovered notified, in a noticeable way.
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Fig.1 The price of data loss and the number of Americans affected between 2005 and 2022 [10]
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The organizational attack surface is enormous and,
as a result of digitalization, it is continuing to
expand and evolve rapidly as digitalization allows
remote access to organizational data. Due to huge
web-based threat attack vector, Analyzing and
enhancing website security is not a human-scale
challenge. In reply to this unprecedented
challenge, Artificial Intelligence  (Al)-based
technologies for website security / cyber defense
have grown to assist information security teams in
efficiently and efficaciously decreasing threat

of data breach and upgrading their security
system.

Eight out of the ten users believe that the existing
communication approach between the web
service provider and end-user is not efficient. Al
and machine learning (ML) are becoming key
technologies in IS (Information Security) because
millions of events can be rapidly analyzed by them
and a wide range of threats can be identified, from
malware exploiting zero-day vulnerabilities to risky
behavior identification that could proceed to a
phishing attack or malicious code download.
Relying on the past, these systems learn over time,
to determine new types of risk and present
threats. Behavior histories provide profiles for the
users, assets, and networks, allowing Al to recall
and acknowledge deviations from standard
practices.

Problem statement: In today's digital landscape,
cybersecurity threats targeting websites have
become increasingly  sophisticated, posing
significant risks to sensitive data and user privacy.
Traditional methods of packet sniffing for website
security often lack the agility and accuracy needed
to detect and mitigate these evolving threats
effectively. Therefore, there is a pressing need to
develop advanced techniques that leverage
artificial neural networks (ANNs) to enhance
packet sniffing capabilities for website security.
This research aims to address this gap by
investigating the feasibility and effectiveness of
employing ANNs as a novel approach to packet
sniffing, with the goal of improving the detection
and prevention of  malicious activities,
vulnerabilities, and unauthorized access attempts
targeting websites.
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The objective of this research can besummaries as
follows:

Investigate the feasibility and efficacy of
employing artificial neural networks (ANNs) for
packet sniffing in the context of website security.
Evaluate the performance and accuracy of ANN-
based packet sniffing compared to traditional
methods in detecting and mitigating website
security threats.

Explore the potential of ANN algorithms to
enhance real-time monitoring and anomaly
detection capabilities for website security.

Assess the practical implications and deployment
considerations of integrating ANN-based packet
sniffing into existing website security frameworks
for improved threat intelligence and incident
response.

This research starts with the collection of
relevant data through various ways, starting with
the literature review, subsequently followed with
the data collection through analysis of the security
posture of different websites and survey. In the
literature review more than 28 research papers
were cited to demonstrate the requirement of
research in this topic.

The survey is the major data collecting tool in this
study since it enables data gathering from a large
number of individuals without actual interaction
during the epidemic. Participants can complete the
survey at their leisure. Therefore, a survey was
conducted with the help of 150 respondents to
understand the detailed data for this topic.

Finally, the data was collected through the
analysis of the online portal of different institutes
to get the in-depth understanding of the existing
challenges and the possible area of improvement.
The security posture of the online portal was
analyzed through penetration testing to discover
the hidden security flaws. This approach of data
collection also helps to understand the
organization’s approach and their understanding
for the security of online portals.

At last, the collected data is further analyzed to
conceptualize the deliverable in the form of
framework. Because the framework is a great tool
for minimizing loss and enhancing quality by
removing numerous inherent and unintentional
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complexities[14]. The suggested framework aids in
process maturity, accountability, risk management,
and performance monitoring with improved
security, among other things.

In this paper, literature review was done with
the help of numerous research papers and journals
to understand the existing research done in this
topic. After this to understand the existing
challenges in website security, a total of five public
website security was analyzed through the
penetration testing (after getting written consent
from the owner). Followed with the online survey
of various website stakeholders to get in-depth
understanding of current challenges in website
security and possible area of improvement. Based
on the collected data, a framework is proposed
later to address the existing challenges and also to
provide guidance to the website developers and
stakeholders for the key areas to focus to secure a
website. The reliability of the proposed framework
was ensured with the help of 1-2-1 interview with
the survey responders, who were agreed to help
further. The research methodology is graphically

summarized below.
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2 Literature review

A literature review’s aim is to get an

understanding of the current studies and
discussions related to a specific topic or field of
study and to transfer that knowledge in the form
of a report. Performing a literature review will help
in expanding awareness in a particular subject.
Phishing is a type of social engineering attack in the
digital age where hackers obtain sensitive data or
information by using the internet with carelessness or
insensitivity. It has been demonstrated that defenses
already in place, like anti-phishing applications and
analytic methods for spotting phishing activity, work. Al-
based schemes are the mainstay of contemporary
defenses against phishing efforts. As a result, they
advised using meta- learners while developing phishing
threat detection systems[1]. For many years, Captcha,
which prevents computer programs from hacking
websites, has served as the most essential security tool.
From the viewpoint of attackers, a wider character set
offers more solution space and theoretical security.
However, the security of Captchas with big character
sets in the actual world has not yet been thoroughly
explored [2]. Attackers employ exploit kits (EKs) to
transmit malware constantly and discreetly. Their
technique also finds malicious webpages involved in
EKs, which can boost analysis efficiency even more[3].
Of the most significant responsibilities of privacy-
enhancing technology is to provide confidentiality and
privacy to Web users' web activity. A local passive
eavesdropper can forecast the target user's browsing
behavior although if she employs anonymous
techniques such as VPNs, IPsec, and Tor. Deep learning
advancements have recently enabled attackers to
undertake more precise website fingerprinting attacks.
Adversarial Website Adaptation (AWA) is a novel
security mechanism presented in this study against
website fingerprinting attacks utilizing adversarial deep
learning algorithms. AWA generates a transformer set
for every run, ensuring that each website has its own
transformer [5]. Network traffic analysis is rapidly being
utilized in a variety of applications to safeguard or
expose systems, data, and individuals. One type of
passive traffic assessment attack is called webpage
fingerprinting those compromises online browsing
privacy. It is a collection of algorithms for detecting
patterns in a sequence of data packets created when a
person navigates across several webpages. Despite the

fact that a number of safeguards have been put up to
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stop such passive attacks, new assaults have taken
advantage of them demonstrating their incompetency
and/or impracticality. In this paper, they presented a
unique protection mechanism to combat website
fingerprinting attacks [6]. Although a number of
strategies for detecting fraudulent websites have been
suggested, it is becoming increasingly difficult for such
methods to produce satisfactory results nowadays. With
different Web spam strategies, many rogue websites
may still avoid detection. In this article, they described
three categories of Website spam tactics used by
malevolent web pages. including hidden Frame spam,
redirection spam, and content concealing spam. They
also demonstrated a novel detection system that
collects snapshots of fraudulent webpages and assumes
the perspective of users to reject Web spam. As a
classification method, the suggested detection
approach employs a Convolutional Neural Network
(CNN), a type of deep neural network. Two distinct trials
were carried out to validate the method's usefulness.
These experimental findings show that the suggested
strategy performs better and is relevant to a real-world
Web context[7]. When seeking a web-based service,
consumers frequently fail to configure the website's
security settings in accordance with their personal
privacy preferences. Users often struggle because they
are overwhelmed by the variety of options available,
lack expertise in associated technology, or are ignorant
of their own privacy preferences. Privacy configuration
prediction techniques are especially well-suited to
addressing all of these issues[9].

One kind of investigation into traffic exploit is called
website fingerprinting (WF) that allows a local passive
eavesdropper to infer the victim's activities even when
the traffic is secured by a VPN or anonymity scheme
such as Tor. A WF attacker may obtain over 98%
accuracy on Tor traffic by using a deep-learning
classifier. In this study, they presented Mockingbird, a
method for producing traces that may withstand
adversarial training by wandering randomly in the space
of possible traces rather than following more
predictable gradients [13]. The website fingerprinting
(WF) attack allows a local eavesdropper to determine
which website a client is browsing while connected to
an encrypted network. snWF determines if a user is
visiting a monitored website in a large open-world
context with 400,000 websites, with a true positive rate
of 98.1% and a false positive rate of 5.7%. They also
tested snWF in a more genuine attack scenario known
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as wide world to see if it can accurately identify websites
that even an enemy has never seen before, and they
discovered that snWF outperforms state-of-the-art
attacks in this new context [14]. Many protection
measures against website fingerprinting attacks have
been presented in recent years. One of the most
adequate protection methods is a walkie-talkie (WT)
constructed on top of the Tor network. This study
investigates the source of the higher page loading time
and proposes a defense strategy known as Tail Period
(TT), which solves the issue by restricting the maximum
time that a current request may block future requests.
Their testing findings showed that the suggested TT
defense might greatly cut page loading time while
maintaining defensive performance[16].

To compromise user privacy, website fingerprinting
attacks involve statistical analysis of network data. This
code performs a cache side-channel attack in order to
detect additional websites being visited. They explored
one such approach and discovered that when employed
in the Tor Browser, it lessens the efficacy of the assault
and totally removes it[17]. For safeguarding
communication channels, the projects employ security.
technologies such as digital certificates, Secure Socket
Layer (SSL), and HTTPS (Secure HyperText Transport
Protocol) [18]. Phishing attacks are among the most
common methods of compromising user data and
carrying out unwanted activity. It was discovered in the
mid-1990s and is still one of the most serious
cybercrime methods for stealing user data today. To
counter this assault, several algorithms have been
developed. To deploy and test the identification of
phishing websites, many Machine Learning methods are
applied. The issue is that there is no extensive analysis of
URLs, domain types, origin, and other essential factors
available. Although there isn't a precise method for
determining if a website is legitimate or connected to
phishing, understanding its structure and pattern will aid
in detection [26]. Malicious actors have utilized
cyberspace to conduct cyberattacks as information
technology (IT) has improved over the past decade.
Artificial intelligence is a branch of science that may be
used to tackle huge and complicated issues by learning
from previous events. This Al capacity can be utilized to
create software or a framework that can self-improve in
order to safeguard cyberspace [28].Below is the
summarized list of research papers followed to
identify the existing progress in this topic
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Table 1 Literature Review Table
Paper | Paper Title Contribution Technique used Limitations Remark
This study shows four (4)
meta-learner models are Mainly  focus
Al meta-learners | proposed (AdaBoost-Extra limited to
and extra-trees | Tree (ABET), Bagging - Extra performance
. ) Al meta-learners
[1] algorithm for the | tree (BET), Rotation Forest - standard for
) and extra-trees o
detection of | Extra Tree (RoFBET) and phishing
phishing websites LogitBoost-Extra Tree (LBET)) website
developed using the extra- detection
tree base classifier. methods.

A security analysis

To tackle these rapidly

Proposed a 3D
image-based

of captchas with | evolving Captchas, a simple, | Deep learning
(2] _ scheme as the
large character | fast, and successful deep | technique
. N replacement of
sets learning solution is shown.
Captchas.
They propose an approach Use HTTP
that works effectively in both Message Graph
An exploit kits | the recent actual scenarios detect exploit
detection and ground truth datasets. kits (EKs) which

(3]

approach based on

Their technique also finds

exploit kits (EK)

are used by

(4]

http message | harmful websites involved in attackers to
graph EKs, which can  boost distribute
examination accuracy even malware
more. silently.
The D-PACK  mechanism, Lack of
which  comprises of a extensive

An unsupervised

deep learning
model for early
network traffic

anomaly detection

Convolutional Neural Network
and an unsupervised deep
(e.g.,
auto-

learning model

Autoencoder) for
profiling traffic patterns and
filtering aberrant traffic, was

introduced in this paper.

Convolutional

Neural Network
(CNN) and an
unsupervised
deep learning
model

evaluation on
diverse
datasets
representing
various
network
environments

(5]

Awa: Adversarial
website

adaptation

In this paper the extra-tree
basis classifier was taken to
create four (4) meta-learner
Forest -
Extra Tree (ROFBET),
AdaBoost-Extra Tree (ABET),
LogitBoost-Extra Tree (LBET))
and Bagging -
(BET).

models: Rotation

Extra Tree

Al meta-learners
and extra-trees

Flaws in the
research

design, such as
lack of
randomization,
control groups,
or blinding, can
undermine the
validity of the

results.

(6]

Bimorphing: A bi-
directional
bursting defense

against website

To fight these rapidly evolving
Captchas, a simple, efficient,
machine

and successful

learning solution is shown.

mathematical
optimization

Lack of
validation of
proposed
defense
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fingerprinting

algorithm to

attacks counteract the
website
fingerprinting
attacks.
Use a CNN to
In this paper an approach that analyze
works well in both recent captured
CNN based | practical scenarios and webpage
malicious website | ground truth databases was | Convolutional images for
[7] identification by | suggested by them. Their | Neural Network | malicious
invalidating technique also finds harmful | (CNN) websites
several web spams | websites involved in EKs, detection,

which can boost analytical
efficiency even more.

which will not
be effective in
many cases.

The D-PACK  mechanism, It proposes a
Using Ensemble- | which  comprises of a . framework to
) Convolutional
Based Feature | Convolutional Neural Network address  typo-
. . Neural Network ]
Selection and | (CNN) and an unsupervised squatting
e ) (CNN) and an .
[8] Classification deep learning model (e.g., . vulnerability.
unsupervised
Models to Detect | Autoencoder) for auto- . Paper focus on
- ) deep learning
DNS Typo- | profiling traffic patterns and del DNS-based
mode
Squatting filtering aberrant traffic, was attack
introduced in this paper.
The extra-tree basis classifier
. was used to create four (4) Focus on user's
Explainable . .
. . meta-learner models privacy setting
machine learning . o
o (LogitBoost-Extra Tree (LBET), | Al meta-learners | prediction tools
[9] for predicting .
. Rotation Forest - Extra Tree | and extra-trees
default privacy .
. (ROFBET), Bagging - Extra Tree
settings

(BET), and AdaBoost-Extra
Tree (ABET)).

Exploiting Internet

Small  sample
that may not be

representative

. To fight these rapidly evolving of the
of Things Protocols . . . .
. Captchas, a simple, fast, and | Machine learning | population
[10] for Malicious Data . . . .
. . successful deep learning | algorithms being studied.
Exfiltration L .
L solution is shown. This can affect
Activities
the
generalizability
of the findings.
They suggest an approach Proposed
Lucene-P SM 2 $2: 4 g8 ) PP P
o that runs well in both ground framework
A Distributed .
truth datasets and recent L which performs
[11] Platform for exploit kits (EK)

Privacy-Preserving
Text-Based Search

Their
technique also finds harmful

actual scenarios.

websites involved in EKs,

real privacy-
preserving
tasks.
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which can boost analysis

efficiency even more.
It involves

The D-PACK  mechanism, practical

. comprises of a Convolutional | Convolutional challenges
Flamingo  search
Neural Network (CNN) and an | Neural Network | related to

algorithm: A new

unsupervised deep learning

(CNN) and an

integration with

12 swarm intelligence
[12] L & model (e.g., Autoencoder) for | unsupervised existing
optimization . . :
leorith auto-profiling traffic patterns | deep learning | systems, user
algorithm
& and filtering aberrant traffic, | model acceptance,
was introduced in this paper. and
maintenance.
Proposed
L In this an extra-tree basis p'
Mockingbird: . solution has
) . classifier was used to create . )
Defending against implementation
. four (4) meta-learner models
deep-learning- challenges that
. (AdaBoost-Extra Tree (ABET), | Al meta-learners
[13] based website . must be
i o Bagging - Extra Tree (BET), | and extra-trees
fingerprinting . addressed
. Rotation Forest - Extra Tree .
attacks with ) before it could
. (ROFBET), and LogitBoost- .
adversarial traces be practically
Extra Tree (LBET)).
deployed.
This  research
may raise
ethical
concerns
related to
rivacy,
snWF: Website P Y
. s . consent,
Fingerprinting To handle these rapidly .
) ) fairness, and
Attack by | evolving Captchas, a simple, .
[14] . Deep learning transparency.
Ensembling the | fast, and successful deep Eail ;
ailure o
Snapshot of Deep | learning solution is shown.
. address these
Learning .
ethical
considerations
can lead to
negative
societal impacts
or backlash.
Dynamic Threat
They suggest an approach Landscape:
that works well in both recent with  evolving
PPSB: An open and .
. actual scenarios and ground threats,
flexible  platform .
. truth datasets. Their | Searchable vulnerabilities,
[15] for privacy- . . .
. technique also finds harmful | encryption and attack
preserving safe . . . .
. websites involved in EKs, techniques
browsing ] .
which can boost analysis research
efficiency even more. findings  may
become
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outdated
quickly.
Attackers may
attempt to
Tail Timeout (TT), a novel evade

Tail Time Defense

delay-conscious security

detection or

Against  Website | mechanism against website | Tail Timeout | manipulate
(16] . I ) . . .
Fingerprinting fingerprinting assaults based | Mechanism experiments,
Attacks on WT, is among the most leading to
successful countermeasures. biased results
or misleading
conclusions.
Evaluation  of
An alternative approach of the
Website the attack is used. In this the effectiveness of
fingerprinting attacker delivers JavaScript proposed
through the cache | code to the PC of the target . . solutions  can
(17] , Machine learning _
occupancy channel | user This code performs a be challenging
and its real world | cache side-channel attack so due to the lack
practicality that additional websites being of standardized
visited can be identified. evaluation
criteria.
. . Proposed
A web security project that L
) ) o Secure Socket | solution is good
Developing secures online applications
" . . Layer (SSL), | for
certificate-based using certificate-based o .
[18] ) . L Digital eavesdropping,
projects for web | techniques. The initiatives »
. o . certificates, but not much
security classes entail simulating attacks and .
] . and HTTPS effective for
defending against them. .
spoofing.
. . Sampling
. . The main operations are to .
Improving Security . technique: used
Enhance the security of loVs- .
of Internet of based ) ; sample is
ase ost-quantum
Vehicles Based on | . postd . Systolic limited  which
[19] signatures that are resistant .
Post-Quantum architecture may lead to
. . to guantum computer . .
Signatures with . . . inappropriate
. assaults Divisions in a finite .
Systolic Divisions . and biased
field.
result.
Scanner++ as a proxy-based The proposed
architecture  with  intent solution
Scanner++: synchronization through integrates
Enhanced packages. Scanner++ initially multiple
Vulnerability employs a purification | Intent scanner which
[20] Detection of Web | method to collect and refine | synchronization can negatively
Applications with | attack intentions, which are | mechanism impact website
Attack Intent | comprised of attack surfaces performance.

Synchronization

and thread vectors. These can
be derived from the request
packets of the basic scanners.
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In this paper the subject of

end-to-end network traffic

Evaluating the
effectiveness of
cybersecurity

Deep Learning- | forecasting in loV backbone .
. . solutions or
based Network | networks is investigated, and )
. L . techniques can
Traffic Prediction | a deep learning-based .
. . be challenging
for Secure | technique is suggested. The .
[21] Deep Learning due to the
Backbone developed approach takes .
. . difficulty of
Networks in | into account the o
. e replicating real-
Internet of | spatiotemporal characteristics
. . world attack
Vehicles of network traffic and can . ]
. scenarios in
capture network traffic's long-
. controlled
term reliance. )
environments.
Explores the Web of Digital Data limitation:
Twins  (WoDT), a larger only two case
perspective in which the studies are
22] Web of Digital | digital twin paradigm is used | Web of Digital | considered
Twins for the ubiquitous | Twins (WoDT) which might
softwarisation of potentially not good
large-scale interconnected sample size.
physical realities.
Proposed
In this study five networks at p.
) . solution may
the same time are trained: a .
. impact
o steganographic network, an
Hiding Message | . ) ) performance
. inverse steganographic | Hidden message .
Using a Cycle . . negatively due
. network, a hidden message | cycle generative .
[23] Generative . . to higher
. reconstruction network, and | adversarial .
Adversarial L processing  at
two discriminative networks, | network (HCGAN) .
Network ] network  with
which form a secret message
. ) slowdown
cycle generative adversarial .
browsing
network (HCGAN).
speed.
Use of nine
Botnet attack .
. . . sensor devices
detection in | The purpose of this study
. . over N-BaloT
Internet of Things | paper is to look at cyber . . .
[24] . o Machine learning | datasets will
devices over cloud | security in the age of B-IDS, o
. . . significantly
environment via | DDOS, and virus assaults.
. . reduce the
machine learning
performance.
Data Quality
The paper goes on the and Bias: the
scenarios in which such type chatbots data
Chatbots: Security, | of data may be used and how for this
(25] privacy, data | chatbots controls it. Many | End-to-End research

protection, and
social aspects

bots function on a

social/messaging network,
this is having its own data

rules and guidelines.

Encryption (E2EE)

gathered from
few companies
but the
transparency of
these data is
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question.

An Intelligent
System for
Securing Network

From Intrusion
Detection and
[26] .
Prevention of
Phishing Attack
Using Machine
Learning
Approaches

This  study recommends
estimating phishing websites
and doing a comprehensive
investigation referring pre-
existing dangerous URLs, this
aids in efficiently filtering the
websites and creating a
comparison of all the qualities

in them.

Machine Learning
Approaches

Susceptible to
zero-day attack
as research
proposal is
based on
detailed
analysis
comparing
pre-existing
malicious URLs.

Review of Machine

This research explains the

Evaluating the
effectiveness of
solutions  can

make cyberspace secure.

Learning various forms of attacks as | Machine Learning | be challenging
Techniques Used | well as the loT authentication | Approach for | due to the
[27] for Intrusion and | methods. Botnet attacks in | Intrusion and | difficulty of
Malware loT applications pose a | Malware replicating real-
Detection in WSNs | significant risk for  the | Detection world attack
and loT Devices security. scenarios in
controlled
environments.
L This research focus on power Lack of
Applications of .
o of Al can be used to make a . supporting
Artificial Intrusion .
[28] . .| software or framework . evidence.
Intelligence in o detection system
. capable of advancing itself to
Cyber Security

3 Evaluation of collected data.

For this research the analysis of fivewebsites was
done to verify how much a website is secure to
protect confidential data and from malicious
attacks. Only five websites were analyzed, because
for this research security analysis was done on the
live websites and it was hard to get approval for
conducting penetration testing as it can cause
partial service interruption.Also, trust was the
second major issue in getting approval for this.
This analysis was conducted through penetration
testing using Kali based penetration tools. These

of different
educational institutes and small IT service provider

websites are the online portal

companies, which contains data of their students
and staffs. The key confidential data on these
Identifiable
address and

websites includes Personally

Information (PIl) like contact
information, salary and bank account details,
performance reports etc. To analyze the security
posture of these web portals, penetration testing
was conducted. Starting with the identification of
open ports on the target system using Nmap as

shown below as sample.
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Fig.03 Nmap scan result on the targeted web portal

The Nmap command can assist in determining the
open ports required to carry out the different
attacks. Consider a DoS approach; the TCP port 80,
in above

which is a HTTP port and open

screenshot, is sufficient for the attack. Any

unsecure ports or services like TCP/21 & TCP/80,
which is open in above screenshot will allow man-
in-middle attack through packet inspection as
shown below in packet capture screenshot.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

/| © 8

tcp.stream eq O

X @ Q@2 k2=

Destination
.168.56.103

No. Time Source

1 0.000000000

(%] ~| Expression..  +

Protocol Length Info

2 0.000296734 192.168.56.103 192.168.56.102 TCP 74 21-58994 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_FER...
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Fig.04 Credential disclosure through unsecure protocols

After Nmap, Nessus and OpenVAS are used to get

more details of the vulnerabilities on the targeted
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system. And finally, penetration testing was
conducted using various tools on the targeted

system to identify the existing security posture and

Table 2 List of Attacks Performed
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the severity level if the identified weakness will be
misused by any attacker as listed in below table.

Attack Tools Used DurationofAttack Attacker Target

DoS attack Hping and SYN | 21 hours KaliLinux Metasploitable
Flood

Web Application Slowloris 28 hours KaliLinux Windows Web

attack Server

Brute Force attack FTP-Patator 36 hours KaliLinux Metasploitable

Infiltration Nmap and Hping 20 hours KaliLinux Metasploitable

Based on the penetration testing on the targeted
system, system owner must require focusing on
analysis of the security posture of webservers
through regular analysis and review of security
posture. Keep track of recommended secure
ciphers and threat signatures and based on the
recommendation harden the system accordingly.
After the analysis of the security posture of web-
portals, further data is collected from the website
developer, white-hat hackers, and the end-users.
The sample size of the survey is 150 respondents.
To understand the security challenges, in the
survey questions were asked to identify their

experience with the frequency of security flaws,
key drivers for security weaknesses and how much
company is focusing on website security?

Out of these 150 respondents, the majority of the
respondents are end-users with vast IT experience
followed by website developers and white-hat
hackers. Somewhat less than 30% of participants
manage 1-5 webpages, while 18% manage 5-15
sites. Below is the list of the summarized findings
through the survey data collection.

Table 3 Survey responders’ background

Background of responders Percentage in survey
IT professionals 36%

Students 8%

White hat attackers 14%

Website developers 20%

Non-IT users 18%

Business owner 4%

Table 4 Summarized survey findings

Key Areas Low Impact High Impact Total response
Absence of security policies 42 108 150
Lack of security awareness 36 114 150
Secure website plugin 31 119 150
Human error 86 64 150
Absence of backup policy 57 93 150
Reliable solution for security report | 63 87 150
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for decision making
Well defined terms and conditions 68 82 150

More than seventy-six percent of the study
respondents are concerned about website
security. Nearly 46% of respondents have
witnessed an increase in cyberattacks on the
websites for which they are accountable.
Surprisingly, 38 respondents had no idea whether
or not the attacks had grown. We also observed
that 15% of respondents had seen a compromised
website in the previous month before doing the
study. This provides us a fair idea of the scope of
the challenge. Infected websites are used to
launch further attacks against many other sites
and businesses. Hacked websites are frequently
used to drive traffic to dangerous sites, steal credit
card data and, in some circumstances, infect the
systems of visitors.

Al — based website security mechanism is
required to be developed through which many of
these challenges are able to be handled. There are
technologies available to collect data continuously
and autonomously from across the corporate
organization's information systems. This
information is then assessed and used to conduct
pattern correlation across abundance of data
pertinent to the organizational attack surface.

As more of our lives become digital, a
company's contemporary portfolio of software
assets grows across all sectors like APIs for web
apps, microservices, and serverless computing.
Because of the increased complexity of code and
architecture, establishing and sustaining the
security of all of these has increasingly tough.

For the website security there are multiple
aspects which need to be considered. Cyber
security is one of the key considerations of it as it
defines the security aspects for online access and
to protect the online system from remote users or
hackers. Below are listed some of the major points
for the cybersecurity of a website.

Defects in the level code, which means
malfunctioned code for the application which may
allow backdoor entry for hackers.

Trustworthy computing and opportunistic user
and system behavior highlights the importance
and loyalty and trustworthiness of the
stakeholders for the safety of online resources.

Imperfections in the security infrastructure focus
on security flaws in organization’s online assets.
There can be multiple reasons for such kind of flaw
like inappropriate security procedures, lack of
monitoring and security compliance, absence of
regular security review etc.

Inadequacies in confidentiality, focus on CIA triad
is crucial for the user trust and the safety of online
resources.

Problems with usefulness highlights that many
time deliverables are not appropriate for the
actual requirements mainly because the analysis of
the requirement was not done appropriately.
Inadequate security measures, it has been
observed that organizations sometime focus on
attracting customers while the security get
neglected. This will not be beneficial in the long
run as it adversely affect the user trust and the
organization’s reputation.

4 Identified security gap.

Absence of standard and guidelines for the web
designing services is one of the key reasons for bad
user experience like no proper communication,
terms andconditions not defined in user friendly
manner. As there is no assurance given by most of
the web service providers, it is necessary to
provide guidance in the form of framework for
end-users to validate that the service provider has
good security measure in place. Transparency and
communication are important for building trust
and to improve user experience. Therefore, in the
proposed framework this is one of the
keyconsiderations. It is anticipated that security
measures and features will be added to the
website system in the future.

For the safety of data-in-transit or safety of
database, Web service providers don't give any
assurance. Database breach of a big website,
phishing attacks, cyber vulnerabilities, securing
from malicious cyber-attacks is going fast with the
advent of digitalization. Cyber assaults have been
named the fifth biggest critical danger for 2020,
and they are projected to become the new normal
in both the private and public sectors. (Source-
https://www.embroker.com/blog/cyber-attack-
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statistics/).

To examine the top important cyber security
challenges which if addressed with the right
solutions may be able to assist small and large
businesses in overcoming broad-level data
breaches and phishing attacks. Some of the key
cyber security challenges are as follows:

Third parties may illegally use the 5G network’s
potential.

Malware on mobile devices is becoming more
prevalent.

Artificial Intelligence (Al) is controlling Cyber
Security Systems somewhere.

loT devices are increasing in popularity.

Attacks on critical business aspects are being
targeted by ransomware.

Phishing and spear-phishing attacks are out of
control.

Hacktivism is on the rise.

Drone jacking is a new trend that concerns Cyber
experts.

Social engineering preventative measures.

Attacks on cloud systems.

Cyber-attacks are increasing on loT (Internet of
Things) devices.

Increase in phishing attacks.

Vol 45 No. 9
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Spreading malware via Ads.
5 Use of Al to address the identified website
security challenges.

Al, in conjunction with machine learning, is
completely equipped to resolve some of our most
difficult challenges, and website security is surely
any of them. Machine Learning and Al may be
used to "keep up with the bad guys," automating
threat detection and acknowledging more
efficaciously than traditional technology driven
techniques in today's ever-changing cyber-attacks
and proliferation of endpoints.

Artificial intelligence (Al) with machine learning
(ML) may be used for the security in a variety of
methods, including malware identification via fast
and spontaneous packet’s payload analysis based
on the saved signature, attack's prediction, and
gore clustering security events. It has the potential
to discover previously unknown attacks that lack a
recognized signature. Al updates the payload
signature through self-learning through ongoing
traffic and help to protected from the zero-day
vulnerabilities. The Al and ML technologies are
used to deal with a large number of input variables
and to draw a valid result.

Data integration =3 Data selection =——3 Data cleaning

Pattern
evaluation

<€—— Datamining €— Data

transformation

Fig.05 — Steps involved in data mining used in machine learning

It can also be helpful to detect abnormality on the
traffic to particular website and help to protect
from the DoS/DDoS attacks. Al will be helpful for
regular audit of the security posture of the system.
It will analyze the existing security posture on a
regular basis based on the security template and
alert the owner if any difference from the ideal

configuration.

6 Proposed framework for the identified challenges
Below is the pictorial representation of the key
components for website security and how an
attacker or a user accesses the website online. For
better security and availability, these days
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organizations use load-balancer to distribute
traffic and to ensure availability along with the
web application firewall. These are some of the

Vol 45 No. 9
September 2024

key considerationswhen planning for the website
security.

s () o
Internet S ___§ @E_"
|
--r-—- A API Database
irewall b Server Server

Fig.06 — Simplified view of an attack

Among the various approaches to deliver the
proposed solution, the proposal is delivered in the
form of framework.As the framework allows
content management and helps to deliver solution
in simple and structured way, which a non-

technical user can also easily follow. It also guides
users on the key considerations while deciding
among the various web-based services.

Website Security

Technical
Perspective

« Multi-factor authentication

» Strong hashing and
encryption

« Periodic review of
infrastructure security

» Regular update of
security posture

« Restrict access to hidden
malware links

» Secure website plugin

 Implement WAF to
prevent attacks

User perspective

« Prompt response to user
using Al bots

» Al based security
awareness training

» Keep informed

» Proper feedback channel
& use Al to retrive
meaningful data

» High browsing speed

« Well defined terms &
conditions for web-based
services

» User friendly webpage to
support multiple platform

Operational
perspective

» Strong security policy and
privacy of user data

* Regular audit

» Periodic review of offered
services

» Well defined threat
management system

o Clearly defined access
management

« Clear and strict backup
retaintion & disposal policy

 Clearly defined security policy
and review periodically

« Enforce security policy for
every stakeholder

7Fig.07 — Framework for Website Security

This framework will be useful for the website
developers as well as for system owner to guide
them from the security perspective to secure the
data and to maintain confidentiality and
trustworthiness. Below is the summarized
explanation of the proposed framework.

The technical perspective of this framework
focus on the technical aspects of the website

security  which includes the  multi-factor

authentication of users to validate their identity,
strong hashing and encryption is to save the
transit data from man-in-middle attacks, periodic
review of infrastructure security to ensure the
security measures are up to standard and not out
dated, regular update of security posture to
ensure that system is up-to-date and avoid any
unknown vulnerability in the system, analyze and
restrict access to the malware link because if the
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website is compromised then it can be used to
perform further attacks, secure website plugin as
it is identified that plugins are the common source
of backdoor entry for an attacker, implement web
application firewall (WAF) to analyze the traffic at
application layer and prevent attacks.

Similarly, the wuser perspective of this
framework focus on the prompt response to the
users general queries using Al bots, Al based
security awareness training like use of IVR so that
user can virtualize to understand and remember it
for longer time, keep informed for the any
relevant changes or cyberattacks to build trust
with users, multiple feedback channel so that
users can express easily and use Al to fetch the
relevant data from it to improve the deliverables,
high browsing speed for better user experience,
terms and conditions for the online services must
be clear and offered in a convenient manner then
it will be simple for users to know and accept it

Vol 45 No. 9
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and to avoid any future conflicts, also the webpage
should support multiple platform like laptop,
mobile and tablet application etc.

Finally, the operational perspective of this
framework focus on the robust security policy and
user data privacy as it is basic requirement for
safety of a system, the regular audit by external
party will help to validate the existing security
measures and reliability of security policies,
periodic review of existing services using Al (based
on available metadata) will help to analyze the
relevance of existing services and the possible
improvement, appropriate threat and access
management is important to ensure the CIA triad
for a website, backup must be maintained
regularly and the safe keeping of the backup file is
also important to avoid any possible misuse of it,
at last a well-defined security policy for every
stakeholder is must and should enforce properly.

Real time Regular check for the
c new released securit
traffic Abnormality identification signatu:e Y
and reporting
v - s
Payload
inspection AI bﬂsed Th r'ead Compare the existing
Managemerﬂ' signature with the new
signature
System
A\ - N
Allow/deny . ;
traffic based on Log retention and analysis Update/discard the
saved signature for decision making new signature
/

Q

y

Traffic Analysis

Cloud based

signature update

Fig.08 — Al based threat management system

Al will be highly useful for each and every aspect
of the threat management system. Al will help to
analyze real-time traffic and make quick decisions
whether to allow or deny traffic based on the
existing security signature. It will also be helpful to
automate the security signature update and the

system  posture update based on the
recommendation. Such recommendations, Al can
easily fetch from the cloud automatically. Based
on the real-time traffic logs, Al can generate
reports which will be useful for the decision-
making process. The summarized benefits of Al in
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threat management system are depicted in above

Early detection of
possible threats

—

Identify known risk
factors based on
historical events

Benefits of Al based
thread management
system
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figure.

Monitor for the
presence of known
risk factors

—

Early alert system for
likely major incidents

Fig.09 — Benefits Al based threat management system

Along with the above highlighted use of Al in
threat management system, token-based user
session is also important to ensure that the
existing session will not hijack and misuse. It is an
important role played by Al for maintaining the
uniqueness of each session and maintaining logs,
which can be further analyzed to understand the
user interest and to provide customized services
based on it. These unique session logs will also be
useful for the audit purpose.Organizations can
implement their own threat management system
which can perform packet inspection and trigger
the alert to the system owner if any abnormalities

FROM

RECEIVE TIME TYPE THREAT ID/NAME ZONE

™

[ T 1 T ) B " B 1) I 1 I 15

P ®

TO ZONE

identified based on the metadata. This thread
management system can check the newly released
security signature online and update its database
accordingly. The proposed solution will be helpful
to ensure high availability of website, protect user
data, control website traffic,

protect trust and reputation of the website owner,
and security automation through Al. Below is a
snapshot of the thread management system,
which was designed through deep learning over
the 5+ years of inhouse metadata. In this system
can also manually block the malicious domains
based on the security advisory as shown below.

DESTINATION 10

SOURCE ADDRESS | ADDRESS PORT | APPLICATION ACTION SEVERITY
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Details
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informational

1

118.189.26.202:443/

Request Categorization Change
get

N/A

general-internet
internet-utility
browser-based

used-by-malware able-to-transfer-file.has-known-
vulnerability tunnel-other-application,pervasive-use
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TCP SYN with data

Fig.10 — Al based threat management system.

This threat management system classifies packets

based on
security signature from online

in-house metadata and also on the
repository. It

processing and computational efficiency.

Therefore, organizations need to implement it
wisely.

performs the deep packet inspection by checking

on the payload of the data-in-transit and if the
payload seems different from the service, then
packet is categorized as malicious. With the
benefit of a high level of security for the internet
traffic, one of the major drawbacks of this system
is possible slowness if not implemented correctly.
This is because payload inspection requires lots of

7 Conclusion
This proposed framework for website security is
useful to meet the existing challenges, but it needs
to be evaluated and evolve further based on the
changing requirement. It needs to be aware of the
website and web services user for the possible
security risk and guide them for the basic solution
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for those risks. Web-based service providers must
boost user confidence through effective
communication and visibility. We need to
continually reinvent online security technology in
order to deliver better intelligent services to
consumers, and artificial intelligence is the
essential technology that can tackle this
requirement.

The approaches are to introduce the
application of artificial intelligence techniques in
website security. Main aim towards the research
area chosen will be helpful to overcome several
security loopholes and also it helps to spread
awareness about emerging security threats.
Consider safe, alert,
and resilient cyber models capable of managing
risks and driving innovation in the cyber
environment.

The key limitation for this research was getting
approval for the available websites to analyze the
security of it through penetration testing. This is
mainly because of the lack of confidence of the
owner as they suspect that if any loophole is
identified then it may be misused in future. Also,
this activity may cause slowness for end users and
possibly denial-of-services. The second limitation
for this research was the sample size, as for this
search data was initially collected from a survey of
150 respondents followed with the literature
review. If there are a higher number of
respondents, then it will be possible to get more
reliable info.

Similar to the proposed solution for the
website security, in-depth research needs to be
done for the usefulness of Al for database security
and to mitigate zero-day vulnerabilities. Future
research can also focus on how to minimize the
impact of cyberattacks to a website using Al.
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