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Abstract

In a more and more virtual international, the need for steady, transparent, and tamper-proof systems to verify academic
certificate is critical. Traditional strategies of certificate issuance and verification are liable to fraud, loss, and time
delays. Blockchain generation offers a promising strategy to those demanding situations by using offering a
decentralized, immutable, and secure platform for storing and validating pupil certificates.

This paper presents a blockchain-based totally gadget for student certificates validation, wherein academic institutions
difficulty digital certificates at once onto a blockchain community. The machine ensures that certificate are
cryptographically signed and time stamped, preventing unauthorized adjustments or forgeries. Students can securely
share their certificate with ability employers or educational establishments, who can instantly confirm the authenticity
through a decentralized community, without counting on intermediaries.

By making use of smart contracts, the machine automates certificates validation strategies, reducing administrative
overhead and expenses. Additionally, the decentralized nature of blockchain ensures transparency and enhances
believe in the educational certification process. This method not simplest secures instructional credentials however

additionally streamlines the verification process for institutions and employers globally.
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1. Introduction

The rise of blockchain technology has affected many
sectors, with education also absorbing this trend. One
of the global issues faced by educational institutions,
employers, and learner’s, in general, is assessment of
academic certificates presented to them[3]. Most of
the time, the traditional way of employee's credential
verification may also involve a lot of time since the
issuing institution may have to carry out a manual
verification of it or a third party may be hired such as a
credential verification agency which can even take days
or weeks [4] or place it in the archives. Various methods
of assessment are also prone to artificial errors,
deception, ineffectiveness therefore providing credible
assurance for a document such as a certificate or a
degree is a nightmare. Given that academic and
professional qualifications have taken center stage in
this global marketplace we all exist in today, there has

been increased claimer for a system that can be safely,
confirmed, and quickly used in that order to verify the
qualifications. This is where the power of Blockchain
technology comes into play. Given that academic and
professional qualifications are crucial in today’s job
market, there is an increasing demand for a secure,
reliable, and fast verification system [5].

A blockchain refers to a distributed and immutable
database where records are managed by a consensus.
In simple terms, it is a way of keeping or archiving and
retrieving information without the risk of tampering or
going through intermediaries[6]. In relation to this form
of technology, the educational sector can use it,
especially in the issuance and verification of
certificates. Whenever a student is awarded a degree
or diploma, the credential can be uploaded onto a
blockchain, ensuring its authenticity and preventing
forgery [7].
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2. Literature Review

Certificate Verification and Validation on the
Blockchain As per the statistics of the Ministry of
Education in India, the area of document verification is
a multifaceted area which includes a lot of processes
which are extremely cumbersome in a bid to
authenticate various degrees. The incidents of a
graduating class's diploma issuance without the
graduate is very common, primarily due to the absence
of an efficient means of counter-appropriation[8].

To address the challenge of counterfeiting diplomas,
the introduction of the certificate system build on the
distributed ledger technology known as the blockchain
is suggested[9]. To students, academic credentials are
perhaps the most significant papers, which is issued to
them by their respective institutions only. But since the
process of issuing them is not that simple and
accountable, there is an easy way to produce
fraudulent copies of certificates[10].

[SURVEY | AUTHOR EXPLANATION

SURVEY 1: Jiin-chiou 2018 = generate the electronic file and calculate hash
Blockchain and smart etal.,, value for it.
contract for digital * system creates a QR-code
certificate Pros : certificate granting are open and
transparent in the system.
Cons : QR-code must be scanned with

smartphone and internet connection is required.

SURVEY 2: Blockchain  Zewang 2019 CAs signed certifi and their r ati
based certificate Jinggiang status information of an SSL/TLS web server are

transparency and Lin etal.,, published by the subject and append it to the
revocation global certificate blockchain .
* Blockchain act as public logs to monitor CAs
certificate signing and revocation operations
Pros: Avoids the certificate fraudulent
Cons: : Certificate validation delay and false
sense of security
Survey 3: Dsv madala 2018 Hyperledger fabric is used.
Certificate transparency etal.,,, CTB smart contract.
using blockchain Pros : logs-consistency

Cons: low scalability and less transaction
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SURVEY :4 DSV madala 2018  The consortium blockchain technology is
Decentralized Etal.,, llaborative of digital certifi
Digital Certificate revocation lists by multiple CAs and introduces
Revocation system secret sharing scheme

based on blockchain OSCP(online certificate status protocol is used

Pros: Trusted and reliable CRL.
Cons : False sense of security.

SURVEY 5: Macro baldil 2017  =CRLs are distributed through the use of a private
Certificate validation  etal.,, blockchain, shared among  CA(certificate
through public ledgers authority).

and blockchain *CAs, arc responsible for issuing certificates to

requestors who meet the requirements and maintain
CRLs.
=users just need to read certificates

Pros : Provide reliability
Cons: CA ccosystem is fragile and prone to
compromises

Fig 1 Comparison to previous system
3. Objectives of the Proposed System

Everything has become digitized in the present
scenario. Similar is the case with the SSLC, HSC, and
even academic certificates which are all available in the
educational institution and offered to students upon
request. Majority of the students find it hard to keep
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their degree certificates. To both organization and
institution, the checking and the verification of
certificates turn out to be difficult and laborious. Our
project will assist in storing the certificate into the block
chain system and shelve it efficiently [11]. To start with
all the relevant paper certificates, there is a need to
transform them into an electronic format. The attack of
chaotic search is used to design the hashing code value
for the certificate. The next step involves the
incorporation of the certifications into the blockchain.
And these certificates are verified with the help of a
mobile application [12].

Expanding compartments usable by the proper
blocking can interfere the traditional system from
making such changes less secure. To the dismiss of the
entities exercising the digital certificate authority, The
Let us consider the problem of forgery of registers and
how it can be adjusted for resolving the particular issue,
The cause of counterfeiting certificates would be
addressed by proposing a solution that involves the use
of digital certificates embedded with blockchain
technology.

4. Proposed System
A. Methodology

An elaborate approach to the validation of student
certificates includes a series of steps aimed at ensuring
the authenticity and correctness of the documents in
guestion. To begin with, the stakeholders in the process
should provide a centralized database or an electronic
platform on which all the certificates will be kept for
easy inspection. This system should bear unique
identifiers such as QR codes or serial numbers on the
documents, for quick authentication purposes.
Thereafter, such records should also be reconciled with
the particular student’s records, such as units
completed, grades, and the dates of release of such
records. To add on the level of protection, an option of
placing the information on the blockchain may be
added resulting in the creation of secure and
unalterable records. In instances where the scrutiny has
to be manual, clearly outlined procedures must be in
place that will allow those wishing to validate
certificates, to contact the relevant issuing authority.
Non hand-written signatures can also be used as forms
of deterring such practices. The reinforcement of the
validation systems should be encapsulated with the
scheduling of checks and reviews of the procedures in
order to sustain the usefulness of the system
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Fig 2. System Architechture.
B. Creation of Digital Certificates

The process of designing and generating a digital
certificate on a blockchain follows a systematic
approach. To begin with, the requisite detailed
information about the certificate is prepared, for
instance, the name of the student, the programme
completed, proffered date, and the specific certificate
ID. institution-specific information such as the name of
the institution and the digital signature may be
incorporated to improve the credibility of the data.
Then, it is the turn to select a blockchain platform based
on aspects such as the type of network, the costs
encompassed, and scalability. Among these options are
public blockchains such as Ethereum and closed
networks such as Hyperledger which provide different
levels of limitations in regard to security and
accessibility. On those haof platforms that allow the use
of smart contracts a specific smart contract was
designed to deal with the task of management of the
certificates. This contract contains procedures on how
to create new certificates, check the status of existing
certificates and how to delete, if need be, profiled
certificates. After such a smart contract has been
designed, it is then uploaded to the blockchain which
allows for the certificates to be issued in a secure
manner by institutions and all those credentialing
purposes by the certificates, can be carried out ‘online’
by the verifying agencies.

C. Hash Code Generation

When creating hash values for digital certificates, in the
first place a secure hash algorithm is chosen. For
example, SHA-512 is mostly used in blockchain
applications and therefore preferred also for
certification. Then, collect all the details of the
certificate secured for hashing: a name of... the student,
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a name of the program, an organization that issued the
certificate, dates, and the internal code of the
certificate. That data is prepared and fed into the
algorithm of SHA 512 to produce a string of characters
of set length referred to as a hash code which is specific
to the certificate information. This hash code is specific
to the data of the certificate, which means that if any
data changes (even one letter) the hash would vary
completely thus making falsification easy. This hash
may then be incorporated in the blockchain so that
everyone who has the certificate data can recalculate
the hash and check it with what is kept in the blockchain
relating to the document.

D. Digital certificate validation

Digital One of the aspects of using the blockchain for
the validation of digital certificates is the connection of
the certificate particulars with the corresponding hash
available on the blockchain, and confirming that the
certificate as well as its contents are genuine. For
example, for an employer or an educational institution
wishing to verify a certain certificate, first they need to
get such particulars as the name of the certificate
holder, the name of the course taken, the dates, and
the registration number. These particulars are then
merged together and fed into the same hashing set as
the one that was used in the creation of the certificate
i.e. SHA-512. Finally, the resulting hash code is checked
against the hash which has already been incorporated
into the blockchain. If the two hash codes correspond,
it gives a guarantee that such a certificate has been
tenable and no alterations made to it after its issuance
by the institution. Such a system allows for the safe and
easy means of credential verifications as it guarantees
that the document has no forgery or alterations purely
thanks to decentralization. Furthermore, added
functionality isprovided by some blockchain solutions
that can include also revoke capabilities and thus if
certificate is no longer in force it is possible to find out
this information on the blockchain as well increasing
the security during the verification process.

E. Working of Application

A digital certificate validation application based on
blockchain technology works by securely controlling
the generation, management, and verification of all
certificates. Whenever a school, college, university, and
any other educational institution issues a certificate, a
number of details are fed into the application including,
the name of the student, course undertaken, date of
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issuance of the certificate, and registration number.
This information undergoes further processing in a
secure hashing algorithm (most likely SHA-512),which
produces a characteristic representation of the
information of the specific certificate by way of a hash.
After that, this hash and other necessary information
including metadata, is embedded using a smart
contract in the blockchain making the certificate
protected from any alteration and permanently
retained. A digital copy of the certificate is then
provided to the student in their digital wallet. In
instances when the certificate is needed for
verification, the employers or organization can access
the details of the certificate, obtain the same and
rehash it using the same algorithm, and compare the
hash generated with the hash on the blockchain. In
such a situation when both of the hashes are the same,
then it is assumed that the certificate is genuine. The
system can also allow mobile and web applications
enabling institutions to mark certificates as revoked
whenever that is necessary to prevent fraud or abuse,
with the blockchain reflecting these updates in real
time

s¢w.macor S48 = =™

Fig 3: Blockchain Certificate Verifier
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Fig 4. Certificate Successfully Verified
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Results of Developed System

CERTICATE REGASTRATION FORM
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Fig 6. Certificate Registration Form

Fig 8. Generation of QR code
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Fig 11. Validation and Authentication of Certificate

5. Comparision With Previous System

Feature
Verification Time

Security
Authentication
Process

Cost

Scalability

Transparency

Fraud Prevention

Revocation &
Updates

Previous System
Manual, time-consuming (days or weeks)

Vulnerable to forgery, loss, and tampering

Requires intermediaries (universities, third-

party agencies)

High due to administrative workload and
third-party verification costs

Limited by manual processes and physical

record-keeping
Prone to errors, lack of visibility

Easy to forge certificates

Difficult to track revoked or updated

certificates |

Proposed Blockchain-Based System
Instant verification through blockchain

Immutable and tamper-proof due to

blockchain

Decentralized verification with no

intermediaries

Reduced costs by eliminating

intermediaries

Scalable with digital and automated

validation
Full transparency due to blockchain ledger

Cryptographic hashing ensures
authenticity

Real-time updates and revocation possible

through smart contracts

Fig 12. Comparison Table
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6. Conclusion

Finally, needless to say, the design and implementation
of a blockchain-enabled system for the validation of
academic credentials is the way of the future. With the
help of blockchain, which is by nature immutable as
well as transparent, it will enable the issuance of
secure, verification ready, fraud resilient and low
weight academic credentials thus reducing the level of
fraud and administrative burden significantly. The
entire cycle of issuing, keeping and checking of such
documents becomes much smoother and cheaper for
educational establishments and employers. Besides,
more flexibility is exercised for students as they
venturing out to access the job market can show their
qualifications with less hassle as those can be packaged
and made accessible to the world. This is notably a
more efficient and trusted solution of managing one’s
educational accomplishments. Certainly there are
issues in implementing this technology especially
regarding its initial cost and complexity but the
benefits, especially in the long run, make this
technology suitable for innovation in the status quo of
the credentialing practice in Education and Professional
attainment verification. Furthermore, the integration
of Al and loT can enhance the analysis of credentials
and enable real-time tracking of student activities.
Additionally, blockchain offers a decentralized and
cost-effective solution by removing intermediaries,
academic certification more

thereby  making

transparent, trustworthy, and accessible to everyone.
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