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Abstract

The swift growth of the Internet of Things has left a lot to be desired in terms of security with the number of devices it
is getting connected to increasing and the data they generate being sensitive. Machine learning-based intrusion
detection systems have proven to be a potential solution to the issue of detecting the malicious actions in the loT
environment. The study will offer a comprehensive literature survey of smart privacy-sensitive machine learning
systems in intrusion detection in large-scale 10T networks. The research is conducted based on the method involving
systematic literature review in the large scientific databases and analysed on the basis of the methods and strategies
that preserve privacy and the approaches that identify the intrusions as well. The review presents the energy-efficient
privacy-preserving methods to loT security that are the most commonly used such as federated learning models,
blockchain-based privacy models, and differential privacy models, as well as the graph neural network-based models of
intrusion detection. The main theme is learning on the field of emerging privacy-preserving machine learning methods
to ensure that the loT environment is secure, and the study also reflects the current research tendencies and
shortcomings.

Keywords: Internet of Things, Privacy-preserving Machine Learning, Federated Learning, Intrusion Detection System,
Cybersecurity, Differential Privacy Introduction.
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machine learning frameworks follow concept of
centralized training models, in which data of several loT
devices has to be combined in a central server to use
them in training. Such a centralized solution provokes
significant privacy-related issues since the sensitive
user information can be revealed in the process of
sharing the data (Ali et al., 2022) [5]. Privacy-preserving
machine learning methods have come up as a possible
way to overcome these concerns about privacy.
Federated learning is one of such techniques, which
received significant popularity as it can be used to train
machine learning models through collaboration
without the necessity to transfer raw data between
local devices. In federated learning, devices in l0Ts train
the models on-Isis then transmit just model parameters
to a central aggregation server and, in such a way,
ensure that local datasets remain a secret (Awan et al.,
2023) [13]. Also, the methods of protecting privacy
include differential privacy, homomorphic encryption,
secure multi-party computation, which contribute to
the improved privacy protection by avoiding the
disclosure of sensitive data during the model training
(Fouda et al., 2024) [25]. Several privacy-preservation
intrusion detection structures found in the recent
literature are targeted at the loT setting. To give an
example, it has been suggested to use federated
learning-based intrusion detection systems that
identify cyber dangers and keep data secret (Khraisat et
al.,, 2025) [44]. Likewise, the methods of blockchain
have also been proposed to guarantee secure
communication and management of trust between the
loT devices (Bezanjani et al., 2024) [16]. Moreover,
more sophisticated methods have been implemented
to process the network architecture and reveal
abnormal behaviour of large-scale loT networks,
including the use of graph neural networks (Pei et al.,
2024) [59]. Although these developments have been
undertaken, a number of challenges still exist in the
design of effective privacy saving intrusion detection
systems in loT networks. These are problems such as
communication overhead during federated learning,
susceptibility to model poisoning attacks, data
heterogeneity on the device, and loT devices lack
enough computing capabilities (Vyas et al., 2024) [71].
Thus, available privacy-saving machine learning models
should be thoroughly examined in order to define
research gaps and directions of further research. The
given paper is going to present a systematic review of
intelligent  privacy-preserving machine learning
systems to detect intrusion in massive loT networks.
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The study provides an analysis of recent research
contributions, such central techniques applied
regarding the protection of privacy, and open research
issues in the field.

The primary contributions of this review paper can be
summarized as the following ones:

e An overview of the privacy-sensitive machine
learning algorithms applied on intrusion detection
of an IoT network.

e Federated learning architecture study and how it
can be used in the security of distributed loT.

e Determination of the existing research pitfalls and
shortcomings of the privacy-preserving loT security
frameworks.

e Minor consideration on future research directions
in the strong and scalable lot intrusion detection
systems.

2. Research Methodology

The research method proposed in this study will be a
systematic literature review to examine the current
studies associated with privacy-aware machine
learning architecture to use in intrusion sensors in loT
networks. The procedure of review is based on the
PRISMA transparency and reproducibility requirements
of the systematic review and meta-analysis in order to
be transparent and reproducible on matters of
selection and appraisal of relevant studies.

2.1. Search Strategy

In the literature search, the researcher used a number
of scientific databases, such as IEEE Xplore, Scopus,
SpringerLink, ScienceDirect, and Google Scholar. To
obtain the latest trends in machine learning privacy and
loT security, the search was limited to articles published
since 2021.

The keywords that were used during search included
the following:

e "loT intrusion detection"

e "Privacy-preserving machine learning"

o '"Federated learning loT security"

e '"Differential privacy intrusion detection"

e "Graph neural network intrusion detection"
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The keywords were used in combination with Boolean
operators to access the research articles that were
related.

2.2. Inclusion and Exclusion Criteria

The inclusion and exclusion criteria used in this study
are summarized in Table 1.

Table 1. Inclusion and Exclusion Criteria for the Study

Inclusion Criteria Exclusion Criteria

Articles published between
2021 and 2026

Non-English
publications

Studies related to loT security | Articles unrelated

or intrusion detection to loT networks

Studies focusing on privacy- Editorial notes

preserving machine learning and short papers

Articles published in peer- . .
) . Duplicate studies
reviewed journals

2.3. Screening Method

Relevant research articles were filtered through
PRISMA screening process in order to use them in this
study. To begin with, database searches were
conducted in order to identify a huge number of
studies. All the articles were filtered out after
eliminating the duplicate studies and then their titles
and abstracts. Only the full-text analysis was performed
in order to know whether the studies met the
incorporation criterion or not.
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Figure 1. PRISMA flow diagram illustrating the study
selection process
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3. Bibliometric Overview of Research on Privacy-
Preserving loT Security

With the growing use of the Internet of Things (loT)
technologies, the research in the field of cybersecurity
and machine learning that conserves privacy has
recently broadened considerably. During the last ten
years, the number of publications devoted to the
implementation of the intelligent mechanisms of
intrusion detection and privacy-protecting systems
increased to ensure the security of giant loT systems. It
is this fast development of distributed machine learning
method that, especially federated learning, has allowed
researchers to create collaborative intrusion detection
systems without involving direct exchange of sensitive
information of the participating devices. Recent
research has shown that machine learning methods
that support the privacy issue are becoming more
significant in the security of loT infrastructures. As an
illustration, federated learning is the very popular
model that allows distributed training of intrusion
detection models on several |oT nodes without sharing
data in the air (Awan et al.,, 2023) [13]. Likewise,
machine learning models have been trained with the
use of differential privacy in place of sensitive
information being leaked during training and inference
(Fouda et al., 2024) [25]. Another unfulfilled research
gap in the literature is the integration of sophisticated
machine learning systems with privacy protection
systems. Convolutional neural network (CNN),
recursive neural network (RNN), and graph neural
network (GNN) are among the deep learning methods
that have been applied to discover network traffic
patterns in loT settings that are too complicated. These
models enhance the improved identification of cyber
threats unlike the previous rule-based intrusion
detection systems (Ghaffari et al., 2024) [26].

Moreover, it has been suggested to combine the
blockchain technology with the federated learning to
enhance the issue of trust management and secured
information exchange in the distributed loT networks.
Blockchain-related frameworks provide the
transparency and non-alterability of model changes in
the process of collaborative learning (Bezanjani et al.,
2024) [16]. Moreover, more recent research points to
the possibility of lightweight machine learning models
that will target resource-constrained loT devices, in
particular (Alfahaid et al., 2025) [2]. The increase in the
number of research papers in this field proves the rise
in the interest towards privacy-saving cybersecurity
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solutions to loT networks. The reasons why this trend is
occurring are due to the intensive growth of the smart
devices and the necessity to have secure data
processing of the data in the distributed environment.

Cyber/Aktacks

//Se o

Intrusiony Detection

Graph Neural Network Federated Leaming Deep Learning

Privacy Preservation

Differential Privacy

Figure 2. Bibliometric keyword network illustrating
major research themes in privacy-preserving machine
learning for loT security

4. Review and Results

This section comprises a literature review of the current
research studies pertaining to privacy preserving
machine learning architectures in intrusion detection in
the loT networks. Although the reviewed literature
pays attention to a range of issues, such as the security
of 10T, machine learning-inspired intrusion detection
system, federated learning architecture, privacy-
mechanism, and graph-based intrusion detection
system.

4.1. 10T Security and Intrusion Detection

The recent proliferation of loT devices has posed many
security challenges since the environment of the loT is
heterogeneous and that most of the devices do not
have adequate computing capabilities. There are many
cyberattacks that loT networks are very compromised
to, including the distributed denial-of-service (DDoS)
attacks, the propagation of malware, spoofing attacks,
and the infection of botnets. The conventional security
controls are in most cases not effective in securing such
networks because of their inefficiency in identifying the
novel attack trends (Ahmadvand et al., 2023) [1]. The
intrusion detection systems are essential in detecting
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activities conducted by malicious persons within the loT
networks. Such systems observe the network traffic
and study behavioural patterns to identify anomalies
and possible cyber dangers. The traditional intrusion
detection systems can be detailed into two distinct
groupings which include the signature-based detection
and the anomaly-based detection. The signature-based
approach is based on a set of attack signatures that are
used to identify threats, and the anomaly-based
approach is based on machine learning algorithms that
are used to detect abnormal behaviour (Elsayed et al.,
2023) [21]. The applications of machine learning in
intrusion detection systems have been receiving a lot of
attention as a result of their capability to analyse
advanced network traffic patterns to identify advanced
cyber threats. Different machine learning, including
decision trees, support vectors, and neural networks,
have been used to enhance the accuracy of detection
in an loT setup (Alfahaid et al., 2025)[2]. It has also
applied deep learning models to identify the high level
features of network traffic data so that it can be more
efficient in detecting the emergent cyber threats
(Mohamed, 2025) [28]. Nevertheless, a number of
machine learning-based intrusion detector systems are
centralised in the collection of data to train the model,
and hence, privacy is a big concern. The loT devices
might create sensitive information that can be revealed
in the process of data transmission and data storage.
This also means that privacy-protective machine
learning solutions are a potentially beneficial answer to
responsible intrusion detection over loT networks (Ali
et al.,, 2025) [6].

Table 2. Summary of Selected Studies on loT
Intrusion Detection

Author Methodology Key Contribution

Comprehensive
Alfahaid et Machine
al. (2025)

overview of ML-
learning IDS based loT security

solutions

Review of ML and
DL methods for loT
security

Ghaffari et | Deep learning
al. (2024) survey

. Automatic intrusion
Elsayed et | Deep learning

detection
al. (2023) IDS
framework
Analysis of Al-based
Mohamed Al

. intrusion detection
(2025) cybersecurity
models
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4.2. Machine Learning-Based Intrusion Detection

The most popular loT network detection methods are
now formulated through machine learning. However, in
contrast to the antique rule-based security systems,
machine learning models have self-learning capabilities
that can recognize patterns by traffic data on the
network and detect suspicious behaviours that can be
traced back to cyberattacks. Learning algorithms (i.e.,
decision trees, random forests, support vector
machines, etc.) under a supervised learning method
have been extensively used to classify network traffic
and determine normal and malicious traffic. These
algorithms are based on labelled datasets through
which they train models that detect patterns of attacks
that are known. Nevertheless, supervised learning
models usually have challenges in identifying attack
cases in zero-days because they rely on labelled training
data (Noor et al., 2025) [57]. Clustering and
autoencoders are also methods of unsupervised
learning that have been used to find anomalies in
network traffic even without labelled data. These
models examine the statistical trends in network traffic
and determine the difference that could signal the
possibility of a cyber threat. The hybrid approaches that
put together supervised and unsupervised learning
have been observed to be more effective in the
detection of complex attacks on loT networks
(Kalodanis et al., 2025) [40]. There are also recent
works that considered applying large language models
and transformer-based models to cybersecurity
applications. These models show potential abilities of
analysing network data volumes and recognizing
sophisticated patterns of attacks within a distributed
loT (Ferrag et al., 2024) [24]. In spite of the above
developments, centralised machine learning models
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continue to require serious privacy issues. In data
aggregation processes sensitive information can be
leaked and such may result in a violation of privacy and
regulatory compliance problems. Federated learning
has come as a potential solution to these issues to make
use of a distributed machine learning system that
preserves privacy to detect intrusion.

4.3. Federated Learning for Privacy-Preserving
Intrusion Detection

The field of federated learning has become a potentially
promising distributed machine learning method that
allows joint training of models without having to collect
data centrally. In this model various loT devices are
trained on local machine learning models with their
own data, and only transfer model parameters to a
central aggregation server. This is a decentralized
training process that supports the privacy of sensitive
data that is produced by the loT devices (Ali et al., 2022)
[5]. A number of papers have offered federated
learning based intrusion detection systems to the loT
setting. As an example, Khraisat et al. (2025) [44] have
recently proposed a federated learning model that will
allow collaborative identification of threats between
distributed IoT networks without violating the privacy
of data. On the same note, Mahmud et al. (2024) [50]
proposed a privacy-saving federated learning model
that was meant to identify cyber threats in cyber-
physical systems. Moderate current studies had also
investigated the combination of blockchain technology
and federated learning to enhance the management of
trust and model sharing in the distributed network.
Frames of blockchains offer a record of updates of
models that is impossible to alter and provide
transparency during the collaborative training
procedures (Moulahi et al., 2023)[54].

Federated Learning Architecture for loT Intrusion Detection

SNV VIV T A
| Secure Aggregation Server qf:__JGlobal Model Aggregation
[ (Global Model) ) } Privacy Preserving Learning
™ AAA AN p_p Iy I e

Updated Global Model

Model Updates [Updated Global Model /Model Updates

loT Device 2
(Local Training)

loT Device 1
(Local Training)

Updated Global Model  \Modal Updates

loT Device 3
(Local Training)

Figure 3. Federated learning architecture for privacy-preserving intrusion detection in loT networks
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4.4. Privacy-Preserving Techniques in Machine
Learning

The concept of privacy is one of the major demands in
machine learning systems that are based on loT
because the kinds of data produced by the connected
devices are quite sensitive. There are a number of
solutions that have been suggested to preserving the
privacy of the users when training and performing
machine learning. One of the most prevalent privacy-
preserving methods is the so-called differential privacy.
It adds noise to datasets or model parameters
randomly to avoid that a single data point should be
identified without affecting the overall statistical
characteristics of the data (Zhang and Li, 2024) [75].
Homomorphic encryption enables the use of machine
learning computations on encrypted data without
having to join with the decryption of the encrypted
data. The method is used to ensure that data processes
the information in a sensitive manner (Alqazzaz, 2025)
[8]. Another privacy-saving methodology is called
secure multi-party computation when different parties
can emerge as a result of collaboratively computing
machine learning models without exposing their
private information to anybody. The method comes in
handy especially in a collaborative mode in intrusion
detection that involves multiple organisations leading
to sharing of security knowledge without divulging
sensitive information (Liu et al., 2022) [49].

Table 3. Comparison of Privacy-Preserving

Techniques
Technique Key Advantage Limitation
. . Protects
Differential o May reduce
. individual data
Privacy . model accuracy
privacy
Enables High

Homomorphic . .
computation on | computational

Encryption
vP encrypted data cost
Secure Multi- Secure L
. Communication
party collaborative

overhead

Computation computation

Vulnerable to

Federated Decentralized

. o poisoning
Learning training

attacks
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Privacy Preserving Machine Learning

‘ Federated Learning

Cryptographic Techniques Differential Privacy

‘ Blockchain Security ‘

Homomorphic Encryption Secure Multi-Party Computation

Figure 4. Taxonomy of privacy-preserving machine
learning techniques for secure loT intrusion detection

4.5. Graph Neural Network-Based Intrusion Detection

GNNs have recently been the focus of the analysis of
complicated network structure in the domain of
cybersecurity. This is because loT networks are
naturally graphical in nature, with nodes calling out
devices and the outgoing communication connections
between devices being the connections forming the
edges. GNNs have the capability of relating the
structural associations among entities in a network and
identifying maladaptive patterns of communications
that can be a sign of a cyberattack. The recent studies
have proven that the use of GNN-based intrusion
detection systems has the potential to discover the
presence of botnet operations, malware propagation,
and organized cyberattacks within massive loT (Pei et

al., 2024) [59].
loT Network Traffic ‘

Graph Construction
(Network Nodes & Edges)

(GNN Model)

Graph Neural Network ‘

N

‘ Feature Learning
I
‘ Anomaly Detection

Attack Classification
(Normal / Malicious)

Figure 5. Graph neural network based intrusion
detection framework
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Table 4: Summary of Reviewed Studies on Privacy-Preserving Machine Learning for loT Security

Author

Methodology

Key Findings / Contribution

Ahmadvand et al.
(2023)

Survey on SDN-based loT
security

Identified key privacy challenges in SDN-loT environments
and proposed secure data protection mechanisms.

Alabdulatif (2025)

Federated learning with
differential privacy

Introduced GuardianAl framework for privacy-preserving
anomaly detection.

Alazab et al. (2023)

Federated intrusion
detection

Demonstrated improved IDS accuracy using distributed
federated learning models.

Alfahaid et al. (2025)

Machine learning security
survey

Provided comprehensive overview of ML-based loT
cybersecurity solutions.

Ali et al. (2022)

Federated learning survey

Examined privacy-preserving learning techniques for
healthcare loT systems.

Alj et al. (2025)

Privacy-preserving ML for
smart grids

Proposed secure machine learning framework for loT-
enabled smart grid systems.

Algazzaz (2025)

Federated learning +
homomorphic encryption

Developed privacy-preserving framework for smart city
applications.

Algazzaz (2026)

Adaptive federated
anomaly detection

Introduced SecuFL-loT architecture for secure industrial loT
environments.

Alrayes et al. (2025)

Statistical learning with
optimization

Proposed privacy-preserving big data security model for loT
networks.

Alshdadi et al. (2025)

Federated deep learning

Designed scalable framework for detecting DDoS attacks in
loT networks.

Awan et al. (2023)

Federated learning +
cryptography

Demonstrated secure big data analysis for loT cybersecurity
systems.

Baidar et al. (2025)

Hybrid deep learning +
federated learning

Proposed intrusion detection system for 10T/5G edge
computing environments.

Bezanjani et al.
(2024)

ML + blockchain security

Introduced blockchain-based privacy-preserving data sharing
architecture.

Briggs et al. (2021)

Federated learning survey

Reviewed privacy-preserving collaborative learning
approaches in loT.

Chandu et al. (2025)

Distributed federated IDS

Proposed collaborative security model for loT threat
detection.

Elsayed et al. (2023)

Deep learning intrusion
detection

Developed automated IDS for IoT and SDN environments.

Fagbohungbe et al.
(2021)

Edge intelligent computing

Proposed privacy-preserving edge computing framework for
loT devices.

Farooq et al. (2025)

Interpretable federated
learning

Designed interpretable cyber-threat detection model for
smart cities.

Ferrag et al. (2024)

BERT-based security
model

Introduced lightweight language model for loT threat
detection.

Fouda et al. (2024)

Survey on privacy-
preserving learning

Reviewed data-driven privacy protection mechanisms in
communication networks.
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Author

Methodology

Key Findings / Contribution

Ghaffari et al. (2024)

Machine learning survey

Examined ML and DL approaches for securing loT
infrastructures.

Gnanzou (2025)

Federated IDS architecture

Proposed scalable intrusion detection model for distributed
loT networks.

Hamad et al. (2025)

Federated IDS systematic
analysis

Reviewed multiple federated learning IDS frameworks.

Harahsheh et al.
(2024)

Federated transfer
learning

Proposed real-time intrusion detection model for loT
networks.

He et al. (2023)

Federated deep learning

Developed privacy-preserving industrial l1oT intrusion
detection system.

Hilal et al. (2022)

Deep learning IloT security

Proposed intelligent privacy-preserving intrusion detection
model.

Holubenko et al.
(2025)

Decentralized intrusion
detection

Introduced autonomous privacy-preserving IDS for loT
environments.

Hossain & Islam
(2025)

Federated botnet
detection

Developed decentralized cybersecurity framework using
federated learning.

Huang et al. (2024)

Hybrid deep learning + FL

Proposed improved intrusion detection architecture using
federated training.

Islam et al. (2025)

Hierarchical federated
learning

Introduced PP-HFFL framework for loT intrusion detection.

Kalodanis et al.
(2025)

ML-based IDS for 5G

Proposed adaptive intrusion detection approach for next-
generation networks.

Khraisat et al. (2025)

Federated intrusion
detection

Designed privacy-preserving IDS architecture for loT
networks.

Liu et al. (2022)

Secure aggregation survey

Reviewed privacy-preserving model aggregation techniques
in federated learning.

Mahmud et al. (2024)

Federated IDS for cyber-
physical systems

Proposed privacy-preserving machine learning detection
framework.

Mosaiyebzadeh et al.
(2024)

Federated loHT intrusion
detection

Introduced secure IDS for Internet of Health Things devices.

Moulahi et al. (2023)

Blockchain + federated
learning

Proposed blockchain-based privacy-preserving cyber threat
detection framework.

Pei et al. (2024)

Graph neural network IDS

Developed privacy-preserving GNN model for network
intrusion detection.

Rampone et al.
(2025)

Hybrid federated learning
IDS

Proposed near real-time privacy-preserving intrusion
detection model.

Raza et al. (2024)

Federated learning for
SDN security

Developed privacy-preserving IDS for software-defined
networks.

Tabassum et al.
(2021)

Distributed incremental
IDS

Proposed privacy-preserving collaborative intrusion
detection framework.

Vyas et al. (2024)

Federated learning survey

Reviewed privacy-preserving intrusion detection techniques

in loT environments.
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5. Discussion

Productive development of Internet of Things (loT)
technologies has established a more intricate
cybersecurity environment. As billions of connected
devices continuously communicate sensitive
information, securing communication and good threat
detection has made it a critical issue. Intrusion
detection systems utilizing machine learning have
become one of the potential solutions that could be
applied to detect a cyber threat within an IloT
environment. Nevertheless, the high level of
centralization of most machine learning models,
creates serious security concerns considering that any
sensitive information produced by the loT devices
would have to be shared with virtual centralized servers
in order to train and analyze them.

The recent studies have been directed at merging
privacy-preserving mechanism with machine learning
practices that will enable to overcome those
predicaments. Federated learning has become a focus
in the research since it is a form of decentralized
training where several devices join to jointly train
machine learning models without exchanging raw data.
Federated learning Systems Federated learning takes
place in an environment where the local devices are
trained on their own datasets and only send the model
updates to a central aggregation server. This
technology minimizes the chances of leakages of data
and enhances privacy security in distributed internet of
things (Awan et al., 2023; Ali et al., 2022) [13] [5].

A number of studies have proved that federated
learning is useful in enhancing the security of the loT
networks. As the example, intrusion detection
frameworks based on federated learning have been
created to identify cyber threats on distributed loT
devices and maintain their data privacy (Khraisat et al.,
2025) [44]. In the same way, the current studies
covered hierarchical federated learning frameworks
aimed at enhancing the effectiveness and scalability of
a large-scale IoT system (Islam et al., 2025) [37]. These
models allow the cooperative learning between many
edge devices with the minimization of communication
overhead.

Beyond federated learning, there are a number of other
privacy preserving methods that are also implemented
in machine learning systems of loT security. Differential
privacy is extensively applied to avoid the exposure of
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individual data points in training a model through the
use of controlled noise in model training. Such a
methodology can be used to secure vulnerable data
and to achieve reasonable rates of model performance
(zhang and Li, 2024) [75]. Secure collaboration learning
is also possible with the help of homomorphic
encryption and secure multi-party computation
without revealing the personal information (Liu et al.,
2022) [49].

The use of graph neural networks in detection of
intrusion is yet another new trend in the study of loT
security. Graph neural networks unlike the traditional
machine learning models can analyze the complexity in
the networks and detect patterns of abnormal
communication between devices. These models are
effective especially in the detection of distributed
attacks like botnets and well-organized malware
distribution in large-scale loT networks (Pei et al., 2024)
[59].

In addition, the recent studies have discussed how the
blockchain technology may be applied in integration
with privacy-protecting machine learning models.
Decentralized management of trust (as well as secure
storage of model updates) is a feature offered by
blockchain-based architectures when it comes to
collaborative learning processes. This can be used to
enhance transparency and the ability to withstand
model poisoning attacks (Bezanjani et al., 2024)[16].

With these developments, a number of obstacles have
been experienced in the implementation of privacy
enhancing machine learning frameworks to protect the
loT. Among the key issues, it is possible to mention a
great communication overhead of federated learning,
especially in the large-scale context of an loT system
with thousands of devices involved in the joint training.
Furthermore, federated learning systems can fall prey
to model poisoning and data manipulation as an
example of adversarial attacks, which are likely to
negatively affect the quality of a model and endanger
data security (Fouda et al., 2024)[25].

The second obstacle is that most of the loT devices have
limited computational capabilities that limit the
complexity of machine learning models that can
execute locally. There are lightweight machine learning
architectures and edge computing designs under
consideration to handle this problem, but it is necessary
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to carry out further research to enhance the efficiency
and scalability (Alfahaid et al., 2025)[2].

In general, the literature under review shows that
machine learning that ensures privacy has great
potential to enhance the security of loT networks.
Nevertheless, enhancing studies are needed to manage
the lack of robustness and limit the research on
intrusion detection systems in large-scale loT setups.

5.1. Research Gap

According to the systematic review of the available
literature, one can define some gaps in the research in
the context of privacy-preserving machine learning in
the spheres of detecting intrusions in loT.

To begin with, despite the promising outcomes of
federated learning on a distributed intrusion detection
system, most of the current systems are tested on a
small-scale data set and within a controlled laboratory
setting. Large-scale real-world assessments have not
investigated the applicability of federated learning to
demonstrate its efficacy in the real-world use of loT.

Second, it is not well studied how to combine GNN with
federated learning. Although it has been demonstrated
that graph neural networks are especially promising
when it comes to analysis of network structures, a
relatively small number have been used with privacy-
preserving learning models in order to enhance the
accuracy of intrusion detection.

Third, most privacy-beneficial machine learning
frameworks are much more concerned with ensuring
that the privacy of data is upheld, yet pay insufficient
attention to adversarial attacks like model poisoning
and inference attacks. These vulnerabilities to security
may cause a serious effect on the reliability of
collaborative learning systems.

Fourth, an efficient communication is one of the
significant issues with federated learning systems.
Running large-scale loT networks may pose a
considerable overhead to the network when model
parameters can be exchanged regularly between
devices and central servers.

Lastly, the majority of the current literature deals with
particular fields of applications, including healthcare
loT or smart-city intonations, and the overall security
frameworks that can be applied to heterogeneous loT
environments are not well covered.
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The need to address these research gaps will help in
coming up with a strong and scalable privacy-
preserving intrusion detection systems that would
prevent the next generation of loT networks.

6. Conclusion

The fast growth of the Internet of Things technologies
has posed some critical security problems as more and
more connected gadgets are becoming available along
with the sensitive content they produce. Conventional
security tools cannot help in these challenges especially
in large information of the loT where cyber threats are
becoming more advanced.

Intrusion detection systems based on machine learning
have become influential with regard to discovering the
malicious activities on the loT networks. These systems
are power to analyze the network traffic pattern and
identify the anomalies that can signify the possibility of
cyber threats. Nonetheless, the centralized machine
learning methods have most frequently been
associated with concerns on privacy since sensitive
information would necessarily be exchanged with the
centralized servers where training would occur.

As a reassuring sign to these privacy challenges,
privacy-preserving machine learning methods, such as
federated learning, differential privacy, homomorphic
encryption, and secure multi-party computation have
been suggested as promising solutions to these
challenges. Federated learning has been one of such
methods, with a considerable amount of attention
generally because of a capability of collaboratively
training a model without necessarily exchanging raw
data between devices.

Based on the reviewed literature in this study, it is seen
that machine learning structures that safeguard privacy
can influence the safety of the loT network significantly
and keep information confidential. As well, there is a
new opportunity with new technical solutions like
graph neural networks and blockchain-based
architecture to boost the intrusion detection
performance and enhance the system security of
distributed learning.

Even with these developments there are a few
challenges to the development of efficient and scalable
privacy preserving intrusion detection systems. Such
challenges are communication overhead, sensitivity to
adversarial attacks, constraints of computational
capabilities of the loT devices and the absence of
common evaluation frameworks.
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The future studies need to implement lightweight
machine learning models, enhance the efficiency of
federated learning communication and combine novel
approaches of deep learning, including graph neural
networks, and build effective defense systems against
adversarial attacks. It will be important to address
these challenges to create privatized, scalable and
security conscious loT ecosystems.

To sum up, privacy-saving machine learning
frameworks are another significant element in the loT
cybersecurity future. Further research on this subject
will be instrumental in the provision of security and
reliability of the next generation interconnected

systems.
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