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Abstract: Banking and other financial transactions are growing all over the world. With the advancement of
technology and growth in the cloud platforms in the banking industry, information sharing in the organization
is becoming easier, but with that more vulnerable to attacks. Proper user authentication is a major issue in
such platforms. In this paper, we proposed a concept in which the image is segmented and organized in grid to
form the pattern and the image click count is clubbed with the pattern, the way of formation of password is
easy and together with that the pattern form is quite strong to overcome the various types of attacks like
brute force, password guessing etc. Similarly, the concept of the combined key is also the unique concept
which we have applied to act as the session key, which is used in the process of the sharing of the secure
information between the two authorized users. Together with the session key, the use of the image hash in
the transaction will make the authentication stronger. The pattern generated is tested over the various tools
to test the strength and the results obtained are quite impressive.

Index Terms— Image Password, Grid Organization, SHA-512, Cyber Security, User-Authentication

Introduction Cyber Security Statistics for Financial Services [2]
The banking sector is one of the most growing e 67% of financial organizations reported a

sectors of the world. To share information across significant rise in cyber-attacks during the past
12 months.

e 26% encountered a destructive attack.

the branches of a particular bank, cloud platforms
are often used. This enables us for online rapid
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information sharing. Seeing the other side of this,
with the introduction of the cloud platforms in the
banking sectors, these sectors are also vulnerable
for the various types of attacks, which are related
to the user authentications. [1] The simplest way
to protest the user identity is to use the password;
here we have two types of the password which are
generally used, a) Text Passwords and b) Graphical
Passwords. [1]

Text passwords are simple alpha-numeric patterns
which are used to protect the user identity.
Graphical passwords are more interactive and
make use of some graphical concepts for the
formation of the passwords. In the banking
sectors, the crucial cliental data is required to be
protected from the unauthorized access. So, the
aim of this paper is device the concept which is not
cumbersome for the user to remember the
credentials required for the authentication
purpose and with that also taken in consideration
that, the method, which is adopted, will be able to
overcome the attacks like dictionary attack, brute-
force attack, and many more similar types of
attacks. [1]

79% of CISOs stated that the threat actors are
deploying severe sophisticated attacks.

In last one year 21% suffered a watering-hole
attack.
32% of
hopping,
organization to enter another.

institutions encountered island

leveraging one  compromised
Malware attacks are roughly tallying at the 25%
that hit banking system and other types of
financial sector, it is more prominent than any
other contributing sector.

It has been observed that Credit cards are
easily compromised and there is a significant
rise approx. 212% every year, Credential leaks
are also contributing a sharp rise of 129%, and
102% increase in malicious apps.

Wire transfer fraud increased by 47%.

Home equity loan fraud increased by 31%.
Cybercriminals have become more
sophisticated and leveraging highly targeted
social engineering attacks which roughly stands
at 79% reported by business entities.

32% reported that they are experiencing
counter incident response.
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e 21% reported they experienced C2 on a sleep
cycle.

e As many as 70% institutions expressed their
reason of worries about financially motivated
attackers.

e 30% from the domain industry reported they
are most concerned with nation-state activity.

Types of Sources and Global attack types:

Web attacks —46%

Service-specific attacks — 28%

DoS/DDoS 8%

69% of CISOs are planning to increase cyber

o O O

security spending by 10% or more in 2019 and
47% emphasized their organizations that are
operating threat hunt teams out of which 32%
specify that they carried out on a monthly
basis.

e 70% of cybercrimes targeting surveyed
financial institutions that involves lateral
movement.

Literature Survey
Pathik Nandi, et. al 2022 asserts the concept of

user registration using color authentication using
the username and password where password is
the combination of characters and numbers.
Further the password created at the time of
registration using the color will be cross checked
with Color image-based authentication at the time
of login. [1]

Abhijith S, et. al 2021 focuses on the concept of
graphical authentication mechanisms using
passwords and provides the most suitable
approach to logins that is easier than
remembering and creating simple passwords.
Users can log in by tapping the appropriate dot or
making the appropriate gesture on a pre-selected
image [2]

Juraj Zelenaya, et. al 2019 proposed the concept
to access the data which utilizes the
authentication mechanism of username and
password and the encryption of data which
required encryption key to decrypt the stored data
and is only accessible for the authorized users
which are defined with multiple-level access
control. [3]

H. Hui, et. al 2018 authors proposed a complex
model of cloud security in BPO organizations,
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named the model as Business Process Outsourcing
Cloud Computing Platform (BPO-CCP), and
suggested that this similar platform could be
applied to all banks. and the insurance industry.
This BPO-CCP model addresses cloud data security,
user access control, user-based authentication and
authorization, and cloud computing auditing. [4]
A. Mahalle, et.al 2018 draws attention on the
banking and related financial services, developing
data and data-related applications in-house to
dominate the market has become standard
practice. As such, financial institutions store
different types of customer data, and this type of
data is generally critical. Data breaches can result
in huge losses for financial institutions. This white
paper discusses various aspects of cloud
computing related to data protection and system
security in the banking and financial services
industry. [5]

S. P. Tripathi, et. al 2017 proposed to secure
platform for the online banking using the concept
of the fingerprint and password which they used in
association with the fingerprints are the textual
passwords. For the registration of the user, they
require account credentials, with the fingerprint
and the password which is given the user
registering.[6]

Research Methodology
The research papers we considered in our study are

focused on the selection of password at the time of
user’s registration, and it is the general tendency of
the user to adopt the password, which is in general
have relevance to their family members, items they
like, any actor name, date of birth and so on. For
the research comparison, we have assumed that
the ideal password which the user can choose can’t
be more than 10 characters and we have taken in
point that here user has to remember that. So,
such password cannot be come under the category
of strong password, so vulnerable to brute-force [6]
and password guessing attacks.

Secondly, if we go for very long passwords then
directly remembering them is quite difficult, so we
require adopting some creative process for the
formation of the password pattern.

Proposed Concept
The proposed model of the security approach for

the banking service contains four segments, a)
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Registration of User, b) Login of User, c) Data
Sending, and d) Data Receiving.

4.1 Registration of User
In this section, the concept of the registration
process of the bank personals for accessing the
system is explained. This module contains the
following steps,
Step 1: Accept the username and Email ID from the
user.
Step 2: Select the Image from the available list of
pictures.
Step 3: Click on the Image to increment the image
click count.
Step 4: Proceed to the Grid Formation
Step 5: Select the Number of Segments in which
image to be divided.
Step 6: Arrange the image in the Grid, for this click
on the image segment which you want to move
and click on the empty block on grid to move that
segment, in that block.
Step 7: The pattern is form using the concept that
is
imagecount_blockpositionmoved_postiontowhich
moved_ASCllvalueblockposition_fizesize.
Step 8: Generate SHA-512 Hash for Image Selected.
Step 9: If user record exists then:

Print “Record of User exists”

Else:
Print “Store User Information in
Database”
[End of If structure]
Step 10: End

4.2 Login Process

In this section, the concept of the login process of
the bank personals for accessing the system is
explained. This module contains the following
steps,

Step 1: Accept the username and Email ID from the
user.

Step 2: Select the Image from the available list of
pictures.

Step 3: Click on the Image to increment the image
click count.

Step 4: If Details Correct Then Move to Step 5 Else
Goto Step 11.

Step 5: Proceed to the Grid Formation
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Step 6: Select the Number of Segments in which
image to be divided.

Step 7: Arrange the image in the Grid, for this click
on the image segment which you want to move
and click on the empty block on grid to move that
segment, in that block.

Step 8: The pattern is form using the concept that
is imagecount_blockpositionmoved_postion to
whichmoved_ASCllvalueblockposition_fizesize.
Step 9: Generate SHA-512 Hash for Image Selected.

Step 10: If User Record Validated then

a. Login Successful
b. Move to User Section
Else:

Print “Details not Matched.”
[End of if Structure]
Step 11: End

4.3 Sending Secure Information

In this section, the concept of sending the secure
data by bank personals in the user section is
explained. This module contains the following
steps,

Step 1: After the Sender Login, the Sending
Information option is selected.

Step 2: Details of User Login are accessed, and SHA-
512 hash of sender image is accessed.

Step 3: Select the Receiver Name.

Step 4: Details of Receiver is accessed internally,
and SHA-512 hash of receiver image is accessed.
Step 5: Combined Key using 32 characters of Server
and Receiver hash is generated.

Step 6: Select Image for Transaction and generate
SHA-512 hash for image.

Step 7: Enter the Message for Receiver.

Step 8: Generate SHA-512 for the message.

Step 9: Store the Details for Information Sent.

Step 10: Generate a unique number used as
Transaction Key.

Step 11: End.

4.4 Receiving Secure Information

In this section, the concept of receiving the secure
data by bank personals in the user section is
explained. This module contains the following
steps,
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Step 1: After Receiver Login, Receiving Information
option is selected.

Step 2: Details of User Login are accessed, and SHA-
512 hash of sender image is accessed.

Step 3: Enter the Transaction Key and Combined
Key.

Step 4: check the details in database with the user
login.

Step 5: If details correct then: Goto Step 6 Else:
Goto 11

Step 6: Fetch the message for User.

Step 7: Access the SHA hash for Message.

Step 8: Verify the Hash code for Message.

Step 9: If verified then Goto Step 10 Else: Goto 11
Step 10: Show Message for Receiver

Step 11: End

Implementation
The implementation for secure information sharing

in banking environment is done in VS 2010 and SQL
Express 2008 and the GUI forms involved in the
implementation is explained in this section.

Regitaon: User Dol Page

User Name |baketl

fdD bkl fmdcn

mpein BB 00 Y

) am
P

Please click on the image to Cler Al
‘3 ' increase image comnt

Fig 1. Sender Registration

In fig 1, the first form of the user registration
process is explained, in this the details of users like
username, email id is input and after that the user
will select the image and click on the image to
increment the image click count. After that, click on
the Grid Placement button.
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2 o ' l;!rl;egmm:stepﬂmaqel’mam - olEl
Image Parts ‘Tmage Parts
02
O3
o4 Grid Placement
o5 . User Registration Completed
O6 ﬂ Lo |
| R
Close Form —
Back to Login

Paitem | Image# 9_post]_moved_post_|_ASCCHR_._FSize 48317 Image? 9 post2_moved post §_

Fig 2 Grid Placement

In Fig 2 the Grid Placement form of the user
registration is explained, in which the first process
is to select the number of segments in which the
image is divided. Click on the segment of image
which we want to move and then click on the grid
block, the segment will then move to that grid
block. The generated pattern is shown in the
pattern textbox.

Similar process is adopted for the login process ,
which contains two step validation in which first
the user details are matched with the image
selected and cout over the images . After that
validation the next is to validate the grid
movement after that the user section will get
displayed as shown in Fig 3. This process is
adopted for the sender as well as receiver login.

Main Menu

Send Information ...
View Sent Info
View Received Info

Fetch Data..,

Fig 3 Banker User Section
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For the simulation first the sever will login and send
the information , for this seelect the Main Menu
and select the “Send Information” option.

od Send Information E@

Recerving User

banker] v

Message Validation Contrant

Combined Key §3F8143C32CC4B3E638895C4386DFD06-95E1AF IDIBODII11E

Select Image
Picture 2 v
Message to Be Seat
Bank is issues new card

Close Form

Fig 4 Sending Information

In Fig 4, sending information to other banker form
is shown in which we have to select the receiver.
Then the combined key is generated using the
image SHA hash of the sender and receiver. Then,
select the image for the transaction and type the
message. Then , when the user click on “Send
Information” and details for transaction will ger
stored and the transaction key will get generated.
After the receiver login , the user will select the
Receivintg Information will get selectedand the
form is shown in Fig 5.

] Ll Receive Information E@
Transaction Validation Contraint
Transaction Key 1
Combined Key 1638895C4386DFD06-95E1AF1D5BID111187C3775A0EA069A2
Select Image
Picture 2 v

Fetched Information

Bank is issues new card

Vol 44 No. 8
August 2023

In Fig 5, transaction key and combined key is
entered by the user , also select the transaction
image and after all the details are verified in the
database , message will get fetched from the
database and show to the receiver.

Result Analysis
In the base paper, the simple text password are

taken, as they are taken as per the user capability
remember it , so we have taken it of maximum
length 10

Sample password for base concept: { ’x~Nt6)Mu

In the result analysis we have taken two cases, first
for the length 6 and second for max length 10.

And, in the proposed concept for comparison with
base 4 and 5 segments are taken.

6.1 Base Password (6 Characters) and Proposed
Work (4 Segments)

For the comparison of the password patterns
strength, we have evaluated the entropy of these
password patterns using the various online and
offline tools.

Base Password (6 characters): \E7Se+

Proposed Work (4 Segments):
Image#_6_postl_moved_post_1_ASCCHR_:
_FSize_64627 _Image#_6_post2_moved_post_8_AS
CCHR_A_FSize_64627_Image#_6_post2_moved_p
ost_15_ASCCHR_H_FSize_64627 _Image#_6_post4
_moved_post_22_ASCCHR_O_FSize_64627_

6.1.1 ZXCVBN Test

This tool is based on the ZXCVBN code developed
in Java for the strong password generation and
validation.

Table 2
Strength Test using ZXCBN Test

Base Approach | Proposed
Approach

Entropy 19 639
Measure

Fig 5 Receving Information
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4 N
M Base Approach ® Proposed Approach

639

19

Entropy Measure

Fig 6 ZXCVBN Test Case |

The more entropy result shows the more strength
in the proposed work password pattern.

6.1.2 Rumkin Test
This tool is based on the Rumkin tool calculates the
password strength in the entropy bits.

Table 3
Strength Test using Rumkin Test

Base Approach | Proposed
Approach
Entropy 25.6 977.5
Measure
4 N

M Base Approach H Proposed Approach

977.5

25.6

Entropy Measure

- J

Fig 7 Rumkin Test Case |
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6.1.3 Cryptool2

This tool is based on the cryptool2 tool calculates
the password strength in the entropy bits, bit
strength and overall score.

Table 4
Strength Test using Cryptool2.

Base Proposed
Approach Approach
Entropy 2.585 441
Measure
4 N

H Base Approach  H Proposed Approach

4.41

Entropy Measure

Fig 8 Cryptool2 Test Case |

6.2 Base Password (10 Characters) and Proposed
Work (5 Segments)

For the comparison of the password patterns
strength, we have evaluated the entropy of these
password pattern using the various online and
offline tools.

Base Password (6 characters): rv2fID5(}%
Proposed Work (4 Segments):
Image#_9_postl_moved_post_1_ASCCHR_:
_FSize_48317_Image#_9_post2_moved_post_8_ AS
CCHR_A_FSize_48317_Image#_9_post3_moved_p
ost_15_ASCCHR_H_FSize_48317_Image#_9_post4
_moved_post_22_ASCCHR_O_FSize_48317_Image
# 9 post5_moved_post_17_ASCCHR_J_FSize_483
17
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6.2.1 ZXCVBN Test

This tool is based on the ZXCVBN code developed
in Java for the strong password generation and
validation.

Table 5
Strength Test using ZXCBN Test

Base Approach | Proposed
Approach
Entropy 33 803
Measure
4 )

M Base Approach M Proposed Approach

803

33

Entropy Measure

Fig 9 ZXCVBN Test Case Il

The more entropy result shows the more strength
in the proposed work password pattern.

6.2.2 Rumkin Test

This tool is based on the Rumkin tool that
calculates the password strength in the entropy
bits.

Table 6
Strength Test using Rumkin Test

Vol 44 No. 8
August 2023

/ N
B Base Approach M Proposed Approach

1226.8

47

Entropy Measure

Fig 10 Rumkin Test Case Il

6.3.3 Cryptool2

This tool is based on the cryptool2 tool calculate
the password strength in the entropy bits, bit
strength and overall score

Table 7
Strength Test using Cryptool2.

Base Approach | Proposed
Approach

Entropy 47 1226.8
Measure

Base Approach | Proposed
Approach
Entropy 3.322 4.508
Measure
4 N
M Base Approach m Proposed Approach
4.508

Entropy Measure

Fig 11 Cryptool2 Test Case Il
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Conclusion

Secure communication and proper authentication
concept is the primary requirement of any financial
and other type of organizations. In this paper, with
the usage of the grid concept of the pattern
password formation is not only the easy concept of
memorizing the password but also the pattern
which resulted is also strong and overcome the
various type of attacks. Together with that the
pattern form is quite strong to overcome the
various types of attacks like brute force, password
guessing etc. Similarly, the concept of the
combined key is also the unique concept which we
have applied to act as the session key, which is
used in the process of the sharing of the secure
information between the two authorized users.
Together with the session key, the use of the image
the the

authentication stronger. The pattern strength is

hash in transaction will make

being justified in the paper by checking the entropy
output by making use of the various offline and

online tools.
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