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Abstract 

The advent of wireless sensor networks has brought significant advancements in healthcare, enabling 

remote interactions between medical professionals and patients. However, ensuring the security of 

communication in Medical Wireless Sensor Networks (WSNs) poses different challenges. To address this, 

this paper introduces a novel authentication framework designed for doctors and patients. The proposed 

mechanism incorporates essential features such as mutual authentication, anonymity, and data integrity, 

safeguarding the Medical Wireless Sensor Networks (MWSN). Symmetric encryption techniques are 

employed to maintain the overall security of the system. 
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1. Introduction 

The rise of the medical-WSN has greatly 

impacted how patients and doctors 

communicate [1]. Due to the increasing number 

of countries that are adopting home-based 

treatment for their patients, there is a concern 

that the security and privacy of these individuals 

are being compromised. 

The rapid emergence and evolution of the 

medical-WSN has highlighted the need for 

secure communication. There are various issues 

that need to be resolved in order to ensure that 

the data collected and used by the system is 

protected. Most of the research that has been 

conducted on the security of the medical-WSN 

has focused on the use of authentication 

principles and cryptographic mechanisms [2]. 

The authors in [3] presented a system that 

enables real-time monitoring of patients' heart 

rate and sends data to medical facilities. The 

researchers in [4] proposed a method that 

allows doctors to analyze a patient's condition 

remotely by monitoring their sleep. They were 

able to accomplish this through the use of the 

Internet of Things. The immense amount of data  

collected by sensor devices has created a huge 

amount of privacy concerns. This is why it is 

important that the security of the data is 

improved. Unfortunately, in the present era, it is 

still not easy to implement effective measures to 

protect the privacy of the users. The researchers 

in [5] looked into different technologies and 

presented methods for capturing and presenting 

data from the generation stage to the storage. 

They also studied how to secure the information 

in wireless networks. 

Medical-WSN applications typically rely on the 

location of the patients and doctors to 

determine the appropriate service [6]. But, since 

the users are often mobile, there could be 

security issues if they change their locations. 

The main objective of this paper is to ensure 

that the authenticity and integrity of the users 

while they are in different locations. Section 2 

explains about the related work regarding the 

authentication mechanism in wireless sensor 

networks. Section 3 explains about the user 

mobility enhanced authentication method for 

MWSN. Section 4 deals with the security analysis 

of the proposed method. Section 5 explains 

about the experimental analysis of the proposed 

and existing methods. Section 6 concludes the 

research work. 
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2. Literature Survey 

Healthcare facilities rely on different 

equipment’s to gather patient information and 

implementing a mutual authentication system in 

medical applications can help protect their 

networks against unauthorized access [7]. User 

authentication methods can be used to access 

data from remote locations. However, analyzing 

different security techniques reveals the need to 

implement multiple measures to protect the 

networks [8]. 

 Several password-based authentication 

schemes have been introduced in [9-11]. 

However, these schemes are susceptible to 

various security threats and are not considered 

secure against attacks. In contrast, the author in 

[12] has proposed an innovative and effective 

user authentication scheme that has been 

demonstrated to withstand different attacks, 

including replay and man-in-the-middle attacks, 

ensuring enhanced security. 

In their work, the authors put forth an E-SAP 

scheme for two-factor authentication, leveraging 

smart card identity [13]. They asserted that 

their scheme provides security against DoS 

attacks. To address the challenges of multi-

factor authentication, they introduced a 

biometric feature and proposed a three-factor-

based scheme for health-care IoT networks. 

Furthermore, the authors in [14] presented an 

enhanced version of the previous work [15]. 

They developed a client verification mechanism 

that incorporates biometrics within a sensor 

network, resulting in improved reliability and 

security compared to existing approaches. 

For various authentication purposes, key 

exchange protocols have demonstrated to be 

more effective than current methods. The 

authors of this study [16] analyzed a particular 

scheme for smart devices and found that it 

provided insufficient protection. They then 

implemented an improved scheme for the cloud-

connected Internet of Things network. The 

authors in [17] improved the security of a smart 

card-based authentication system. However, it 

was not suitable for use in medical IoT networks 

due to its lack of forward secrecy and password 

validity. The authors in [18] designed an 

improved authentication system that addresses 

these issues. They used an RFID-based scheme 

with a hash function that can effectively handle 

various attacks. Despite its improved design, the 

system still remains vulnerable to various 

attacks. These include denial of service, 

synchronization, and impersonation. 

The authors in [19] introduced a method that 

enables secure communication by sharing secret 

keys. Unfortunately, this approach lacks the 

necessary authentication to protect the data. 

The authors in [20] talked about methods that 

can protect the privacy of medical IoT devices. 

By hashing the user's information and identity, 

this approach can help prevent unauthorized 

access. The authors in [21] paper also 

introduced a two-factor authentication method 

that can be used for medical IoT networks. This 

method addresses the security and privacy 

concerns of the devices. The authors of the 

paper also presented a framework that can be 

used to monitor the data collected by medical 

IoT devices. However, these frameworks are 

prone to man-in-the middle attacks. In 

particular, they are vulnerable to user 

impersonation and denial of service attacks. In 

order to address these issues, the authors of the 

paper suggested using a secure approach for ad 

hoc networks. However, this method is still 

prone to offline attacks and device theft due to 

its lack of identity tracking features. 

3. Proposed Method 

Nomenclature 

Symbol Description 

Y Local Server 

Z Remote Server 

Tkn Token 

TKT Ticket 

AH Health care Authority 

TR Routing table 

S Secret key  

TS Time stamp 

Ki, ID.j Users subliminal ID 

Ki It might be patient or 

doctor  

NK Nonce generated by K 

[..]s Symmetric key 
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encryption  

TMkey Temporary key 

PT Patient 

DT Doctor 

 

3.1 Network  model 

In the medical system, we typically have the 

healthcare authority, doctors, and patients. 

Within the Medical-WSN, there exists an 

authentication server managed by the 

healthcare authority, where users register their 

accounts. The primary aim of the proposed 

model is to ensure the mobility of users while 

also protecting their privacy and security. Figure 

1 shows the network model, which consists of a 

remote and a local server that can provide 

services depending on the users' status. 
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Fig.1. Proposed Network Model for Medical WSN 

3.2 Preliminaries 

The proposed model maintains three major 

servers. These are the Remote, User 

Registration, and Local servers. Each of these 

serves a specific function within the system. 

Remote Server: A remote server is a global hub 

that operates from a central location. It enables 

data exchange and communication between 

various networks and locations. It ensures that 

users have easy access to the system regardless 

of their location. 

Local Server: User requests and network 

services are handled by a local server, which is 

responsible for providing those services and 

interacting with users within a specific region or 

network. This server ensures efficient data 

management and communication within its 

chosen area. 

Healthcare Authority Server: The healthcare 

authority's registration server handles the 

process for new users. It keeps track of the 

users' information, such as their authentication 

credentials and personal details. After they've 

registered, they can then access the system by 

establishing their identity. 

The three servers collaborate to create a 

streamlined and proficient model for organizing 

user activities, data processing, and privileged 

access management. 

3.3 Authentication Protocols for the 

Proposed System 
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The objective of this research study is to 

establish a secure communication channel 

between patients and doctors, regardless of 

whether they are in the same or different 

locations. The communication can be achieved 

using either wireless or wired methods, 

depending on the users' preferences and 

requirements. In this protocol, three distinct 

authentication conditions are thoroughly 

analyzed and examined, and they are outlined as 

follows: 

i. PT-Y-DT condition 

ii. PT-Z-Y-DT condition 

iii. PT-Z-DT condition 

 

3.3.1 PT-Y-DT condition 

Algorithm 1 shows the procedure used to 

facilitate communication between a doctor DT 

and patient PT who are both in the same 

vicinity. This is accomplished through a local 

server that is managed by the AH. The 

consultation phase and ticket generation are the 

two phases of this process. 

Ticket Generation Phase: This module provides 

communication between users by requiring 

them to mutually authenticate using a local 

server Y. This type of communication is carried 

out through the participation of both the doctor 

DR and the patient PT. The procedure for the 

patient PT and the local server Y is outlined in 

the following steps. The patient will use a ticket, 

which is denoted by TKTPT, DT in order to 

communicate with the doctor. 

YdtSIDik TSDTPTPTSTKT
,

],,,,[ 1.,=
 (1)

 

Consultation Phase:  The patient (PT) initiates 

the connection by sending a ticket TKT  to the 

doctor (DT). The doctor (DT) acknowledges the 

connection by responding to the patient (PT). 

The patient (PT) can then communicate with the 

doctor DT using the local server (Y). The data 

exchanged between the doctor DT and the 

patient PT are secured using an encrypted key 

(Sk). The proposed authentication method for 

patients in the PT-Y-DT scenario follows the 

Algorithm 1. 

Algorithm 1: PT-Y-DT scenario 

i. ),,,(,,,,: 1.,1., , PTIDiSPTIDi NDTYPTVMACNDTYPTYPT
YPT

→  

ii. ),,,,,(,,],[,,,: 2.,1.,2.,1., ,,
TKTPTNSYPTVMACTKTPTSNYPTPTY IDiPTkIDiSSIDiKPTIDi YPTYPT

→

  

iii. ),,,(,,,,: 1.,1., ,
TKTNDTPTVMACTKTNDTPTDTYPT PTIDiSPTIDi YPT

→→  

iv. ),,,(,,,,: 1.,1., ,
GrantNDTPTVMACGrantNDTPTPTYDT PTIDiSPTIDi YPT

→→  

v. questMedicareDTYPT Re:→→  

vi. plyPTYDT Re:→→  

3.3.2 PT-Z-Y-DT condition 

Algorithm 2 shows that the patient PT and the 

doctor DT both in different locations. The doctor 

DT is at their home while the patient PT is at a 

remote location. The patient PT wants to consult 

the doctor DT. In this scenario, they must first 

communicate with local server Y to gain access 

to S. The patient PT and the doctor DT performs 

the authentication process using S which is 

shared between the Z and Y. The remote and 

local servers each have a long-term secret key. 

This means that the authentication process is 

carried out from Z to the Y and back to the 

doctor DT. 

Ticket Generation Phase: The patient PT is 

situated in a distant location and needs to 

establish communication with the doctor DT 

through the remote server Z. In order to 

authenticate this interaction, both the remote Z 

and local Y servers are involved. The primary 

challenge in this scenario is how to verify the 

patient's identity without prior information. To 

address this, a secret key and encryption 

mechanism are employed to secure the patient's 
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data. The Y shares a temporary key TMkey  with Z 

to facilitate identity verification. 

Consultation Phase:  In this phase, the patient PT 

initiates contact with the doctor DT using a 

ticket. The communication process between the 

patient PT and doctor DT is similar to that of the 

PT-Z-Y-DT condition, but with the involvement 

of the Z and Y servers. 

Algorithm 2: PT-Z-Y-DT Scenario 

i. 

YPRSPRIDi

PRIDiTKeyPRIDi

NZYPRTknwhere

TknNDTZPRVMACTknNDTZPRZPR

,
],,,[

),,,,(,,,,,:

1.,

1.,1.,

=

→
  

ii. ),,,,,(,,,,,,: 1.,1., TknNDRPRYZVMACTknNDRPRYZYZ PRIDiTkeyPRIDi→  

iii. 

YdrYPR

YZ

SkIDiSkIDi

PRkeyIDiTkeySPRkeyIDiIDi

TSSDRPRPRTKTwhereTKTSDRPR

NTPRZYVMACNTPRPRZYZY

,,

,

],,,,[],,,[

),,,,(,],,[,,,:

1.,2.,

1.,1.,1.,

=

→
 

iv. 
YPRSkIDiPRIDiTkeyPRIDi TKTSDRPRNPRZVMACNPRZPRZ
,

],,,[),,,(,,: 2.,1.,1.,→  

v. questMedicareDRYZPR Re:→→→  

vi. plyPRZYDR Re:→→→  

3.3.3 PT-Z-DT condition 

Algorithm 3 explains that the doctor DR and 

patient PR are both in a different locations. In 

the ticket generation phase, the PR is similar to 

the one who had PR-Z-DR. The Y server, which is 

the local one, authenticates DR by sending 

request to Z. The patient PT and the doctor DT 

need to communicate with Y to ensure the 

secure communication. The authentication 

procedure for PT is common as second 

condition. In this case, Z will use the help of Y to 

verify DR identity. The procedure for 

consultation and authentication is explained 

below. 

Authentication Phase: In the first stage, doctor 

DR connects with a remote server Z using a 

temporary key Tkey and token Tkn, which is 

obtained from a local server Y. After connecting, 

the remote server Z sends the Tkn to the Y to 

confirm the details of DR. It then requests a 

temporary key Tkey from the server. The local 

server Y then forwards the Tkey to the remote 

server Z, which will then check the authenticity 

of the DR. 

Algorithm 3: PT-Z-DT Scenario 

i.
),,(],,,[

),,,,(,,,,,:

,,
DRNSfTandNYZDRTknwhere

TknNYZDRVMACTknNYZDRZDR

drYdrkeySPR

PRTdr

Ydr

Key

==

→
 

ii. ),,,,(,,,,,: TknNDRYZVMACTknNDRYZYZ drTkeydr→  

iii. ),,,,(,],,[,,.,:
,, drkeySSdrKey NTDRZYVMACNTDRDRZYZY
YZZY

→  

iv. ),,,(,,,,: DecisionNDRZVMACDecisionNZDRDRZ drTdr Key
→  

v. ),,,(,,,,: 1.,1., TKTNDRPRVMACTKTNDRPRDRZPR prIDiTprIDi Key
→→  
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vi. ),,,(,,,,: 1.,1., AcceptNPRDRVMACAcceptNPRDRPRZDR prIDiKprIDi s
→→  

vii. questMedicareDRZPR Re:→→  

viii. plyPRZDR Re:→→  

 

4. Security Analysis of the Proposed 

Method 

4.1 Anonymity 

The proposed model employs a user ID that is 

known as a subliminal ID. It is sent and received 

in intervals and can be decrypted only by the 

user. Even if an attacker possesses the user's 

key, they would be unable to find them. The 

subliminal ID of the users is encrypted with the 

help of  Y. It can only be decrypted using the 

user's key. Exploits cannot find the user's key 

even if they possess it. 

4.2 Replay Attacks 

The proposed method for authentication utilizes 

nonces in communication. A new set of random 

numbers is generated every time the two parties 

communication. Since the nonce for each 

interaction is unique, the data from previous 

sessions is not utilized in the current session. 

This method ensures that the information is 

always fresh. 

4.3 Data Confidentiality  

The proposed model ensures the maintenance of 

data confidentiality by securely sharing the 

user's long-term secret key with the local server. 

This approach guarantees that sensitive 

information remains protected, as the key is 

securely transmitted and stored, preventing 

unauthorized access to the data. The user has to 

provide the local server with the key in order to 

access the data. This method ensures that the 

data's confidentiality is maintained. 

4.4 Data Integrity 

The proposed model can maintain its data 

integrity through the use of VMAC. This 

mechanism uses authentication procedure to 

secure the communication using hash function. 

The long-term secret key generated by the 

VMAC can be shared between the server and the 

user. The user can then use the VMAC key to 

establish communication between the server. 

This method ensures that the data is protected. 

5. Performance Evaluation 

Table 1 shows the performance evaluation of 

the proposed system. The proposed system is 

compared with the PAM[22], MAUT[23] and 

ICAS[24]. In the PAM [22], the authors didn’t 

addressed the issue of mutual authentication in 

the medical cloud platform. In MAUT [23], the 

authors are not considered the data integrity, 

mutual authentication and user privacy. In 

ICAS[24], the authors are failed to address the 

issue of confidentiality, authentication, Data 

integrity and User privacy. The proposed 

method is executed using the AWS SDK i.e., 

BOTO3 which uses the python 3.3.  The server 

which is selected for communication are AWS 

EC2 instances which is having the configuration 

of Xeon processor @ 3.3 GHz with 32GB RAM. 

The BOTO3 sample code is given below: 

 

Table 1: Security parameter for performance 

Evaluation 

Parameters PAM 

[19] 

MAUT 

[20] 

ICAS  

[21] 

Proposed 

model 

Mutual 

authentication 

   ✓ 

User privacy ✓   ✓ 

Data Integrity ✓   ✓ 

Data 

confidentiality 

✓ ✓  ✓ 

Replay attacks ✓ ✓ ✓ ✓ 
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The cost of running a server during the 

authentication process for doctors and patients 

is shown in Figure 2. The proposed method of 

authentication can be significantly lower than 

existing methods. The computation cost of the 

various phases of the authentication process is 

shown in Figure 3. The results of the study 

revealed that the proposed method of 

authentication can be used to facilitate mutual 

authentication in various conditions. 

 

Figure 2: Computational load Vs Number of 

Doctors 

 

Figure 3 Computational Cost of the Proposed 

and Existing Algorithms 

6. Conclusion 

This research paper introduces an 

authentication mechanism specifically designed 

for the MWSN. It aims to establish a secure 

communication channel between doctors and 

patients, regardless of whether they are in the 

same or different locations. Both wired and 

wireless communication methods are supported 

in this mechanism. The proposed authentication 

mechanism offers several advantages, including 

anonymity, confidentiality, integrity, and mutual 

authentication. This solution addresses the issue 

of user mobility, as existing mechanisms are 

limited by their high cost and computation 

speed. It utilizes a symmetric key encryption 

algorithm for added security.. 
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