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Abstract

With the rise in the adoption of the cloud across organizations, it is vital to deliver consumers on-demand
services that meet their needs. As a result, services like reliability, security, and resource manage-ment become
critical. Among these, the reliability aspect is crucial in defining the performance of a cloud computing network.
However, as user expectations increase, it becomes essential to make cloud networks and services more
dependable. Hence, A novel enumerative approach is proposed in this work in order to optimize the reliability of
Cloud Computing Networks. Our primary objective is to optimize the cloud network to maximize network
reliability during a dynamic node failure. Since reliability optimization under the dynamic node failure is a crit-
ical task, it leads to an NP-Hard problem. In addition, the results of our experiment for a few samples of cloud
networks are presented and compared with the technique of fine-grained check pointing for provid-ing reliability
in cloud networks. The suggested methodology and is also applicable to large-scale cloud networks and found to

be more efficient
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1 Introduction

The main objective of the research work is to
optimize the reliability by taking into account the
parameters like degree and diameter since these
two parameters contribute in determining the
reliability of a CCN. If the degree is more, then the
CCN becomes more stable. Similarly, if the diameter
is less, the data transfer in a CCN becomes faster,
which leads to a highly reliable CCN. Hence, the
motive of the proposed approach is to maximize the
network reliability considering the dynamic node
failure. Alongside the cloud computing systems, the
distributed systems can take the form of grid
computing, edge  computing,  peer-to-peer
computing, etc.[1] for allowing resource sharing and
the facilities for transferring the data. These
systems provide opportunities to service providers
of the cloud to establish new data centres as well as
for the users of the cloud to use the cost-efficient
cloud. The system of CCNs enables the users to
either scale in or scale out the virtual resources
dynamically as per the computing requirements
without human interaction [2]. Moreover,
depending on the service or location, the CCNs can
be categorized as either private, public, hybrid, or
community-based. The public clouds can be
accessed by anyone and, thus, vulnerable to several
attacks. However, a private cloud is available to only

a specific organization or user. However, the public
cloud is found to be more cost-effective than the
private cloud. A hybrid cloud is a mix of private and
public clouds used by organizations sharing a
common objective or interest.

The paper is organized into the following Sections:
Section 2 presents the Literature Survey till date.
The notations, assumptions, and the proposed
approach followed by an Illustration is described in
Section 3. Section 4 discusses the result and the
paper is concluded in Section 5.

2 Related Work

Although various studies have been conducted on
analyzing reliability in the context of Cloud
Computing Networks, none of the approaches has
considered the diameter and degree parameters for
computing reliability. Regardless, F.Zhang [3]
proposed a method based on intelligent cloud
computing for analyzing reliability. The author
considered the reliability analysis matrix for
computer networks as well as the failure rate of the
networks with large analy-sis error rates. In
addition, M. R. Mesbahi et.al. [4] conducted an in-
depth study of high availability and reliability in
CCNs, considering the failure rate of the entire cloud
system. The authors in [5] not only considered the

2427



Journal of Harbin Engineering University
ISSN: 1006-7043

"when” and “how” techniques for improving
availability and reliability but also the
characteristics of the cloud computing system.
Besides, the authors in [6] focused on providing a
reliable approach to resource allocation for cloud
computing while minimizing the cost.

However, from the perspective of resilience and
reliability, given that network reliability evaluation
problems and the traditional assignment have been
shown to be NP-hard [7], the addressed problem is
also NP-hard. One solution to this problem is to use
a soft computing algorithm. According to related
research, the genetic algorithm (GA) [8] is found to
be one of the popular solutions to the assignment of
resources or optimization problems pertaining to
network reliability due to high diversification in the
search capability.

After a thorough literature study, it was found that
although many of the existing approaches have
addressed the reliability issues in CCN. However,
none of the techniques considered the two essential
factors, such as diameter and degree, for optimizing
the network reliability. Hence, this article pro-poses
an algorithm OptiCCN for optimizing the network
reliability in the CCN considering degree and
diameter under dynamic node failures.

3 Proposed Approach

This section proposes a new and efficient algorithm
for the reliability optimization of cloud computing
networks considering the dynamic node failure.

3.1 Notations

The notations used in the proposed approach are
presented here:

e G : Given graph in the form of adjacency matrix

e fn: Faulty Node

e (" :Graph after removing the defective node and
its associated links.

e A : Available links

e K :Incrementer

e DS :Diameter Set for storing all the possible
combinations
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¢ e, :Edge probability
e STy :vth Spanning Tree of the graph G

3.2 Problem Statement

In a distributed environment like the cloud,
ensuring the delivery of quality of services becomes
a challenge. There may be several factors
responsible for QoS delivery such as load balancing,
reliability, security, etc. out of which reliability is
considered as one of the crucial factors in a cloud
environment. In such a case, there is always a
chance of node failure. In addition, there can be
single node failure or multi-node failures. However,
the links connecting the faulty nodes will be
reconnected with the non-faulty nodes in order to
make the network operational. So, the objective is to
design an optimum reliable Cloud Computing
Network (CCN) considering the dynamic node
failure.

3.2.1 Mathematical
Computation of CCN

Model for Reliability

In this subsection, a mathematical formulation has
been done for evaluating the reliability of the CCN.
Here, we have considered only the link failures as
the probability by generating the spanning trees
from the given graph and hence, measuring their
probability. The reliability of Cloud Computing
Network can be expressed as :

R=
1— (1—e,) (1—e,)p.v>0
sr.,:zj;.:,a {( (sgg ))seisl:_[ﬂru) }
(1)
Where ST, is the initial spanning trees. All

generated spanning trees of CCN are enumerated
and then disjointed to get the reliability value. The
proposed approach for optimization of CCN uses
equation 1 for the reliability evaluation of CCN [8].

Fig. 1: The CCN model considered for our problem
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However, we consider the above CCN model in
Figure 1 for our approach.

3.3 Proposed Algorithm

The cloud computing network (CCN) can be
considered as a probabilistic graph (G) where the
nodes represent the processing elements, and the

edges between the nodes represent the links. For

Algorithm 1 Opti_CCN
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simplicity, the reliability of each link is considered
the same as 0.9. However, the proposed algorithm
works fine for any real probabilistic value between
0 and 1.

The algorithm 1 Opti CCN finds the CCN with
optimum reliability considering the faulty node-set
fn.

Input: G, fa
Output: Optimized Network G’

1: Opti CCN(G, fn) //G'is the graph generated by removing the faulty node(s) and their corresponding links from

G.
2: G=G-fa
3: K=0
4. Al = Ad] (fn)
5: ForallNie G //Fori=1,23,.,N
6: if degree(Ni) < 1 then
7: K=K+1
8: Arr[i] =N;
9: end if

10:if K == 2 then

11:Connect Arr[1]with Arr[2]
12:A1=A-1

13:end if

14:if K/= 2 then

15:Find all combinations of the elements of Arr with respect to the number of available links

16:Find the diameter of each combination of elements in K

17:if A1 > 0 then

18:Connect the links with the nodes that produce the highest diameter values

19:end if
20:end if -

21:Produce the diameter matrix for each node to every other node in G’
22:DS = maximum diameter(Ni, Nj)Vi, j € G" // Compute the maximum diameter from node i to node j

23:if DS > 1 then

24:Find the reliability of each combination of elements in Join the link with the nodes which produces the highest

network reliability
25:else
26:]Join the links associated with the nodes in the DS

27:end if
28:Calculate the reliability of G’

Explanation of the Algorithm:

The input to our algorithm is a network considered
as a fully connected graph with 'V ' no. of vertices
and ‘E' no. of edges. In this example, the authors
considered only a single node failure. However, the
proposed algorithm can also work well for multiple
node failures. After identifying the faulty node, it is
removed, and a new graph G" is generated. An
incrementor keeps track of the number of nodes
having degrees 0 or 1. The initial value of the
incrementor is set to 0. The links associated with
the faulty node are removed along with the faulty
node and stored in the array "A”. The diameter of
the rest of the other nodes that are in the new graph
G" are computed. If the degree or diameter of any

node is found to be less than 1, then the value of
incrementor is increased by 1 and all those nodes
are stored in the array Arrf[i]. If there exist only two
nodes having degrees less than equal to 1(for K=2),
they may be joined through the available link. For
the case when K >2, all possible combinations of the
node-set in Arr is generated, and the corresponding
diameters are computed and stored. If some
available links exist, then connect the links with the
nodes with the highest diameter. A diameter matrix
is formed by computing the diameter from every
node to every other node in G”. The nodes with the
maximum diameter (there may be one node pair
producing maximum diameter) are stored in the
diameter set DS. Suppose more than one node pair
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exists in the DS. In that case, each node pair’s
reliability is computed using equation 1, and the
node pair producing the highest net-work reliability
are connected through the available link. Otherwise,
join the links associated with the nodes in the DS.
Finally, the optimized reliability of the CCN is
computed. The obtained CCN after the node(s)
failure is now optimized considering the degree,
diameter, and reliability.

4 Results and Discussions

The following section describes the results after
implementing the proposed algorithm on some of
the sample cloud networks, and the results are
recorded in Table 2. The algorithm is implemented
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in MATLAB 2016b in Windows 10, a 64-bit
operating system. The parameters considered for
our experiment are mentioned in Table 1.

It is evident from Table 3 that as we increase the
network’s connectivity by increasing the number of
links and nodes, the reliability also increases. The
reliability column of Table 3 represents the initial
reliability value of the net-work before node failure
and prior to the optimization. It can be observed
that the optimized output network always yields a
better reliability value as compared to the input
network. The links associated with the faulty nodes
are re-configured so as to get a better degree,
diameter, and reliability from the link arrangement
of the remaining nodes.

Table 1: Parameters Setting for our Experiments

Parameters

Minimum No. of Nodes

Maximum No. of Nodes

Degree

Diameter

Minimum No. of Links

Maximum No. of Links

Reliability
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Fig. 2: Input Networks

Table 2: Implementation of the proposed algorithm on some sample cloud networks

[ak]
L=
o
=
£ @
B =2
2 =
Input Network 3 '?'L_‘tp“t Uptimizea
o Optimized
(N‘L} Hehamimy
Network (N,L)
1 Fig. 2a(8N,11L) 0.987 c  Fig. 3a(7N,11L) 0.9921
2 Fig. 2b(9N 13L) 09909 ¢ Fig 3b(8N 13L) 0.99382
3 Fig. 2c(10N,14L) 09600 ¢ Fig. 3c(9N,14L) 0.9980
4 Fig. 2d(11N 16L) 09820 ¢  Fig. 3d{10N,16L) 0.9930
5 Fig. 2e(15N,20L) 09830 ¢  Fig. 3e(14N,20L) 0.9940
6 Fig. 2f(20N,24L) 09845 ¢ Fig. 3f(19N,16L) 0.9950
7 Fig. 2g(25N,38L) 09870 ¢ Fig 3g(24N, 38L) 0.9970
8 Fig. 2h(30N 60L) 09880 ¢ Fig 3h{29N 60L) 0.9980
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In Table 3, the parameters like the degree and diameter of the network are considered. It can be concluded that
the degree remains almost the same before and after the optimization. Although the degree of the optimized
network in row 1 of Table 3 gives a lower value as compared to its input value, its diameter and reliability are
found to be better than the input network. As the proposed approach avoids parallel edges and self-loops,
therefore, the network in row 1 with degree 3 cannot be further optimized. Since we have considered only a
single node failure, the links connecting to the faulty node are adjusted, and we get the optimized network with a
reduced diameter. However, the proposed algorithm can be applied for multi-node failures. It can be visible from
Table IV that the optimized network always produces a lower diameter as compared to input CCNTable 3:
Comparison of Degree and Diameter before and after optimization

Input Network & Output N N
# 'E o Optimized Optimized
(N’ L) g opimized Degree Diameter
Network (N,L)
1 Fig. 2a(8N,11L) 3 3 Fig. 3a(7N,11L) 3 1
2 Fig. 2b(9N,13L) 3 4 Fig. 3b(8N,13L) 3 2
3 Fig. 2c(10N,14L) 3 4 Fig. 3c(9N,14L) 3 3
4 Fig. 2d(11N 16L) 4 4 Fig. 3d(10N,16L) 4 2
5 Fig. 2e(15N.20L) 4 4 Fig. 3e(14N 20L) 5 2
6 Fig. 2f(20N,24L) 4 4 Fig. 3f(19N,24L) 5 2
7 Fig. 2g(25N,39L) 4 4 Fig. 3g(24N,39L) 6] 2
¢ Fig. 2h(30N.60L) 3 4 Fig. 3h(29N,60L) 6 1
Q o) o o o o o Q OOO Q. gOO_QOO OQ%OO
lofo= o] L2 e fellcle) O\O_O 0120 o040 DONOG
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Fig. 3: Optimized Output Networks

nodes remains uniform, leading to increased
reliability. The graph compares the diameter of the
nodes before and after optimization considering the
failure of a single node. Since the parallel edges and

A graph has been plotted in Fig. 4 showing the given
reliability of the original network before the node’s
failure and the network’s optimized reliability after
the node’s failure. It can clearly be seen from the

graph that the proposed algorithm always produces
a better reliability value after optimization under
node(s) failure. The available links are re-used
among the remaining nodes so as to produce a
better degree, diameter, and maximum reliability of
the CCN.

It can be concluded from Fig. 5 that with the
increased number of nodes, the diameter of the

loops are not taken into account, the diameter
remains constant from node no. 4 to 8, after which it
increases to its peak value by increasing
slowly(from nodes 9 to 10) and again decreases
after optimization(for node no. 11); but, before
optimization, the diameter for nodes 9 to 11
remains constant.
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Fig. 4: Comparison of Reliability before and after optimization considering single node failure
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Fig. 5: Comparison of diameters of the networks before and after optimization

From Fig. 6, it can be observed that with the
increase in the number of links ,there is also an
increase in reliability. This can be attributed to the

1.000

Companson of reliability considenng single node failure

fact that increasing the links increases the network’s
connectivity. After optimization, the number of links
gets adjusted and achieves optimized reliability.
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Fig. 6: Comparison of the number of links with reliability before and after optimization

It can be concluded from Fig. 7 that with the
increased number of nodes, the degree of the nodes
increases, which leads to increased reliability. The
graph compares the degree of the nodes before and

after optimization considering the failure of a single
node. The proposed approach restricts the inclusion
of parallel edges and self-loops during optimization.
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Fig. 7: Comparison of the degree of networks with number of nodes before and after optimization
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Fig. 8: Number of nodes vs CPU Time

It can be concluded from Fig. 8 that the CPU time or
execution time for our proposed approach increases
linearly compared to the execution time of the
existing approach proposed in [9]. This can be
attributed to the fact that as the number of nodes
increases, our approach Opt CNN recursively
computes the degree and diameter, thereby
adjusting the links among the remaining nodes. The
diameter and degree of the final optimum network
get reduced, thereby giving the optimum reliability
value.

5 Conclusions and Future Work

In this research work, a new algorithm Opti CCN is
proposed for optimiz-ing the Cloud Computing
network by rearranging the links of the network in
case of dynamic node failures. The Cloud Computing
network is topologically optimized to give good
connectivity, less diameter, and high reliability. The
reliability of each intermediate network is
computed using a mathematical for-mula until the
final optimum network is obtained. The proposed
approach can also be applicable for multi-node

failure scenarios. It is efficient enough to opti-mize
the network in a reasonable amount of time.
Although the experiments are carried out for CCNs
with homogeneous link capacity. Practically, the
pro-posed approach works well for CCNs with non-
homogeneous link capacity as well.
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